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Notice

Every effort was made to ensure that the information in this document was accurate at
the time of printing. However, information is subject to change without notice, and Viavi
reserves the right to provide an addendum to this document with information not avail-
able at the time that this document was created.

Copyright

© Copyright 2009-2016 Viavi, LLC. All rights reserved. Viavi, Enabling Broadband and
Optical Innovation, and its logo are trademarks of Viavi, LLC. All other trademarks and
registered trademarks are the property of their respective owners. No part of this guide
may be reproduced or transmitted electronically or otherwise without written permission
of the publisher.

Trademarks

Viavi and ONMSi are trademarks or registered trademarks of Viavi in the United States
and/or other countries.

Microsoft, Windows, Windows CE, and Microsoft Internet Explorer are either trade-
marks or registered trademarks of Microsoft Corporation in the United States and/or
other countries.

Oracle and Java are either trademarks or registered trademarks of Oracle Corporation
in the United States and/or other countries.

Firefox is a registered trademark of Mozilla Fundation in the United States and/or other
countries.

Google Chrome is a registered trademark of Google Incorporation in the United Stated
and/or other countries.

Specifications, terms, and conditions are subject to change without notice. All trade-
marks and registered trademarks are the property of their respective companies.

Ordering information

This guide is a product of Viavi's Technical Information Development Department.

WEEE Directive Compliance

Viavi has established processes in compliance with the Waste Electrical and Electronic
Equipment (WEEE) Directive, 2002/96/EC.

This product should not be disposed of as unsorted municipal waste and should be
collected separately and disposed of according to your national regulations. In the
European Union, all equipment purchased from Viavi after 2005-08-13 can be returned
for disposal at the end of its useful life. Viavi will ensure that all waste equipment
returned is reused, recycled, or disposed of in an environmentally friendly manner, and
in compliance with all applicable national and international waste legislation.
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It is the responsibility of the equipment owner to return the equipment to Viavi for appro-
priate disposal. If the equipment was imported by a reseller whose name or logo is
marked on the equipment, then the owner should return the equipment directly to the
reseller.

Instructions for returning waste equipment to Viavi can be found in the Environmental
section of Viavi’s web site at www.viavisolutions.com. If you have questions concerning
disposal of your equipment, contact Viavi’'s WEEE Program Management team.
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About This Guide

Topics discussed in this chapter are as follows:

*  “Purpose and scope” on page xiv

e “Assumptions” on page xiv

*  “Technical assistance” on page xiv
¢ “Recycling Information” on page xiv
e “Conventions” on page xiv
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About This Guide
Purpose and scope

Purpose and scope

The purpose of this guide is to help you successfully use the ONMSi features and capa-
bilities. This guide includes task-based instructions that describe how to configure and
use the ONMS.I. Additionally, this guide provides a complete description of Viavi’s terms
and conditions of the licensing agreement.

Assumptions

This guide is intended for experienced users and admnistrators who want to implement
ONMS:i effectively and efficiently. It is recommended to attend the ONMSi training to
learn how to install, configure, use, and troubleshoot the ONMSi.

Technical assistance

If you require technical assistance, call 1-844-GO-VIAVI. For the latest TAC informa-
tion, go to http://www.viavisolutions.com/en/services-and-support/support/technical-
assistance.

Recycling Information

Viavi recommends that customers dispose of their instruments and peripherals in an
environnmentally sound manner. Potential methods include reuse of parts or whole
products and recycling of products components, and/or materials.

Waste Electrical and electronic Equipment (WEEE) Directive

In the European Union, this label indicates that this product should not be disposed of
with household waste. Il should be deposited at an appropriate facility to enable

recovery and recycling.
— Y yeling

Conventions

This guide uses naming conventions and symbols, as described in the following tables.

Table 1 Typographical conventions

Description Example
User interface actions appear in this On the Status bar, click Start
typeface.
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About This Guide
Conventions

Table 1

Typographical conventions (Continued)

Description

Example

Buttons or switches that you press on
a unit appear in this TYPEFACE.

Code and output messages appear in
this typeface.

Text you must type exactly as shown
appears in this typeface.

Variables appear in this typeface.

Book references appear in this type-
face.

A vertical bar | means “or”: only one
option can appear in a single com-
mand.

Square brackets [ ] indicate an
optional argument.

Slanted brackets < > group required
arguments.

Press the ON switch.

All results okay

Type: a: \set.exe in the dialog box.

Type the new hostname.

Refer to Newton’s Telecom Dictionary

platform [al|ble]

login [platform name]

<password>

Table 2 Keyboard and menu conventions

Description Example

A plus sign + indicates simultaneous key- Press Ctri+s

strokes.
A comma indicates consecutive key strokes. Press Alt+f,s

On the menu bar, click
Start > Program Files.

A slanted bracket indicates choosing a sub-
menu from menu.

Table 3 Symbol conventions

NOTEThis symbol represents a general hazard.

WARNING
This symbol represents a risk of electrical shock.

A

NOTE
This symbol represents a Note indicating related information or tip.
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About This Guide
Conventions

This symbol, located on the equipment or its packaging, indicates
that the equipment must not be disposed of in a land-fill site or as
municipal waste, and should be disposed of according to your
national regulations.

Table 4 Safety definitions

WARNING
/A\ Indicates a potentially hazardous situation which, if not avoided,

could result in death or serious injury.

CAUTION
/A\ Indicates a potentially hazardous situation which, if not avoided, may

result in minor or moderate injury.
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ONMSI Overview

This chapter provides a general description of the ONMSi.

Topics discussed in this chapter include the following:

*  “Introduction” on page 2
e “ONMSi Architecture” on page 3
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Chapter 1 ONMSi Overview
Introduction

Introduction

The explosion of voice, video and data anywhere and anytime means that Network
Service Providers need constant availability and performance from their fiber optic
network.

The ability to provide quad/triple play and PON (Passive Optical Network) architectures
with optical splitters had made fiber monitoring a even bigger challenge.

Viavi ONMSi is an Optical Network Monitoring System that expands network visibility
right from the Core across the PON and into the premise improving Operational
Support and Quality of Service (QoS) for any type of network.

ONMSi is a remote fiber test system that scans the fiber network 24/7 and automatically
detects & locates faults without having to dispatch technicians in the field.

Based on Viavi’s leading optical technologies, an Optical Test unit (OTU) integrating an
Optical Time Domain Reflectometer (OTDR) and an Optical Switch constantly
compares data to a baseline and sends alarms if any fiber degradation occurs.

ONMSi Benefits

* Reduces Fault location time from 5 hours to 5 minutes (average time)

* Reduces MTTR and network downtime by at least 30%

¢ Reduces operational costs by providing faster automated dispatch

e Scalable to optimize CAPEX and expand as your network expands

*  Flexible to support P2P (Metro/Core/Access) and P2MP (PON) to the ONT
* Enhanced reliability with SLA and asset management

* Anticipates service disruption before service is affected

*  Protects network with long term performance monitoring

e Improved troubleshooting and demarcation between networks

* Detects fiber tapping, protecting valuable information from intrusion

ONMSi Features

e Supports P2P (metro/core/access) and P2MP (PON) to the optical network
terminal (ONT)

e Compact and reliable optical test unit (OTU) design
* Domain architecture enables maximum organizational flexibility

* Integrates geographical maps of the fiber network with OTDR trace cursor
tracking

*  Secures multiuser environments compatible with LDAP

*  Supports web services (XML) and SNMP for easy integration with open-source
software (OSS) and geographical information systems (GIS)

* High-availability solution with automatic failover between two servers
*  Multiple dashboards showing current performance and diagnostics data
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Chapter 1 ONMSi Overview
ONMSi Architecture

ONMSi Architecture

Figure 1 ONMSI architecture

OTU8000 '
ONMSi E-mail server OFM Client 0SS, GIS
Web client i OTU8000 Network design

ONMSi
Web client

ONMSi
SERVER

/
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ONMSi Architecture
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ONMSIi login and general view

This chapter gives process to open an ONMSi session and describes the man-machine
interface.

Topics discussed in this chapter include the following:
*  “Pre-requisite” on page 6

* “Log-in” on page 6

*  “General User Interface” on page 7
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Chapter 2 ONMSi login and general view
Pre-requisite

Pre-requisite

Server is configured with default Windows user (this user cannot be changed, if you
need to change password please contact your local technical center).
ONMSi server communicates with remote test units (OTUs) and client stations via IP.

Server name must be configured (or changed if needed) at first beginning.
To configure the server:

1 Open the System dialog bow and click on Change settings.

2  Enter the following parameters:
—  User: rftsmgr
— Password: SystemO

Figure 2 Change settings

Log-in
To log-in to ONMS:i:

1 Open a web Browser: Firefox, Google Chrome or Internet Explorer.
Google Chrome or Firefox are recommended.
Internet Explorer from version 9 is also compatible (version 11 or above is recom-
mended).

2 Inthe URL address, type the server name (example: http://onmsi-1light) or
the server IP address (example: http://10.33.17.xx).

3 Inthe dialog box Login to ONMSI, select first the language of the application:
English / French / Viethamese / German / Russian.

4 Enter your Login (default login: admin).

5 Enter the Password (default password: password).

Figure 3 Login to ONMSi

Login to ONMSi
English v

:adrnin|
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Chapter 2 ONMSi login and general view
General User Interface

CAUTION
A Login and password are case sensitive!

To get more information on user and login parameters (modify ..), see “Users” on
page 101.

Audit logs

To display information concerning the users login and logout (date, user, IP address...):
1 From any dashboard, click on More

2 Click on Audit logs button.
The Audit logs window displays.

Figure 4 Audit logs

Audit logs

Search any object

Object type Object name. Action

*  Enter the research filters in the window «Search any object» and click on Filter to
apply the filters.

¢ Click on Reset filters to delete the research filters.

«  Click on More and download the table in PDF or Excel™ (see “Downloading data
from a table / list” on page 92).

General User Interface

Once login in, the system dashboard displays.
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Chapter 2 ONMSi login and general view
General User Interface

Figure 5 System dashboard

Shortcuts panel

Tree view System dashboard

B . EDED [ ome srowser f Aca o domain L users L settngs J ~ieore |
v B system

- s Vm e Atarm ©View  system

ccccccc

D GID

Tree
view

:0 Critical :( Major o Minor g. Warning :@ Indeterminate
1
Alarm viewer

Text colors

. If the text is in black, no action is possible.

e All text in blue corresponds to a link: click on blue text to display the corre-
sponding link.

— Example: in the Figure 4 above, click on one Domain Name in the table to
display the corresponding domain dashboard.

— Ifthe textis greyed, the current configuration does not allow any action on the
link.

—  Setting the mouse pointer onto the text will indicate the reason why no action
is possible.

Shortcuts panel

On the top of the screen, some buttons are available to reach specific functions of the
ONMSI.

Click at any time on this button to get direct access to System Dashboard
(domain, users, setting, alert). See Figure 5 on page 8.

Click to hide (icons turns blue) / show (icons turns white) the schematic or
map with OFM (option)

Click to hide (icons turns blue) / show (icons turns white) the main window.
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Chapter 2 ONMSi login and general view
General User Interface

Click to hide (icons turns blue) / show (icons turns white) the alarm viewer.

Click to open the action list (running activity):

Click to perform a quick search to access any object (OTU, Domain, Link,
PON...)

—  Starting by: toto
—  Finishing by: *toto
—  Containing: *toto*

In the Help sub-menu, click on:
'_ — — Online help to get access to training material (pdf).

—  About ONMS:i to get the ONMSi version and revision (debug
purpose).

To display a contextual help for the ONMSi use, click on «?» @
In the «User» sub-menu, click on:

— User preferences to display/modify the user parameters (see
“Changing the current user preferences” on page 43)

— Logout to logout the current user of ONSMi.

— Keep me connected to keep the session active, even if a disconnec-
tion after a time of inactivity is configured (in System Settings > Users
> Session - see “Defining the session duration” on page 101).
This parameter is displayed exclusively if the parameter «Remain
connected» in the System Roles of the User connected is selected:
see “Defining the system and domain roles for the user” on page 40.

Tree view

The tree view allows to show the list of domains, OTUs and monitored fibers (link).

The tree icons are displayed on the left of the screen.

1 Click on the icon %g to open the Tree view.

Figure 6 Example of Tree view

Tree view

u/m|
oo

* BE system
> B Alerttest
» B* Bpa
» B cust
» B sebug
* B Domain V2
¥ B, Domain V1
» IE!"A OTU W1 TEST
*Eg P
* Bo  Stef
* B steph
» & Steph otu
» 8% vannick
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Chapter 2 ONMSi login and general view
General User Interface

2 Select the object, double click it to open the related dashboard.
Tree automatically closed.

To keep the tree view displayed on the left of the screen, once it is opened, click on .

Click on the icon H5 to close the Tree view and return to the system dashboard.

Description of the objects in the Tree

In the tree view: the different objects are represented by different icons:

oo Domain System (cannot be renamed)

oo

Eg Domain or sub-domain
s OTU

=l Links

", Section

In case of alarm or default on the object, an icon displays next to the object concerned
by the alarm.

* Example: IE!]_ indicates an alarm on the OTU and a default for this OTU.

ik
* Drag the mouse onto the icon to display an alarm description

4 OTU V1 TEST : Alarm status="Critical' / Not managed by ONMSi
i

Alarm viewer

Click on the Alarm banner at the bottom of the page to display the Alarm Viewer.

Figure 7 Alarm viewer

Alarm viewer

W new ¢ BH system [ rows | vtiore P2

Last update Severity Al Specific problem
2115 2015 Sep § 16:67:14 2015 Sep 8 16:57:14 2 major OTU steph B ‘Communication Heartbeat

2015 Sep 4 13:33:06 2015 Sep 4 13:33:05 €2 major 0 ‘Communication Heartbeat F

2015 Aug 18 16:49:14 2015 Aug 18 16:49:14 4 Major [ 92 ‘Communication Missing autotest
2015 Aug 18 16:49:13 2015 Aug 18 16:49:13 €4 Major < 92 Communication Missing autotest
2069 2015 Aug 17 13:21:26 2015 Aug 17 13:21:26 0 Critical = ‘Quality of Service Attenuation FIBER_CUT Fiber cut
-

:0 Critical o major o Minor :. Warning ﬁ@ Indeterminate

For details on Alarms, see Chapter 11 on page 77.
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Chapter 2 ONMSi login and general view
General User Interface

Keyboard shortcuts
Following keyboard shortcuts are available in ONMSi:
Shortcut Description
CTRL + SHIFT + X Cycles through the ONMSi areas (main, alarm viewer, ...)
CTRL + SHIFT + F Runs the "find"

CTRL + SHIFT + Home Navigates back to the system dashboard
CTRL + SHIFT + F1 Toggles the display of the contextual help

Toggles between cell edition and cell navigation with the

F2 inside a table
arrow keys

User Manual ~ 700NMSI0302 Rev. 003 Page 1



Chapter 2 ONMSi login and general view
General User Interface
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Setting the Server address

This chapter provides a description of the configuration of the server address.

Topics discussed in this chapter include the following:

*  “Setting up the server address” on page 14
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Chapter 3 Setting the Server address
Setting up the server address

Setting up the server address

Once logged in to the ONMSI, Server IP details must be configured in ONMSi

This information is used by optical test unit (OTU) to report alarms.
1 Click on the logo BMIlE] to display the system dashboard.
2 Press the Settings button on the right of the window.

3 On the left of the System Settings screen, click on Server > Addresses.

Figure 8 Setup Server addresses

System settings

4 Click on Edit and enter the parameters required:
* Host name: server name.
» Base URL: Address used in the URL to access to ONMSI from a web
browser.
The addresses entered in this table are used by the OTUs to notify the server
when an alarm is detected.
As the OTUs can be placed in different IP networks they may have to use
different server IP addresses; for example if they are connected via internet
or directly to the LAN.This chapter is for OTU connected to the LAN.
« Name: This name will be used within OTU configuration to indicate the server
address where the alarms have to be sent to.

* Address: host name of this interface (recommended) or IP address.

5 Click on Save to save the new server addresses.

Main and Backup server

In case of problem with the main server, the automatic changing to backup server is
possible exclusively if there are 2 networks.
By consequence, both servers must be configured in Server > Addresses window.

If the option «High availability with automatic fail-over» is not available, the change
must be performed manually (if license «High availability with manual fail-over» has
been purchased). See “High Availability Solution” on page 141
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Adding an OTU

This chapter provides a description for adding an OTU to an existing domain.
By default, a Domain called Default is available at ONMSi opening.

This domain name can be modified and new domains can be added to the existing one:
see Chapter 9 “Managing domains”.

Topics discussed in this chapter include the following:

* “Adding an OTU” on page 16
e “Testing the connection and refreshing the configuration” on page 16
e “Configuring the OTU” on page 18
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Chapter 4 Adding an OTU
Adding an OTU

Adding an OTU

To add an OTU to the domain:

1 If necessary, return to the System Dashboard window clicking on the ONMSi logo

ONMSi
2 On the Tree view, right click on the domain name and select Add an = s
OTU.
or
Click on the More button of the Tree view B2 and click on Add an OTU.

Figure9 Addingan OTU

OTU dashboard

Alarm @ View oTu Save Cancel Context
Running

o]

3 Enter a Name (for example: OTU location) and the IP Address of the OTU (Phys-

ical IP address or hostname).
Use the same Address as setup on OTU via OTU web browser.

4 Press Save to confirm the creation.

The OTU creation process is completed once the progress bars are no more
displayed.

Testing the connection and refreshing the configuration

1 Press Configuration from the OTU dashboard window.

2 Press Test connection button.
3 Inthe new dialog box, press Run all tests to run the three tests available

or
Click on each Run Test button to preform exclusively the corresponding test.

All tests must succeed.
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Testing the connection and refreshing the configuration

Figure 10 OTU Connection tests

Testing the connection to the OTU : OTU1
Suceess
Success
Sucesss

Ping test
Connection test

Recal test

Run alltests.

Close

* Ping test is a simple ping from server to OTU.
« Connection test is an SSH connection from server to OTU.
* Recall test is an SSH connection from OTU to server.

4 Close the dialog box.
Press Rebuild button.
Rebuild is not necessary with brand new OTU.
Rebuild deletes all remaining test on OTU.
Rebuild is recommended in case of any doubt about OTU previous use

6 Press Refresh configuration button to complete the OTU configuration.

Figure 11 OTU successfully added to the Domain

OTU configuration - OTU1 o

oty DEdit  Context
Address olu-B000e4992 |  Server |mainaddress  Private LAN i Email alerts enabled Central office
: (enmsi- ot ot
: test-main) :
Description L4 i Server 2 main address Private LAN I Notify by email
(onmsi-
testbek)
Web Interface enabled ¥ i Email server
i SHS aleris enabled
i Notify by SMS
Hardware OTDR madules Equipments tree
Equipmenttyps  OTU BOODE Connect optical switch

Serial number a992 Disconnect optical switch

Serial number

Wavelength (nm)

Software version 504

Bottom 815 LR 16730 1550 7 D oTL1
O gHSLR2
Autotest history Optical switches Bedit .
¥E o=y
Outputs
Al n r
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Configuring the OTU

Configuring the OTU

Associating OTU address to server

From the OTU Dashboard:
1 Click on Configuration button.
2 Press Edit to modify the parameters.

3 Inthe parameter Server 1 main address, select one of the addressses defined in
ONMS:i > Settings > Addresses (see Chapter 3 on page 13).

Figure 12 Server / OTU address association

OTU configuration - OTU V1 Test Elsave Cancel

ot Context

10.22.20.240 Server 1 main address | Default Server (onmsi-290-test) [+ Em
. .

Launching an Autotest of the OTU

Once is added to a domain, an autotest can be manually launched:
1 From the OTU Dashboard, click on Configuration button.

2 Press Autotest.

3 Thetestis launched.

4

Click on the notification area to display the autotest in progress

Figure 13 Launching an Autotest of the OTU

i & %
Information on Auto- OTUconfiguration - (| fewiomves oEdit
; T P v Do
test in progress = e o
N 2016 Jan 26 15:02:53 Duration: 3s. o R
e [ g
e 24 ‘ bR T E omuviTes
Autotest history Optical switches s ,W”W’H
& ost)
¥ January (6)
History of the e sz
B 2016 Jan 25 022823
L
OTU aUtOteSt 2016 Jan 24 02:28:16

Once completed, the autotest history is updated.
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Configuring the OTU

Moving the OTU

To modify the domain into which is installed the OTU:

1

a A WO DN

On the Tree view, select the OTU (highlighted in grey)

Right click on the OTU

Click on Move the OTU

In the new dialog bow, select the new destination (sub-)domain.

Click on Ok to validate.
The OTU is removed form the initial domain and set into the new one.

Replacing an OTU

To replace an OTU by another one in a domain:

1

a A~ W DN

Add the new OTU:

— with a different name than the one to be replaced.
— with a different serial number.

See “Adding an OTU” on page 16.

Assign the same IP to this new OTU

Select the OTU to be replaced to open the corresponding Dashboard.
Click on More > Replace OTU.

Select the OTU replacing the current one and click on Ok.

Auto configuration and rebuild are performed automatically.

OTDR and switch are replaced clicking on Refresh configuration:

* OTDR replacement module must be same model
* Replacement switch must be same or higher capacity.
» Those replacement must be configured in OTU Web Interface.

Figure 14 Replacing an OTU

OTU dashboard - OTU V1 Test DEdit OTU replacement

vvvvv

g 1650 m- 100 15 -S k- 125 cm -5 . (TTT] Acauisition in progress [ok] cance ]
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Monitoring a link

Once OTU is created on ONMSi, the user can assign a monitored fiber to an optical
switch port of the OTU.

This chapter provides a description on the link monitoring process.

Topics discussed in this chapter include the following:

*  “Optical Link monitoring principle” on page 22
*  “Provisioning the link” on page 22

e “Landmark setting” on page 25

e “Checking long term degradation” on page 26
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Optical Link monitoring principle

Optical Link monitoring principle

Figure 15 Optical Link monitoring principle

First marker variation (dB -LM Budget variation (dB
First marker level
Major . ; ! v 1 |
.J | e . i .J ~} Major
S minor -] )
miner [ Budget minor
i 113 d8 _
. minor | | .
minor - _ ) .
. } Major minor 1 major
Major - vaer
= +/-1dB and \ajor = +/-3dB by default

Budget degradation >= 6 db reported as critical fiber break alarm
LM in the noise floor reported as critical fiber break alarm
FM degradation reported as “injection alarm”.

ONMSI monitoring is based on a regular comparison between regular OTDR acquisi-
tion and an OTDR reference trace.

A first marker called “FM” is placed at origin and a last marker called “LM” is placed at
fiber end.

Difference between first marker and last marker is called optical budget.

Any modification along the fiber changing the optical budget generates an optical
alarm.

First marker is used to detect and report any degradation or break before the optical
ODF.
Such alarm will be reported as “injection alarm”.

Provisioning the link

One single button allows to launch the monitoring of the fiber from the ONMSi applica-
tion.

From the OTU dashboard window:
1 Click on the button Ports association to assign fibers.

2 From the Ports association window; select the Optical switch port to be
measured.

3 Click on the button Provisioning.

Page 22
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Provisioning the link

Figure 16 Port association

Port association - Viavi Necker PEdit

Portassociation

OTU ports

Proviioning ] TR moasurement | ~Hiore ]

051
osa2
o5t
05(04)
05(06)
0s(07)
0509
Selected port —{= oo
05(10) A
sy
0s(12)

The provisioning allows to perform all the process: create the link, test the link, perform
the measurement, position the markers...

Once the button is pressed, a dialog box opens and informs you of the process in prog-
ress:

4  Configure the OTDR measurement for port provisioning.
5 Press Start to launch the process.

The operation is in queue at a certain position

The acquisition is in progress

Once acquisition is completed, the Link provisioning window displays a summary of the
measurement, which will be defined as reference trace.

Click on Test to display the trace in a new tab.

Figure 17 Provisioning

OTDR measurement - Provisioning Reference configuration - test1 DEdit
Port 0s(10)

.

14677

oY ]
_’|

cemEm]

T

Link provisioning - running

[ 1008

0s(10) INNINANAND Acquisition in progress

[ 2008

o0 o o <

‘ g

1 Click on Close to return to Port Association winodow.
The link is monitored.
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Provisioning the link

NOTE
> The provisioning of several ports can be performed at the same time:

In the Port Association, select all the ports to be provisioned and press Start in
OTDR measurement dialog box.

| Link provisioning - running

Reference trace display

It is recommended to get the last marker above the “Minimum level of markers” (red
line).

The First Marker / Last Marker must be as close as possible to origin / end of fiber and
in a linear flat segment.

The position of the first and last markers can be adjusted from the Trace Viewer:

1 Zoom around the fiber end and/or fiber start to adjust the last/first marker position
if needed (close to fiber end / fiber start):

a  On the right of the trace, click on the left arrow [ {|to open the menu.

| . rﬁ‘i:—:H:?‘ @HH@.wssnnmsnns” ‘

NOTE
Check you are on Edition mode to modify the markers position.

>

b Click on ia; and make a zoom on the end of fiber.

¢ Click on the button |¢.

Distance, attenuation and slope between first and last markers
=irst marker detail with distance from origin and level

v — |
H_ 1471m -1.64dB _’l BOTE11m -4.84 dB |H B0G1.40m 3.19dB 0.40 dB/km 8‘

Last marker detail with |distance from origin énd level

d Selectthe tool |« / -p| to place first/last marker to a new position then drag
and drop it.

2 Click on Save to apply the new markers position to the OTDR reference trace.

Changing the reference trace

In multi-traces display, the reference trace defined can be modified.

1 From the Link Dashboard, click on Configuration & Reference button.

Page 24 User Manual ~ 700NMSI0302 Rev. 003



Chapter 5 Monitoring a link
Landmark setting

2 Inthe OTDR trace table, select the trace to be defined as Reference.

3 Click on the Set as reference button.
Landmarks are automatically adjusted according the new reference trace.

Figure 18 Changing the Reference trace

Reference configuration - test1 Esave Cancel

ccccccc

New reference trace ——p:=

‘ [e &@xw<]

BT
= e WM
£, oodalimseon iS00 3000 40000 - 5000 s0000m
S i

n!zmmuﬁ

4 Click on Save to save the new reference trace.

Landmark setting

A landmark can be associated to an optical event on trace.
In the Link Dashboard or Reference configuration window, click on Edit.

Click on one optical event icon above the trace.

A popup window open, with the event details in the Event field, and the Land-
mark field just above.

1 Click on Add landmark button.

2 Select the type of landmark to be associated to the optical event:
~  Connector: =
— Splice; =mm=

Enter a Name for this Landmark.

4 Click on Save to validate the new Landmark.
The Optical event is associated to the Landmark.

5 Click on! #%, | under the trace to display the results table.

6 Click on one optical event in the results table to highlight the landmark associated
above the trace.

This function is useful with alarms: when an alarm occurs on a link with landmarks, it is
localized in distance, according to those landmarks.
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Checking long term degradation

Figure 19 Optical event and associated landmark
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NOTE

D This function cannot be used in parallel with the Cable Documentation option; use
either this function or the Cable documentation option, not both.

Checking long term degradation

After a minor alarm, the budget graph allows to check if this alarm is caused by a new
event or by a slow degradation.

1 Click on the tab Budget Graph on the Link Dashboard Window
The budget graph is updated in real time.

2 Modify if necessary the unit for graph display:
— Budget (dB) - selected by default.

— Linear Attenuation (dB/km): whatever is the fiber length, the linear attenua-
tion keeps proportional.

3 Modify if necessary the view period of the budget: from 1 hour up to 1 year.

Figure 20 Budget graph

Link dashboard - Viavi Necker OS(01) DEdit

s
201621 2016022 2016Jan23  2016Jan24  2016Jan25  2016Jan26  2016Jan27 2016 Jan28
Day
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Displaying the alarms

This chapter provides a description of the Alarms viewer.

Topics discussed in this chapter include the following:

e “Alarms view” on page 28
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Chapter 6 Displaying the alarms
Alarms view

Alarms view

Once the link is monitored, the alarms displays automatically as soon as a default is
detected during measurements.

To display the alarms list:

1 Click on the alarm banner, at the bottom of the screen

or

2
3 Click on the Alarm icon . on the shortcut panel.
4

Click on Alarm ID to get details.

Figure 21 Alarm window
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15Aug 12154556 2015Aug 12154556 £ Major

O H

Attenuation
Heartbeat
Heartbeat

FIBER_CUT

b B
J’ Critical 102 wajor

o
Minor n. Warning

:@ Indeterminate

fAlarm banner
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Trace Viewer

This chapter provides a description of the possible actions on traces, whether they are
displayed on the Localization/Detection window, or open via the Trace Browser.

Topics discussed in this chapter include the following:

*  “Opening a trace using the Trace Browser” on page 30
*  “Trace display” on page 31

*  “Multi-trace display” on page 34
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Chapter 7 Trace Viewer
Opening a trace using the Trace Browser

Opening a trace using the Trace Browser

From any dashboard except Domain (System dashboard, OTU dashboard, Link dash-
board...), a trace saved on the system can be opened using the Trace Browser.

1 From the dashboard, click on More

2 Click on Trace Browser.
A new dialog box displays

Figure 22 Trace Browser

| Trace browser

Filter

T V2 DEMO (&3] Acquisition type =) point to peint

® Detection ref.

; ; Localzation Ref.
] Alarm detection

Alarm localization
Periodic storage
® ®
. PON

/y O 2014 Sep 22 14:37:59 1625 300 10 064 1.465 60 Loc: e © V2DEMO port #2 test1
Select trace 2014 Sep 18 11:11:58 1625 10 10 016 1.465 V2 DEMO
2014 Sep 18 10:44:04 1625 000 180 20.00 1.465 20 Detection ref. o V2DEMO LinkOnPort1 testl
2014 Sep 16 18:18:39 1625 100 hl 25 1.465 20 Alarm Det 1767 o V2DEMO testPort3 test1
2014 Sep 16 17:51:02 1625 100 n 25 1.465 20 Alarm Lo 1767 o V2DEMO testPort3 test1
2014 Sep 16 17:50:30 1625 100 1 25 1.465 20 Alarm Det 1767 © V2 DEMO testPort3 testt
2014 Sep 16 13:23:30 1625 100 L 125 1.465 20 Alarm Det 1763 © V2DEMO testPort3 test1
2014 Sep 16 13:16:34 625 100 10 25 1.465 20 Alarm Loc 1763 © V2 DEMO testPort3 test!
2014 Sep 16 13:16:08 1625 100 L 125 1.465 20 Alarm Det 1763 © V2DEMO testPort3 test1
2014 Sep 16 10:10:02 1625 100 ht 125 1.465 20 V2DEMO testPort3 test1
2014 Sep 16 10:01:41 1625 100 10 125 1.465 20 Detection ref V2DEMO testPort3 test1
2014 Sep 16 10:01:41 1625 100 0 25 1.465 20 Detection ref. Lol V2DEMO testPort3 test1

If needed, define filters to retrieve a trace and press Filter button to apply filters.
4 Select the trace using the check box.

5 Click on Ok.
The trace open on the Trace Viewer window.

Figure 23 Trace viewer

Trace viewer
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Page 30 User Manual ~ 700NMSI0302 Rev. 003



Chapter 7 Trace Viewer
Trace display

Trace display

Once a trace is display, either in Detection/Localization window or in the Trace viewer,
several actions can be made on trace.

The trace tool box, on the right of the trace display, allows to access different functions:
Zoom / Markers / Trace description.

Click on the arrow "7‘ to open the Tool box.

Zooming on trace

Once the Tool box open, different zoom functions are available:

+ Click on :@! and zoom on a selected zone

e Clickon <§Q to pan and zoom in/out using the mouse wheel

e Clickon :.: to make a zoom release (adjust zoom to window)
e Click on ¢ to return to previous view

Positioning Markers

First and Last markers

NOTE

Z This function is available exclusively for traces on the Localization or Detection win-
dow. Those markers are not available on traces opened via the Trace Browser.

Click on [#| to open the First and Last markers tool bar:

Figure 24 First and Last markers tool bar
. e = NE®
ca@AM= @)
“‘_ 11.80m -1.42 dB _..[ 15825 m -2.57 dB |H 146.44m 1.15dB 7.88 dBikm 8‘

This tool bar allows to get details on the first and last markers position on trace:

See “Reference trace display” on page 24 to get details on use of the First Marker and
Last Marker functions.
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Trace display

A & B markers

The A & B markers can be set on the trace in order to get distance information on the
trace.

1 Click on the (3 icon to open the A & B markers menu.

Figure 25 A & B tool bar

> — = R

cqaXe|=@) >
{=\ ss98m -0584B @ 16271 m -5.08 dB |® 10574m 4.52dB 4273 dBkm 8‘
L

2 Before positioning a marker, make a zoom on trace if necessary (see “Zooming
on trace” on page 31)

Click on the Q icon and click on the trace where the marker must be positioned.

4 Click on the '_:} icon and click on trace where the marker must be positioned.

In the tool bar the distance from origin and level information are displayed for
each marker.

Moreover, the distance, attenuation and slope between A and B markers are
displayed next to the icon ¢’

Figure 26 Trace with A and B markers

A ]
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\ | b
| 1 | |
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Optical events
1 Click ontheicon ==

2 Select/deselect the parameter Optical events to show/hide the optical events
position on the trace.

Trace details

The trace details can be displayed under the trace graphical representation.
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Displaying the events table

Click on the icon | /%, at the bottom of the trace to display the events table under the

results trace.

Click on the icon to hide the new window.

Figure 27 Trace view and Events table
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Click on one event into the table to display a cursor line onto the

event on trace.

Click on the event icon on the upper part of the trace to display the event details.

Figure 28 Event details
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Multi-trace display

Changing the trace color

Click on the icon . in the Color column of

. curent [ Frecsed E D HECEE
the traces list to change the trace color S "
using the color palette: :

— Click on one predefined color or define
your own color.

Multi-trace display

From the Trace Viewer or from a test result, you can add traces to the existing one, and
then get several traces displayed in the same window.

Adding trace(s)

Once a trace is displayed, in the Localization / Detection window or in the Trace Viewer,
click on Add trace button

Select the place of the trace to be opened in the sub-menu

Figure 29 Add Traces sub-menu

Automatically launch a test Configure and click Ok to launch a test'
with latest configuration used OTDR measurement - OTUB
Choose OTDR trace

OTDR measurement - OTUB
P st
Manual '
Choose File | No file chosen

= D est
T
Filter the research to find the trace(s) in the server
Trace browser
SieghB. ® o ~ voe ==

Das
o

[ stact [ Close ]

Click Choose to select the trace(s) on PC

ipeo
m om T

Add the Trace available in Detection window?

Add the Trace from the latest test performed’

1: Not available in Trace Viewer window
2 Exclusively available in Localization view

Multi-traces display

Once the traces to be added are selected, the Trace Viewer is as follows:
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Figure 30 Multi-traces display
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Changing the active trace and the trace color

Once in multi-traces display:

. In the Traces list, select the trace to be active using the radio button on the left.

* Click on the icon . of the Color column to change the trace color using the color
palette: click on one predefined color or define your own color.

Figure 31 Multi-traces: select one trace and change color
[5eta teence | A | e

OTOR traces { Budget graph

158 Skm-0.32m-60s

2016 Jan 22 1457:18
2016 Jan 22 11:21:38 1550 nm- 30 ns - 2015 km-0.64 m-20's

curent ] precerncs M A BECOEE
[

Trace and events table

The Events table is also accessible clicking on the icon | /| at the bottom of the trace
(click on the icon to hide the new window).

The events table displays the events detected for the active trace.
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Managing users

This chapter provides a description for the creation and configuration of users of
ONMS:i application.

Topics discussed in this chapter include the following:

*  “Adding a user” on page 38

*  “Defining the system and domain roles for the user” on page 40
*  “Changing the current user preferences” on page 43

e “Displaying the connected users” on page 46
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Adding a user

Adding a user

Adding a «standard» user

To add a user to the system:

1 From the System dashboard page, click on Users button, on the right of the
screen.

The page Users Authentication and Authorizations displays.

2 Check the Users tab is selected.

3 Press New button from the Users tab to create a «standard» user.

Figure 32 Creation of a «standard» user

List

BRA

Celic

cust

o

Berirand Bertrand Lions

BRA_SNMP BPA SNMP user

brulard Stephanie Brulard

fers3988 Bernard Ferreol

Users Authentication and Authorizations

Users System roles Domain roles Users <-> Roles APlusers

Detail

Full name.

B
Admin

APl user

APl user 2 Desktop alert profile Always notfy E

APIREST APIREST Contact details

BPA test user

Enabled

No data
Celio

chads761 Philippe Chapon Alerts.
cord5778 Philippe Cornu %) Never notifisd

test customer Notified on the whole system

Be notified on following domains only

Erédaric Danza

Details

1 Enter the parameters of the new user: Login / Full name / Password / Pass-
word confirmation

2 If wished, click on the Description icon =E-| and enter a detailed description of
the user in the dialog box.

3 Select the level of notification for the desktop alert in the parameter Desktop alert
profile: Always Notify / Never notify / Time warner or other customized parameter
(see “Configuring Desktop alert profiles” on page 111).

4 Select if this user has an Account Locked: the user still exists but he cannot
access anymore to the system

Contact details

Add email address I

1 Click on Add button to open the sub menu | #@=isenens

2 Click on Add email address to enter the user email address.
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3 Click on Add SMS phone number, to enter the phone number of the user

Figure 33 Contact details
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Figure 34 Alerts
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1 Configure the notifications to be received by the user:
* Never notified: the user is never informed on any domain

* Notified on the whole system: the user is informed of any alarm on the entire
system.

+ Be notified on the following domains only: select the domain(s) for which the user
will be notified in case of alarm.

2 Press Save to validate the creation of the user.
The user is displayed and selected on the list, in the Users tab

Creating a user with LDAP

ONMS:i is compatible with protocol LDAP v3 (eg: Active directory, Open LDAP)

This option allows ONMSi to add users from a company directory. It respects the
company password policy, and does not write anything on the directory (Read only)

LDAP configuration details must be given by a person familiar with the directory. To get
information on LDAP configuration, see “Configuring the LDAP” on page 102.

1 From the System dashboard page, click on Users button, on the right of the
screen.

The page Users Authentication and Authorizations displays.

2 Check the Users tab is selected.
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3 Press New from LDAP to add a user from your company using the LDAP direc-
tory.
The dialog box New from LDAP displays

4 Enter the first letters of the user name
A list of users company displays, updated according to the letters entered.

5 Select the user in the list and click Ok to confirm.
A new dialog box with a full description of the user displays.

Figure 35 Adding a user from the LDAP
New from LDAP New from LDAP

brulard|

brulard
Stephanie Brulard

CN=Stephanie Brulard, OU=Regular, OU=5TE, OU=EU OU=UserAccounts DC=ds, DC=jdsu,DC=net

[ ok ] cancei | T oEs
6 Click Ok to confirm the user to be added to ONMSi

7 The Details window is fullfilled with the user parameters used in its company.

8 Inthe Contact Details window, the e-mail and phone number will be automatically
proposed if they are defined in the LDAP company directory.

9 Follow instructions from step 1 to step 2 on page 39 to complete the addition of a
user from LDAP.

Defining the system and domain roles for the user

Once the user is created, two kind of roles must be defined for him: System roles and
Domain roles.

System and Domain roles principle

System roles are roles applicable to data/functions that do not belong to domains.

Some built-in system and domain roles are available in the ONMSi and cannot be

deleted.
System built-in roles Domain built-in roles
» API operator » Domain administrator
» Data administrator » Expert
* General administrator * NOC
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System built-in roles Domain built-in roles

* P2P operator * Observer
* PON operator

 Test supervisor

Each user must have at least a system role to access to the system.

General Information on System and Domain roles

. Built-in roles cannot be deleted
o Roles cannot be renamed
* Role can be deleted or duplicated from More button.

Creating a System or Domain role

1 Select the System roles or Domain roles tab on the Users Authentication and
Authorizations screen.

2 On the tab selected, click on New button.
Enter a Name for the new System/Domain role

4 Select/ deselect the parameters to define the authorization for this system/
domain.

Figure 36 Create a System/Domain role

Users Authentication and Authorizations

e o s Domain roles

Included roles

Manage users

] Manage the P2P network

Connect to fied appiecation

Connect to API(northbound interface)

() Note: i granted, auth
Links, PON, .) of

In the System roles, the “Manage domains” gives privileges on ALL domains. If you
provide this privilege to a user, you do not need to assign domain roles to this user.
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Assigning

System roles to a user

Once the user is created, open the Users Authentication and Authorization page
and:

1
2
3

Click on the tab Users <-> Roles.
Select System in the left screen

Click on New button

Figure 37 Assign a System role

Users Authentication and Authorizations

u stemroles | Domainroles | Users<>Roles | APlusers
- oo o
oo [System Users <> Roles - System Sz BT
» % BRa
=i.d Use

o Cust Roles

Full name Role name:

» 8% debug
Available roles Assigned roles.

PR 0t acministrator [

» B®  Defsul
API operator

. brulard (Stephanie Brulard) v Stephanie Brulard G5

B Domain V1

oo General administrator

o* p NOC1 “

oe P2P operator = hd

2% Domainvz

m| »
m

2% stef
API APl user General administrator

» 8% vannick
AP2 APl user 2 General administrator

Select the user name in the list (you can type the first letters of its name in the
field)

Select the Role name to be assigned to the user in the Available roles list.
Maintain Ctrl key pressed to select several roles.

Click on  / ¥ to pass the selected role(s) to Assigned roles box.

Press Save to save the current assignation.

Notes on System roles assignation

A same user can have many roles.
«General administrator» includes all privileges, it does not need other roles.

You cannot assign new roles on your own. You need role for System be able to
log in the application.

Assigning Domain roles to a user

Once the user is created, open the Users Authentication and Authorization page

and:

1 Click on the tab Users <-> Roles.
2 Select a domain in the left screen.
3 Click on New button
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Figure 38 Assign a Domain role

Users Authentication and Autharizations

Users System roles Domain roles Users <> Roles APlusers
v OO
O S5ystem Users <> Roles - Domain V1

> B¥  Alerttest
» 82 B

» 88 cust

Full name

» B2 detug

» B2 Defautt
» 82 Domain Vi1
> -

» 82 vannick

brulard (Stephanie Brulard) Stephanie Brulard

OF M OF M Test

an Jan Vorwerk

051126 Bertrand Lions.

Available roles

Assigned roles
Domain administrator =

« EEEE
For active cust

NGC 3 »
Gbserver «
alarm mngr -

Expert
Observer

Domain administrator

4 Select the user name in the list (you can type the first letters of its name in the
field)

5 Select the Role name to be assigned to the user in the Available roles list.
Maintain Ctrl key pressed to select several roles.

6 Clickon » / ke to pass the selected role(s) to Assigned roles box.

7 Press Save to save the current assignation.

Notes on Domain roles assignation

e Asame user can have many roles.
¢ Asame user can have different roles on different d

omains.

*  «General administrator» includes all privileges, it does not need other roles.

Changing the current user preferences

Once logged, a user can modify some user preferences at any time: password, contact

details...

Changing the user password

1 Click on ONMSi logo to display the System Dashboard.

2 Click on the «user» sub menu, on the shortcut panel .....|and click on User
preferences. ]
Select Change password on the left of the screen

4 Press Edit to modify the password.
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Figure 39 Change user password

User preferences
Change password Change password Save Cancel
Excel version

Contact details

Deskiop alert

5 Enter the Old password and twice the New one.

6 Press Save to take into account the modification.
At the next connection, enter the new password to establish the connection.

Changing the excel version to be used

The Excel version to be used for downloading of table , results...can be modified from
the User preferences screen.

1 Click on ONMS:I logo to display the System Dashboard.

2 Click on the «user» sub menu, on the shortcut panel . 1and click on User
preferences. o |

Select Excel version on the left of the screen

4 Press Edit to modify the version.

Figure 40 Change Excel version

User preferences

Change password Tl [E]save cancel

Excel version
Excel 87-2003 [ = |
Contact details

Desktop alert

5 Select the version to be used in the list.

6 Press Save to take into account the modification.

The Excel version selected will be used for downloading of table results... in Excel
format.

Modifying the notification address

A notification address (SMS or E-mail) can be added/modified from the User prefer-
ences screen.

1 Click on ONMS:I logo to display the System Dashboard.

2 Click on the «user» sub menu, on the shortcut panel ... | and click on User
preferences. J
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Select Contact Details on the left of the screen
Press Edit to modify/add a notification addres< p—
Click on Add button to open the sub menu =77 |

Click on Add email address to enter the user email address.

N o g~ W

Click on Add SMS phone number, to enter the phone number of the user

Figure 41 Contact details

Contact details

Media

Enabled Mode

jhondoe@viavisolution.com Email | Use with default media lz‘ STE Exchange
+33 626250174 SMS v/ Use with default media [« | A

8 Select if the email / sms is enabled or not

9 Inthe Mode sub-menu, select if the address must be used:
— with default media. The media is automatically displayed in the Used parameter
— with specific media, in which case, the media will be modified in the Used parameter

10 Press Save to confirm the new notification address.

Displaying desktop alert

From the User preferences screen, the user can display the notification parameters for
desktop alerts.

Click on Desktop alert on the left of the screen to display the current desktop alert
parameters.

Figure 42 Desktop alert window

Desktop alert
Click to get ONMSi
— desktop alert from
ofile custom
Profile notification fiter Chrome Web store

Major

See “Configuring Desktop alert profiles” on page 111 to modify /add a desktop alert
profile.

User Manual ~ 700NMSI0302 Rev. 003 Page 45



Chapter 8 Managing users
Displaying the connected users

Displaying the connected users

At any time, a list of connected users to the ONMSi can be displayed.

From the System dashboard screen:
1 Click on More button.

2 Click on Connected users.

Figure 43 List of connected user

Connected users

Connected users

Remaining connections ]

Full name IP address Logged in since Keep me connected

brulard Stephanie Brulard 10.33.16.101 2015 Sep 4 09:20:54
admin Admin 10.33.16.101 2015 Sep 4 09:21:20

Click on Refresh to refresh the list.

Disconnect a user (general administration privileges)

A user can be disconnected by another one, who have the general administration priv-
ileges):
1 Select the user to be disconnected

2 Press Disconnect button
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Managing domains

This chapter provides a description for the creation and configuration of domains of
ONMS:i application.

Topics discussed in this chapter include the following:

e  “Domain principle” on page 48
e “Creating a domain” on page 48
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Domain principle

The ONMSi application allows to configure the flexible architecture of the network
based on domains.

Domains description

The network can be made of:

Domains: regions where the OTU’s network infrastructure is located.

Sub-domains: region into the «main» region (Domain) where the OTU’s network
infrastructure is located

Fictive regions: regions defined by several links (no OTU) installed in a same or
in different (sub-)domain(s).

Figure 44 Domains architecture

ONMSI users
have

permissions
per domain

Domain "D1"

b

Domain D4 includes 2 links of
2 different OTU

' | Useful for DFP who wants to
| give their customer a view on
their network

Domain D3 is a sub-region of Domain D2
Useful for large organization with many levels of hierarchy i

Domain “D3”

Creating a domain

The user can create a domain if he has the privileges for it.

1

From the System dashboard, click on Add a domain button
or

From the Tree view, select System, right click and click on Add a domain (or
click on More > Add a domain buttons)

The domain dashboard displays.
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Figure 45 Adding a domain

Domain dashboard

Alarm @ View Domain Save Cancel Context

Enter a Name for the domain

If necessary, click on the Description icon and enter a detailed description for this
domain.

Click on Save to confirm the new domain, or Cancel to cancel the domain
creation.

Double click on the Domain name in the Tree view to display the corresponding
dashboard.

Figure 46 Domain created

Click to add a sub-domain (see
“Adding sub-domains” on

Domain dashboard - Domain D1 page 49)
@ ~cd a domain ) Add an OTU | v Hore ]
L

Alarm ©View  Domain DEdit Context — See Chapter 4 on
Name Demain D1 System  Syste page 15)

®

0
0

Domain oTu

View all descendants | v iore | View all descandants | vore |

Monitored finks Monitored finks

No data No data

Link. Section PON
View all descendants | ¥ More | View all descendants | *More | View all descendants | »More ]

Mo data No data No data

Adding sub-domains

Once the Domain is created (D1 in the example), the sub-domains can be added to the
domain. As many domains as you want can be created.

1

From the Domain dashboard (Figure 19), click on Add a domain button
or
From the Tree view, select the domain just created and right click to |z, %"c

select Add a domain (or, once domain is selected, click on More >
Add a domain button)

Tree view

Follow instructions from step 2 to step 4 on page 49 to validate the
sub-domains.
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Copying an OTU to another domain

Some OTUs from other domains can be added to a domain or sub domain.

To add an existing OTU to a domain / sub-domain:

1

2
3
4

On the Tree view, select the OTU (highlighted in grey)
Right click on the OTU

Click on Copy to domain.

In the new dialog bow, select the destination (sub-
ydomain.

Click on Ok to validate.
The OTU is copied to the (sub-)domain, with the Link(s) and section(s) associated

See “Moving the
OTU” on page 19

B
Remo

® Remove from domain

to the OTU. if any.

Figure 47 Copying an OTU to another domain

Copy to domain
o*

Alert test

Domain V2

> o -

b G Tree view

B o oo Lopen] - iors
o*

> Y debug oo < BB (system

» B Defautt %E

. s v 8% Defaut

v 0¥
a2

» & OTU steph B
+ 8%  Domain D1
+[E oo |
=) OTU steph B

CAUTION
If the parameter «Move the OTU» is selected, the OTU will be deleted from the initial

(sub-)domain and set into the selected (sub-)domain

Removing an OTU from a domain

An OTU added to a sub-(domain) can be deleted from this (sub-)domain exclusively,
and kept in the initial domain:

1
2
3

On the Tree view, select the OTU (highlighted in grey)
Right click on the OTU

Click on Remove from domain.

The OTU is removed from the (sub-)domain, but kept in the other domains it is
installed on.
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Deleting an OTU

An OTU can be deleted from all the (sub-)domains it has been added:

1
2
3

On the Tree view, select the OTU (highlighted in grey)
Right click on the OTU

Click on Delete OTU.

A warning may displays if some monitoring tests are
processing, or if an Alarm has been detected on this OTU.

Click on Force to delete associated tests/alarms to
confirm the deletion

Click on Ok
The OTU is deleted from the system.

Copying a link to a domain

Warning
The OTU contains 2 menitoring test(s).
Force to delete associated tests.

Do you really want to delete it?

o0

Some links from other domains can be added to a (sub-)domain and, if not linked to an
OTU, are considered as «fictive regions».

To add an existing link to a domain / sub-domain:

1

g A~ WOWDN

On the Tree view, select the link (highlighted in grey)
Right click on the link

Click on Copy to domain.

In the new dialog bow, select the destination (sub-)domain.

click on Ok to validate.

Figure 48 Copying a link to another domain

» B®  cust
Bo  debug
Bo  Default
Bo  DomainVZ

Domain D1

Domain V1

JP

Copy to domain Tree view (]
B e o coam
r g8 Bma oo b EE System

8% Defaut
~ [El OTUstephB
» ", Linkt
T, StEtienne Chalon
b ED. Domain D1

Stef

00 oo oo oo

“Yannick
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Advanced Monitoring

This chapter provides a description of the possible action on the Link, once reference
trace has been defined and link is monitored.

Topics discussed in this chapter include the following:

*  “Advanced Setup” on page 54
*  “Advanced Monitoring” on page 59
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Advanced Setup

Advanced Setup

This chapter gives a description of the advanced parameters available for a link.

Localization distinct from detection

When a fiber fault is detected a 2nd OTDR acquisition is launched to localize the fault.
This 2nd acquisition uses the same parameters as the 1st one by defaut but it is
possible to define different parameters by enabling the field Localization distinct from
detection. It is useful to use this possibility to improve the accuracy by setting a longer
acquisition time with a narrower pulse width.

1
2
3

From the Link dashboard, click on Configuration & Reference.
In the Reference configuration screen, click on Edit.

Click on the Options button and select the parameter Localization distinct from
detection.

By default, the same trace as the detection trace is added in the traces viewer and
list.

Figure 49 Selection of the parameter

A Reference configuration - Test 1 ElSave Cancel

A LandmarkiOptical event association is missing ©  Add trace | v fore |

Alarm @ Vie Test

ame [Test 1
[ Description P
Y Major o o 7 v
Detail
¥ Detection il (] 2016Jan 22 1:21:3 ¢ Fkm-0.64m-20s >
= ¥ Localization d = 2016 Jan 22 11:21:35 TESUIM=BUNS = 20715 km- 064 m-20s
Click on the Add trace button.

Select the trace localization from the sub-menu. o rce

From measurement: modify the OTDR acquisition parameters
(Manual mode), then launch the measurement.

From measurement (test conditions): launch an automatic
measurement.

-

-+ ]+

a

From Server: select the trace using the Trace Browser window:
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Trace browser
Filter
oTU oTut ® ! office  [Type fiter text ® | Acquisi ® Point to point
= . b = Detection ref
|Link2 G PO ype filter text )
*) Localization Ref.
T ftest1 ©)] Alarm detection
Alarm localization
Date (f G & < Periodic storage
- PON
Traces
[ ior
W eng Range (km) Resolution (m] Fiber index ype esl Central office
2015 Sep 4 15:57:20 1550 30 9.986 084 1.455 20 Localization Ref. © OTU1  Link2  test1
(5] o=

From File: click on Browse and select the trace from your PC.
From Detection: the detection trace become the Localization trace

From latest test: the trace acquired from the last test performed is defined as the
localization trace.

6 Select the trace just added and click on the Set As Reference button.

7 Click on the parameter Set as Localization to define the selected trace as local-
ization reference trace.

8 Click on Save to save the modifications.

9 Click on the Link in the Context window to return to Link Dashboard.
Once localization is distinct from detection trace, the screen is as follow:

Figure 51 Localization trace

Link dashboard - St Etienne Givors (OFM) BEdit
[ ~0ptions ] cavie cocumentaton [ ~iiore J

Alarm ©View  Link Context

StEtlenne Givors (OFM) | OFH Fberroie  rfts

Acqu eters.

B Testia as2 1063632 0.37 1550 1m-30ns-20.15km-0.64 m-20's 2016 Fob 110:26:04 €2 wajor view

OTOR traces { Budgetgraph Configuraton & Reference

2016 Jan 22 11:21:38

-064m-208
5] ¥ Locaization @ B Reference 2018 Jan 22135738 1550 nm-100 ns - 20,45 km - 1.25m - 205

=
i [c&@mm|<]
Eoe (NN e [N
E 1048 R
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Fault distance change notification

When a fiber is in alarm, if the fault distance changes, the alarm information is updated
accordingly, if is being processed, if the Fault distance change notification field is
enabled.

If it is disabled, the alarm is updated only when the severity changes.

1 From the Link dashboard window, click on Configuration & Reference button.
2 In the Reference configuration window, click on Edit.

3 Select the parameter Fault distance change notification.

4

Press Save to confirm the selection.

Figure 52 Selection of the parameter

Reference configuration - 1550 [ESave Cancel

~2045km-1.25m-20s

The alarm is displayed as soon as an event is detected before the first event.

Figure 53 Two alarms of the same severity

&) EJ (] ) )
Mg > > (1) Hew (12 >
| I
| I
I I
| |
| |
3 i
: : |
I | 1
| |
| |
—-fods | C |
| |
: i | ‘
| Lo | :
o {11 S T 1Y
? i : i WA
History
Alarm event
Date Severity Ack. Clear User Descripfion/Comment OTDR frace
2015 Apr 22 09:50:16 D Critical Fiber cut S
2015 Apr 22 09:41:41 0 Critical Fiber cut
NOTE

D This option slows down the scanning in case of alarm.
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Downloading budget data

The data of the budget can be download on the PC in an Excel file format.

1

2
3
4

From the Link dashboard window, click on Configuration & Reference button.

In the Reference configuration window, click on Edit.
Select the parameter Budget data storage.

Press Save to confirm the selection.

Figure 54 Budget data storage selection

Reference configuration - 1550 ESave Cancel

Alarm © Vie Test Context

ction
»ften as possible &
on |

= v 7] = 2016 Jan | -20.15km-125m-20s
|

Click on the Link in the Context window to return to Link Dashboard.

Click on More button and select Download budget data as Excel.

Click on Save file to store the Excel file, or click on Open with to directly open the

file.

Figure 55 Budget data in Excel format

' ' kO
Link name Links*3 el QEJ
Test name e scatter cig:;v Hyperlink
Budget period Jun 6, 2012 - Jun 22, 2012 i
Test date Budget Severit | = ten| fidted i
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6/6/12 16:28 4,44 \L \l
6/6/12 16:30 422 4 e
6/6/12 16.32 421
66112 16:34 439 L
6/6/12 16:37 43|

6/6/12 16:39 434 il | AN Chart Types
6/6/12 16:41 419 =
6/6/12 16:43 413, o

6/6112 16:45 446

6/6112 16:47 436 s

6/6/12 16:49 426

6/6/12 16:53 419

6/612 1657 407 R
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6/6(12 17:01 419 -

6/6/12 17:03 419

6/612 17-05 443 3
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6/6/12 17:24 4,23

Scheduling a test

The Scheduling parameter allows to schedule the:

the monitoring period of the test/link

195/6/121912
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e starting date of the monitoring.

This allows to assign higher or lower different priority to a particular test or link.
1 From the Link dashboard, click on Configuration & Reference.
2 In the Reference configuration screen, click on Edit

3 Inthe Scheduling parameter, click on the icon ' to modify the monitoring
scheduling parameters.

Figure 56 Scheduling window

As often as possible

Scheduling
As often as possible
*! Periodically
1% day| 23| nr| O3] mn

On demand only
2016 Ja n
Start date

Now
%) Delayed
2016 Jan
M TWTTF S S

28 303 1 2 3
4 5 68 7 & 9 10
112 13 14 15 16 17

18 19 20 21 22 23 24
25 26 27 26 29 30 N

1% hr|  o&| mn| 133 s

4 In the Scheduling window, select:
— As often as possible: the fiber is tested as soon as the OTDR is available.
— Periodically: for a test at regular time interval
- Minimum period 1 minute
- Maximum period 999 days
— On demand only: to launch a test exclusively on demand.

5 Inthe Start day window, select:
— Now: to start immediately the monitoring.
— Delayed: to start the monitoring later. Select a start date in the calendar.

6 Click on Save to save the scheduling of the test.

Stopping the test / all tests and forbid any shoot on the link

1 In the Port association screen, select in the list, the port(s) for which measure-
ments must be forbidden.

2 Click on More
Click on Disable Measurement.

4 Save the modification.

The symbol displays next to the port for which measure- @ o B
. 0s(08) | Measurement forbidden
ments are forbidden
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Performing a test on demand
At any time during the monitoring, a test of the link can be performed from the Link

dashboard:
1 Select the link to be tested.

2 Click on Execute now.
The test starts using the references parameters and an alarm is generated in case

of fiber cut (severity: critical).

Advanced Monitoring

This chapter describes the process to add monitoring tests such as fiber length, ORL...

NOTE
D All those measurements can generate alarms expect in case of critical alarms (fiber

cut) or attenuation alarms.

Modifying the attenuation thresholds

To modify the thresholds of attenuation for a monitored link:
From the Link dashboard; click on Configuration & Reference to open the

1
Reference configuration window.

2 Click on the arrow | #  at the bottom of the trace.

3 Click on the tab Attenuation.

Under the trace, the Attenuation threhsolds are displayed.

Figure 57 Attenuation thresholds

Losg emosie

Click on Edit to modify the attenuation parameters
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Configure the threshold for the attenuation:
— Define the maximum threshold for the First marker variation, in dB
— Define the maximum threshold for Budget variation, in dB.

Click on Threshold button and select the following parameter(s):

— Minor threshold enabled: to display and modify of necessary the minor
thresholds for First marker variation and budget variation.

— Advanced configuration: to manually define the hysteresis; if not selected
the hysteresis is calculated automatically (0.2 dB).

Press Save to save the thresholds.

Alarms on test attenuation

First Mlarker (FM) Last Marker (LM) Budget variation Severity Additional
evel level text
Above the noise floor < Minor No alarm
Above the noise floor Between minor & major  Minor Attenuation
Above FM minor  Above the noise floor > Major Major Attenuation
Above the noise floor >6dB Critical Fiber cut
Below the noise floor Not measured Critical Fiber cut
Above the noise floor < Minor Minor Injection
Above the noise floor Between minor & major  Minor Injection
i?:m\greanllzlemajor Above the noise floor > Major Major Attenuation
Above the noise floor >6dB Critical Fiber cut
Below the noise floor Not measured Critical Fiber cut
For FM Major? Any Any Major Injection

a. For OTU8000 V2 Version = 6.00 and OTU8000 V1 Version = 3.30

Fiber length extension

The fiber length extension consists in triggering an alarm if the fiber length is shifted and
exceeds the threshold.

1

From the Link dashboard; click on Configuration & Reference to open the
Reference configuration window.

Click on Edit.

Click on Options button and select Fiber Length extension.
Under the trace, the new tab Fiber length extension is displayed.
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CAUTION
A This option is not available if the parameter Localization distinct from Detection is
selected.

Figure 58 Fiber length extension

[ events [ Attenuation ) [I Fiber length extension
o

Load ompiae
linor thresho abled

4 Configure the threshold for the fiber length, in %.
Default values: 0.8% for minor

5 Click on Threshold button and select the following parameter(s):

— Minor threshold enabled: to display and modify of necessary the minor
thresholds for fiber length.

— Advanced configuration: to manually define the hysteresis; if not selected
the hysteresis is calculated automatically (0.1%).

6 Press Save to save the thresholds.

Once a measurement with fiber length extension is performed, a trace as the following
one displays:

Figure 59 Trace with Fiber length extension
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- -30 dB

1000 m 2000 m 3000m 4000 m 5000 m 6000 m 7008
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New peaks

The new peaks parameter consists in triggering an alarm when any new peak appears
after fiber end.

The aim of this function is to detect a fiber break after the end of measured fiber.
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1 From the Link dashboard; click on Configuration & Reference to open the
Reference configuration window.

2 Click on Edit.

3 Click on Options and select New peaks.
Under the trace, the new tab New peaks is displayed.

Figure 60 Thresholds for New Peaks

[ Fiber length extension [ New peaks

Loua et

st marker distance
18.50m

[
Peak level (dB)

4 Configure the threshold for the peak detection, in dB.
Default values: 0 dB for minor

5 Click on Threshold button and select the following parameter(s):

— Minor threshold enabled: to display and modify of necessary the minor
thresholds for peak detection.

— Advanced configuration: to manually define the hysteresis; if not selected
the hysteresis is calculated automatically (0.5 dB).

6 Press Save to save the thresholds.

Once a measurement with a new peak after fiber end is performed, a trace as the
following one displays:

Figure 61 New peak after fiber end
- >

I ‘12358.00m‘

142 48 : 1

+ -10 dB |

Mipgmum level for makers

- -20 dB

- =30 dB

1000 m 2000m 3000m 4000 m 5000 m 6000 m 700K
s b e beah oo bencins o v bevccc s o b e Ul

Alarm details for new peaks detected

In the Alarm Viewer, click on the Alarm Id of the New peak to open the details for the
alarm.
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Figure 62 Alarm details for a new peak
Alarm viewer
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I/—bobserve the peak (see Figure 61)

Existing peaks

With the Existing peaks parameter, if a peak changes (distance or level), an alarm is

triggered.

1 From the Link dashboard; click on Configuration & Reference to open the
Reference configuration window.

2 Click on Edit. D e

3 Click on Options and select Existing peaks. 7
Under the trace, the new tab Existing peaks is displayed. N

Figure 63 Thresholds for Existing Peaks

[ events ¢ [ Attenuation [ Fiber length extension [ New peaks ) [J Existing peks

¥ Advanced configuration

Peak details: bottom at 10,658.38 m, top at 10,859.34 m
b ontored 7]

Lot

Variation of the peak top leve! (48)
“Variation of the peak top level (dB)

The peak list contains the peaks with a level greater than Minimum level of
monitored peaks.

If necessary, modify this parameter in order to reduce/raise the list of peaks.

Select one peak on the table to define a threshold for this peak and select the
Monitored parameter.
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5 Configure the threshold for the existing, in dB.
Default values: 1 dB for minor / 3 dB for major

6 Click on Threshold button and select the following parameter(s):

— Minor threshold enabled: to display and modify of necessary the minor
thresholds for First marker variation and budget variation.

— Advanced configuration: to manually define the hysteresis; if not selected
the hysteresis is calculated automatically (0.1 dB).

7 Press Save to save the thresholds.

Once a measurement with an existing peak which have changed is performed, a trace
as the following one displays:

Figure 64 Existing peak
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ORL

The ORL function allows to triggers an alarm if the ORL between the first and the last
marker exceeds the thresholds defined.

1 From the Link dashboard; click on Configuration & Reference to open the
Reference configuration window.

2 Click on Edit.

3 Click on Options and select ORL. e
Under the trace, the new tab ORL is displayed. " |G
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Figure 65 Thresholds for ORL
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4  Configure the threshold for the ORL, in dB.
Default values: 4 dB for minor / 8 dB for major

5 Click on Threshold button and select the following parameter(s):

— Minor threshold enabled: to display and modify of necessary the minor
thresholds for First marker variation and budget variation.

— Advanced configuration: to manually define the hysteresis; if not selected
the hysteresis is calculated automatically (1 dB).

6 Press Save to save the thresholds.

Once a measurement with an ORL is performed, a trace as the following one displays:

Figure 66 ORL result
i~ #f =
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- -10 dB
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Both end measurement

In the case the link between two central offices is too long to be monitored from one
end, an OTU-8000 is connected at each link end and a both end measurement can be
performed.
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Figure 67 Both end measurement configuration

Once in the Link dashboard:
1 Click on Edit.

2 Click on Options button to select Synchronization
The synchronization parameters display in the Link window.

Click on the icon E-I

="

Select the Timeslot

Click on Save

o g A~ W

Check if the synchronization is configured properly.

CAUTION
L h \ | Do not forget to set up the opposite time slot on the other test.

Budget with a time slot

The budget graphic is impacted by the timeslot, and the display is as following:

Figure 68 Budget with a time slot

4

. | I
10:32:30 10:42:30 10:52:30 11:02:30 11:12:30 11.22:30 11:32:30

Minute

Cable Documentation

The Cable document option uses landmarks to serve as reference points for localizing
faults.
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Activating the Cable documentation function

From the Link dashboard:

1
2
3

Click on the Edit button
Click on the Options button and select Cable documentation parameter.

Click on Save to validate.
The button Cable documentation displays on the right of the Link window.

Figure 69 Cable documentation: selection and display

) Cable documentation DEdit
Save Cancel | e ”

Activating the Association landmarks and optical events

The Cable documentation is very useful when used in combination with the option
Association enabled.

To validate the Association enabled parameter:

1
2
3

From the Link Dashboard, click on Configuration & Reference button.
In the Reference configuration window, press Edit.

Click on the Options button and select the parameter Association enabled.

Once selected, the error message Landmark/Optical event association is
missing is displayed.

The button Associate landmarks to optical events turns active.

Figure 70 Option «Association enabled» selected

A Reference configuration - test1 DEdit

4 Click on the button to display the window «Associate landmarks to optical events»

for the link selected.

Completing the landmark table

1

Click on Cable documentation button.
The Origin and Extremity landmarks are defined by default.

Click on Edit to complete the table with the necessary components of the fiber to
be tested.
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Configure the Origin and Extremity parameters

Add and configure as many landmarks as wished:

a

Select one parameter and click on the Insert above or Insert below button
to add a new line on the table.

Enter a Name for the new connection
Select the Connection type in the list: Connector / Splice / No connection.

Select if this must be a Primary element, used in alarm fault distances.

The Primary function allows to get the distance of the fault according to the
previous primary element and according to the next primary element.

Enter the size of the Slack at cable start, in meter.

Enter the Geographical length, in meter, of the element from the start of the
fiber.

Enter the size of the Slack at cable end, in meter.

Figure 71 Completing the landmark table according to the optical events

....... Splice or connector

Access point including

Extremity
: 1000 m ! ! 1100 m :: 1200 m ! ! 1300 m
. : : ANZAN2 : :
B v [MHo1 ' + |[MHO2| ' MHO3|
Geographical Geographical Geographical Geographical
length length length length
Slack at Slack at Slack at Slack at
cable end cable end cable end cable end
Slack at Slack at Slack at Slack at
cable start cable start cable start cable start

5

Origin
MHOM
MHO2
MHO3
Extremity|

Pimary al length (m)

O
O

Connector |+ 000 000 20 1000 15

Splice + 1,000.00 1,035.00 15 1100 20
Splice + 20000 217000 20 1200 25
Splice » 3,300.00 341500 25 1300 30.00

Cannector » 4,600.00 4,770.00

Click on Save to save the modifications.

Creating a landmark table from a trace

A landmarks table can be created directly from an acquisition trace, such as from the
reference trace.
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Figure 72 Option «Association enabled» selected
A Reference configuration - test1 DEdit
A The testis not valdated /L is missing /1 [~ ca race | viiore |

1 In the Reference configuration screen, click on the button Associate landmarks
to optical events to display the window «Associate landmarks to optical events»
for the link selected.

2 Click on Edit.

3 Click on Landmarks.and select Events to land- e
marks. conmarane

4 In the Information dialog box, modify the Scale
factor and size of cable slack if needed.

Information

1.030)

5 Click on Ok to start the landmarks table creation.
The landmarks are automatically created according Gurent o f el e o i coret kb vl

lost. Do you still want to continue?

to the optical events on trace. (@

Figure 73 Landmark table and trace
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6 Click on Edit and modify some parameters if necessary.

7 Click on Save to validate the modifications.

Create a landmarks table from an Excel file

1 Create the landmark table in an Excel™ file.

We advise you to download a landmark table from ONMSi toward your PC and to
modify and save the file in Excel.
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Figure 74 Example of Excel file for landmark table

A B C D E F G H
1
2 | Link Name Port1
3

4
Bold columns a re—} Landmark Name Landmark ID Ext Connectiontype ' Level  Slack at cable start (m) Geographical length (m) Slack at cable end (m) Comment
6 |oDF Connector Primary 10 5000 10 OTU
mandatory 7 |Shelter Connector Primary 2 1800 25 SCIAPC
8 |sP1 Splice Secondary 20 100 20 Fusion
9 |sP2 Splice Secondary 10 1000 10 Mechanical
10 |Fiber End Cannector Primary 0 0 0 SC/APC
1

2 Upload the file from the Landmark table screen:

a From the Link dashboard, click on Cable Documentation ==
b Inthe Table window, click on More > Upload from Excel. II
¢ Inthe new dialog box select the excel file and click Ok to

confirm.

The Upload results dialog box displays. | Upload rfsult ‘

d Click on Close to return to landmark table.

0
Warnings 0

Associating Landmark and Optical Event

Once landmark table has been configured,

1 Return to Reference configuration window (for Link Dashboard, click on Configu-
ration & Reference button).

2 Click on Associate landmarks to optical events button

3 Press Edit button

Figure 75 Table and trace before association

A Associate landmarks to optical events - test1 [E Save Cancel
A LancmarkiOptical event association s missing -

Associate landmarks to optical events Context

st ssocaion | e ssocion ]+ avirars 1 11 Y

1 L Reflectance 191 o

2 L Refecnce 1404 @ "

(545 @ [<ongn- Comectar [E 100 109 1050

’

4 Press Automatic association to automatically associate the events of the test to
the events entered in the landmark table
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Figure 76 Associations Landmarks optical events
Access point including
----- = Splice or connector Pemmm
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Force association

: ‘

If an association has not been performed as it should be in automatic mode:

1 Select the landmark and the event to be associated using the radio button on the

right of the event and on the left of the landmark

2 Click on Force association button.

3 Check the association.

Figure 77 Force association

Associate landmarks to optical events

Adjust slack | Automatic association

Landmark Cumulated length | Cable

Distance
(m)

Name : 3 Slack at cable start (m)

[Elsave Cancel
Create landmark | Delete selected landmarks

Geographical length (m) Slack at cable end (m}

& [origin Comector  |w| 1000 000 10.00
f Extremity Comnector  [=| 3100 2100
1 . Spice 504685 @
2 X Splice 7,011.36
3 {__Reflectance  7,065.07
g k= 2T 8,078.03
end

1.00 10.00)

Forced Association

Landmark Cumulated length | Cable

ﬁ‘:f““ Name Connection type

(m)

Al \ Splice 5,046.85 Origin Connector [=] 1000 0.00 10.00,

Deselect to unlock the event

Remarks on association

Slack at cable start (m)

If all landmarks are still not matching properly, lock the correct associations and

try a new automatic association or force a new association (see “Force associa-

tion” on page 71).
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. If a landmark is still not matching properly, you can dissociate it:
a Select both radio buttons

b Click on Force dissociation to unlock the association

Adjusting scale factor and slacks

You can correct the scale factor, either changing the geographical length or adjusting
the slacks.

1 Lock the spans with correct scale factor

2 Click on Landmarks button and select Adjust slack.

Figure 78 Adjust slack

Adjust slack

Target scale factor

Wax slack length

Unlock span

3 Adjust scale factor and max length if needed.
4 Click on Ok to validate.

Splitting section

ONMSi offers the possibility to split a monitored fiber in different sections. In the case
where section 1 and 2 correspond to leased fiber of different customer, this feature
allow to clearly separate all the events that can affect one or the other section.

Figure 79 Section on monitored fiber

1 From the Link dashboard, click on Cable documentation.
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Click on Edit.
Select the intersection landmark.
Click on Split section.

Modify the Name of each section if wished.

o g A~ WO DN

Click on Save to validate the section.

Figure 80 Sections representation

v [ OTUstepnB a Cumulated length Cable
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e Heiied Connecteur?  Con condal 96593 96593 %8593 B 10.00 194255 10.00
", Sectonz Sector2 51 Spice. Secondary 284843 290848 20443 @ 10.00 490.00 10.00
Connecteur2  Connector Primary 345848 3,396.48 345848

Alarms on section

The section with alarm is displayed as faulty.

In the alarm viewer, the Origin displays the section name.

Figure 81 Alarm on section

v E,g) Uriy_subdomain
" [0 otu-8000e-4992
v "2

[= Uriy
™, Morth
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Associating a geographical file to a link

You can associate a geographical file, to a link in ONMSi.

This allows to create a path of the link on a map and to geographically locate the alarms
on this map.

This feature can be used with all the mapping software supporting KML.

KLM formet (Keyhole Markup Language) is an XML notation for expressing
geographic annotation and visualization within Internet-based, two-dimensional maps
and three-dimensional Earth browsers. It is an international standard of the Open
Geospatial Consortium.

The process below is given for Google Earth™.

hTM

1 Draw a path on Google Eart using the path tool.

NOTE
> The path must start at the OTDR location.

2 Enter a name for the path and click OK.

User Manual ~ 700NMSI0302 Rev. 003 Page 73



Chapter 10 Advanced Monitoring

Advanced Monitoring

Figure 82 Path drawn in Google Eart

Make sure the Path is saved in the folder My Places; if it is saved in the folder
Temporary places, save it in the folder My places (from the File menu, select
Save > Save to my places).

Once in the places folder, click on File > Save Place as... and enter a name for
the path.
You can save the path as kml or kmz file.

All the folder My Places can be saved in one single kml or kmz file (click on File >
Save My places...).

hTM

Description | Style, Color | View | Altitude | Measurem ents |

Description:

In the Link dashboard

From the link dashboard of the ONMS,i, the link can be associated to the kml or kmz file
just created:

1

2
3
4

Open the Link dashboard of the link, to associate a geographical file to it.
Click on More > Associate geographical file.
In the Geographical file association, click on Browser

Select the kml or kmz file just saved.

If several paths had been saved in the kml or kmz file, select the proper route.
Click on Ok.

Once an alarm is detected on the link, the detailed view of the alarm is modified:
The GPS coordinates are displayed.
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Click on the Download geographical file to generate the kmz file for the alarm.
Click on the alarm on the map to display the details on this alarm.

Figure 83 Alarm details on map

Alarm detail
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Adding an OTU to a schematic

P2P100Km

2013-06-20 13:55; CRITICAL (New) on LINK P2P100Km’
Type: QUALITY_OF_SERVICE_ALARM, Specific problem:
ATTENUATION, Additional Text FIBER_CUT
[OTDR distance (m) 50668.00]

rence (dB):

First marker: -0.02
Link loss: N/A
Atfaultlocation: NIA]
S Coordinates: 45°3056.27°N 4°5121.67°E]
[Localzation:
From'S1%17209.36m
C1:44.94r

A picture can be downloaded from PC and used as schematic to graphically represent
the network and visualize the OTUs, and the alarm related to those OTUs.

To download a schematic, refer to “Downloading a schematic” on page 114.

Adding an OTU to the schematic

Once the schematic is downloaded:

1

2
3
4
5

Open the dashboard of the OTU to be added in the schematic.

Click on More.

Click on Add OTU to schematic.
Click Ok to confirm.

The OTU is displayed on the schematic

Figure 84 OTU on schematic

OTU dashboard - OTU

Alarm © View oTu
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Displacing the OTU on schematic

The position of the OTU on the schematic can be modified from this schematic:
1 In the schematic view, click on the icon g .

2 Place the mouse onto the OTU and drag and drop it at the correct place.
The OTU icon = is displaced.

Centering the OTU on schematic

The position of the OTU can be centered on the schematic:
1 Inthe OTU dashboard, click on More.

2 Click on Center on schematic.
The OTU icon =] is centered onto the schematic.

Displaying the dashboard of an OTU alarm from the schematic

If an alarm on the OTU set onto the schematic appears, the alarm icon and related infor-
mation are displayed on the schematic.

Click on the link of the alarm (blue text) to display the dashboard for this alarm:

Figure 85 Schematic with an alarm on OTU

DWDM/ CWOM [EI]} Ethemet s Data
Dark Fiber Iy e
"/ & Pockeitighe 4 i

@15-‘.—: o

Monitered: yes oo
Severity: Critical Bz

Movable: yes ‘
SONETASDHP

Click on the name of the OTU to display the OTU dashboard and visualize the details
of the alarm.
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Alarms management

This chapter provides a description of the Alarms management.

Topics discussed in this chapter include the following:

e “Alarms Display” on page 78

e “Actions on alarms” on page 79

e “Actions on table display” on page 82

¢ “Notification by e-mail of an alarm” on page 85
e “Alarm Desktop alert” on page 85
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Alarms Display

Alarms Viewer

In the Alarm viewer, two tabs are available:

*  The tab New, which shows the list of Non-acknowledged alarms.
From this tab, the alarms can be cleared and/or acknowledged (bulk)

e The tab «Contextual»: which content depends on the dashboard selected
(system, domain, otu, port..).

To display the list of alarms for a specific object:
a Double click on the object on the tree (for example: an OTU)

b In the corresponding dashboard, click on the View button of the Alarm
window

The list of alarms on the selected object displays at the bottom of the screen:

Figure 86 List of alarms for a specific object
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» B Alerttest
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otu-8000e-4982

> B cust
B2 e

» 8% debug
+

v BT Defau Activity
v I OTUstephB
> OTDR monitoring test | ', =t Etenne Chalon [ test2 1580 nm-30ns-10km-64cm-20s  IENNNNNENNANANANID Acquisition in progress
Sl R

. )
L Sectont Alarm viewer
M,  Section2
. e W How [ et itered | [ ~7ocus | 5 rows | viiore ]
Ly StEtienne Chalof

D Creation Last update Severity | Ack. [ | Clear | | Origin Alarm type Specific problem | Additional text | Description

» B Domain vz

» 8% Doman v 2115 2016 Sep 8 16:57:14 2015 Sep 9 13:51:54 ) Major v [EOTUsteph B Communication Heartbeat

o
» 8% ster

» 8 vannick
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; = - 10 Critical 5( Major d Minor c'. Warning 0@ Indet|

Alarms details

You can access to detail for any alarm (active or cleared).

From the alarm viewer:
1 Click on an Alarm ID to display the details for.

2 Click on Detail buttons above the alarms table.

The details of the selected alarm display above the Alarm Viewer.
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Figure 87 Alarms details

Add a comment

See “Acknowledging an
alarm” on page 79
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Actions on alarms

Changing the alarm severity

From the detailed view of an alarm, the severity level can be modified.

In the detailed view, click on the More button

1
2

Click on Change severity. Select Severity

In the dialog box, select the severity to be applied to the | Mejor  [+]

Critical

current alarm.
Minor
. Warning
Press Ok to validate hmd_mf@m ]

The alarm icon is modified according to the severity selected.

Acknowledging an alarm

An alarm can be acknowledged, either from the Alarm Detail window or from the Alarm
viewer.

1

2
3
4

From the Alarm viewer, select first the Alarm ID.
Click on Acknowledge button
Confirm the acknowledgement clicking on Ok.

Click on Refresh button to refresh the display.
The alarm is greyed in the list and the Acknowledged parameter is selected.
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Unacknowledging the alarm

At any time, the acknowledgement of an alarm can be cancelled.

1
2
3

In the Alarm viewer, select the ID of the acknowledged alarm.
Click on More button

Click on Unacknowledge.

Clearing an alarm

An alarm can be cleared from the Alarm viewer.

1

2
3
4

From the Alarm viewer, select first the Alarm ID.
Click on Clear button
Click on Ok to confirm the clearing.

Click on Refresh button to refresh the display.
The alarm is greyed in the list and the Clear parameter is selected.

Cancelling the clearing of the alarm

At any time, the clearing of an alarm can be cancelled.

1
2
3

In the Alarm viewer, select the ID of the acknowledged alarm.
Click on More button

Click on Unclear.

Downloading a pdf file of the alarm (detail view)

From the alarm detail view:

1
2
3

Click on More.
Click on Download as PDF.

Click on Save file to store the PDF / Excel file, or click on Open with to directly
open the file.

Click on Ok to validate.
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Figure 88 Alarms Table in PDF
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Alarm History (detail view)

Once in the Detailed view of an alarm, the History window is updated as soon as an
event occurs on the alarm (example: a comment is added, severity is changed...)...

In the history, if the alarm concerns a problem on the monitored fiber (fiber cut, attenu-
ation...), the link See allows to display the corresponding OTDR trace, with the alarm

marked on trace.

Figure 89 Alarm details and trace
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If an alarm of injection triggers, an additional trace, with the shortest pulse width, is
automatically added to the OTDR trace in alarm in order to localize precisely the injec-

tion default,
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Figure 90 Injection Alarm: Trace with shortest pulse width
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Deleting an alarm (detail view)

The cleared alarms can be deleted from the application.

- This action cannot be undo.

- The privilege «Purge the System» is required.
/A\ - Only the alarms that are cleared can be deleted.

1
2
3
4

Select a cleared alarm in the alarms table
Click on Detail to display the alarm details (not mandatory)
Click on More > Delete buttons.

Confirm the alarm deletion from the application clicking on Ok in the new dialog
box.

Actions on table display

Filtering the alarms in the table

From the Alarm viewer, you can define filters for the alarm table

1
2

Click on Not Filtered button above the table

Select/deselect alarms parameters
In the Alarm type window, select/deselect the alarms to be displayed or hided.

In the Clear status window, select/deselect the alarm status to be displayed/
hided.

In the Acknowledgement window, select/deselect the alarm which have been
acknowledged or not.
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3 Inthe Severity window, select the alarms severity to be displayed,
or

Select the severity and check the parameter and above to display the alarms
from this severity and above.

4 In the By date parameter, define the starting and end dates of the alarms to be
displayed.

5 Click on Ok to apply the Filters (or on Cancel to not apply filters).

Figure 91 Alarms filters

Show Click to show alll
—a|arms
Alarm type
Quality of ser ¥l | Other I

7 |
Clear status A:I;nuw\edgmant
o
Cleared v
Severity
Indeterminate Iz‘ and above [/

By date

2015-0%-01

2015-08-09

<)
m Cancel

Configuring the alarms table

In the alarm viewer, configure the table:
— display/hide some columns
— change the columns position.
From the Alarm viewer:
1 Click on More button

2 Select Table configuration.
In the dialog box:

Select a column using the left check box
4 Click on Up/Down button to move the column upward/downward

5 Deselect the check box on the right to delete the column from the table.
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Figure 92 Alarms table configuration

Table configuration
MED
| |

D ¥ |

Creation

‘ Last update

‘ Additional text ¥ |

Severity

Acknowledgment

NERESA8E

%/ Clear status
Origin
Alarmtype

‘ Specific problem

=

Description |
Probable cause

Last comment ‘

click to reset table configura- click to cancel the table
tion (confirmation required) m configuration

6 Click on Ok to validate the table configuration.
Click on Reset to return to table configuration by default;
Click on Cancel to not apply the modification.

Downloading the alarms table

The alarm table displayed in the Alarm Viewer can be downloaded to a PDF or Excel
file onto the PC:

From the Alarm viewer:
1 Click on More button
2 Select Download as PDF or Download as Excel

3 Click on Save file to store the PDF / Excel file, or click on Open with to directly
open the file.

Figure 93 Alarms Table in PDF
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Other actions on table

czn e Focus: allows to configure the display of the second tab: either the alarms

H System | of the Current dashboard or the System alarms.

s rows | 7
i “ | Rows: allows to configure the number of lines for the alarms table: from 5

to 30 rows.

Notification by e-mail of an alarm

If a fault occurs on fiber, an alarm is automatically sent to the ONMSi server, which will
notify the user via the ONMSi application.

Figure 94 Alert process

1 Fiber break

To define the e-mail and alarm parameters, go to the System settings page.

See “Configuring e-mail/sms alert profiles” on page 108

Alarm Desktop alert

Desktop Alert is a Google Chrome™ browser extension. As such, it needs Chrome to
be installed on the client desktop. Then, the extension program must be installed.

ONMSi Desktop Alert is a program running in the background on the user's desktop
computer or laptop. It receives ONMSi alarms and shows alerts accordingly. Those
alerts are balloons that pop up on the desktop while optionally playing a sound.

Installing both Google Chrome™ and Desktop Alert extension is preferably done
directly from the Internet.
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If however, you do not have Internet access, Chrome and the Desktop Alert extension
must be downloaded from the ONMSi server (see Online Help for more details).

Installing the extension in Google Chrome ™

A\

CAUTION
Install Google Chrome and open the ONMSi application from Google Chrome.

1 Onthe ONMSI, click on User preferences in the «User» sub-menu

2 Inthe User preferences screen, double click on Desktop Alert and @
click on the link Get ONMSi Desktop Alert from the Chrome Web Store.

The Google Chrome page opens and propose to install the Desktop alert exten-
sion.

Figure 95 Desktop alert

Desktop alert

Click

& Viavi Solutions Alertes de X

& - € [@ https;//chrome.google.com/webstore/detail/viavi-solutions-onmsi-des/haioinhodakmonidgoplebojejkeonef w@® =

3 Click on Add to Chrome button

Alert"? ! N ’
A new message displays at the top of the window, asking fora  “7........... &
confirmation of the extension installation I

CCCCCC

4 Click on Add the extension to validate the installation.

Once installation is completed, the icon {7 displays on the right of the address
bar, with a messal\%e informing the user that the extension has been added in
Google Chrome™.

In the taskbar, a popup message informs the PC is
«Listening to the ONMSi alarms».
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Configuring the desktop alerts

Once the extension is installed in Google ChromeTM, the alerts notification on PC can
be modified.

1 Return to the ONMSi application (and login if necessary)
2 Inthe Google Chrome address bar, click on the icon ™ .

3 Click on Configuration button in the popup message.

Figure 96 Desktop alerts configuration

oinhodakmonidgoplebojejkeonef/html/options 3%

o B

000 ) e=me

3 2 o o o
0 critical ¢ 2 major Minor . Warning @ Indet
B 2L o o o

4 Press Auto Configuration to apply automatic configuration for desktop alerts
or
Click on Edit to modify the current parameters:
— Modify if necessary the addresses for server 1 and/or server 2 (if enabled).

— Because not all ONMSi users see the same set of alarms (due to domains visi-
bility or to different notification filtering profiles), you should use the appropriate
user in the desktop alert configuration. Only a user who is currently authenti-
cated in ONMSi can be chosen.

— Inthe Ringtone window, select the ringtone to be played when an alert is raised
onto the PC. Listen the ringtone selected using the player bar.

5 Press Save to save the modifications.

Display of the desktop alerts

NOTE

D Desktop alert works even if the web browser is closed and no ONMSi session is
open.

Once the ONMSi Desktop Alert is installed on the client station, any alarm from the
ONMSi application is received on the PC.

The desktop alert allows to open a pop-up window and sound (if configured) when an
alarm occurs.
The user is also alerted when the server is not reachable.

Once alarm is raised an alert is displayed:
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Figure 97 Alert on PC

Major
~ An alarm was raised

9 £ o [ SN @ g v ] Bal (p
Click

Alarm viewer
YTV - [ 5cows ]+ tore ]

Last update Aol e Specific problem

1 862 2013 Jun 18 15:08:36 2013 Jun 18 15:08:36 2 Major Attent n Injection fault (test: test2)
2013 Jun 18 12:14:20 2013 Jun 18 12:14:20 0 Critical Attenuation Fiber cut (test: Test 1)
2013 Jun 18 12:13:39 2013 Jun 18 12:13:39 C Major Attenuation Injection fault (test: test2)
Click on the alert to open the ONMSi alarm viewer
Once alarm is cleared an alert is also displayed @ oo, n .

Disabling or removing the Desktop Alert extension

From the ONMSi page open in Google Chrome:

1 Click on the «Customize and control Google Chrome» button = in the browser
address bar and click on Settings.

RS

indow

History and recent tabs
 Home brous| i

Downloads

Help and about

Edt

2 Inthe Settings page, click on Extensions on the left of the screen.
The ONMSIi Desktop Alert extension is available among all the extensions enable.
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Figure 98 List of extensions available in Google Chrome™

« €' | [) chromey//extensions %@ =

Chrome Extensions Developer mode

Google Sheets 1.1 @ Enabled 5}
reate and edit spreadsheets

03 ) Enabled ]

9/ Enabled &

ctiveX, Sharepoint, and

) Enabled 5]

& Getmore extensions Keyboard shortcuts

Deselect Enabled parameter to stop receiving alerts on PC, but keep the exten-

sion available

Click on the icon ﬁ to delete the extension from Google Chrome ™.

Click on Options to display the configuration page in a new tab (see “Configuring
the desktop alerts” on page 87).

Click on Details to display information on the extension

Extensions (t} Viavi Solutions ONMSi Desktop Alert
Viewinsiore

Overview

Alerts the user of ONMS alarms using a desktop nofification,

Permissions

+ Read and change allyour data on the websites you visit
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Tables and Reports Management

This chapter provides a description of the reporting process and the configuration to
perform automatic reports.

Topics discussed in this chapter include the following:

*  “Downloading data from a table / list” on page 92
*  “Inventory Report” on page 93
*  “Generating reports” on page 94
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Downloading data from a table / list

The contents of most of ONMSi tables can be downloaded to post processing with
Excel, or to a PDF file.

Configuring the table

Some tables on the ONMSi can be configured: some columns can be added/removed
to display more or less details.

This configration is kept in memory for downloading of tables in Excel or PDF.

1 Once a table is open, click on More button

2 Select Table configuration.

A list of available columns displays in a new dialog box (different according to the
table configured).

Figure 99 Table configuration (example with the alarms table)

"Table configuration }

Column group | Column \isible |

Link V|
Seheduling W
Port V|
Test v
Severity V|
Execution Last date V|
Alloc ated time (%) i
| Ok | Reset

Select a column using the left check box
Click on Up/Down button to move the column upward/downward

Deselect the check box on the right to delete the column from the table.

o O A~ W

Click on Ok to validate the table configuration.
Click on Reset to return to table configuration by default;
Click on Cancel to not apply the modification.

Downloading the data from a table

1 Open the table which must be downloaded on the PC (for example, alarms table).
2 Click on More button.

3 Select Download as Excel or Download as PDF.

Page 92 User Manual ~ 700NMSI0302 Rev. 003



Chapter 12 Tables and Reports Management
Inventory Report

Figure 100 Table from ONMS:i in Excel and in PDF

4 Select if the file must be opened or saved onto the PC.
Click Ok
6 Open the file on the PC.
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Inventory Report

An inventory report of the OTU’s) and monitored link(s) of the System can be down-
loaded from the System dashboard.

1 Open the System dashboard (double-click on System in the Tree View).
2 Click on More button.

3 Select Download inventory.

4 in the new dialog box, select the sections to be included into the inventory.
Click on All to select all sections.

Click Ok

Figure 101 Download inventory

Table download I/

Tree view System dashboard

m DD [ iomebrovser] s doman] Users ] setos] <t

o " Alarm © View System L

» B2 Aerttest
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6 Select if the file must be opened or saved onto the PC.
7 Click Ok
8 Open the file on the PC.

Figure 102 Inventory in Excel

BN
2
3] £
4 |Name Description_Managed by ONMSi _ Address Web Interface enabled _ Path name Equipment type Serial number _Software version _ Serial number _ Position _ Type Inteml switch serial number _ Infemal sitch oufputs _ Total OS;
5 |OTU Steph B Yes o-8000e4992 Yes Domain D1/Domain D2 OTU 8000 4992 504 16730 BOTTOM 8115(R  PQ48V-1 ]
I‘om V1 TEST No 103320240 Yes Domain V1 OTU 8000 1446 324 14492 TOP  8118RLR 65
7 |otu-8000e-6334 Yes o-8000e-5334  Yes Yannick/Yannick 1 OTU 8000E 6334 42 BETA 6 TOP 81162
8
[10
[
12 -
¥i|_oTus links 3 jngll ] >
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Generating reports

Displaying reports templates

Three templates for reports generation can be used from the ONMSi:

* Reports on active alarms
¢ Reports on alarm duration
* Reports on Linear attenuation

To display the list of report templates, from the System dashboard, click on Settings
and select Report templates in System Settings screen.

Figure 103 Report templates

System settings

Formatting Report templates
Desktop alert profiles
Refean ] vifore)
Media
Description
Alarm download templates
The active alarms List of alarms that have been active (even momentarily) within a time period
Scripts Links alarm duration Qos alarm repartition per duration
Reporttemplates Links linear attenuation  Listthe links with the linear attenuation calculated from the current reference trace.

n

Additional attributes

Schematic and map

Creating a report

To create a report (or modify an existing one):

1 From the System dashboard, click on More > Reports.
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2 Click on New in the Reports window.
or

Select one existing report which must be modified using the appropriate check
box and click on Edit.

Figure 104 Reports configuration

Reports

Elsave Cancel

RTU fault details

2016 May 10 16:14:51
2016 May 23 15:44:47
2016 May 10 16:15:21
2016 May 10 16:15:35
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BOF[ v

Eng|

InGeterminate| »
n) [D

= At run date and time
Latest 100 [Full day(sy  [~]
Fixed date
= Whole system
Specific object

3  Configure the report:
— Name: enter/modify the report name
— In Scheduling window, define a schedule for the report:
* Run report on demand

* Run report periodically: definer the Frequency (Daily / Weekly / Monthly)
and define the Run date and time accordingly.

— Select the Delivery mode of the report:

* None: the report is available in the list exclusively (see Figure 105 on page 97)

» Email: select the user to which the report will be Send to, by e-mail, and enter
the Subject of the mail. The report is available in the list, and is sent to the
recipient selected.

* File: the report is saved in a directory.

a Select the available directory Default, which allows to save the report in
C:\rfts apps\topaz-report
or
Create a new alias of directory:

i Goto: C:\rfts_ apps\jboss\standalone\topaz conf
ii  Open topaz.properties using a text editor.

iii Enter a name for the directory as shown below:

[ReportFileDeliveryDirectoryRliases] X . . i .
Local-ci‘tempiReports — — — — —P thedirectory alias is Local; report(s) will be saved in C:...

Network=\\servappl\TnpEchan\Reperts — P the directory alias is Network; report(s) will be saved in servappl...
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CAUTION
A ONMS:i Server being executed as a Windows service (Log on as Local system
. L}
Account) it can’t access network shares.
To access to network share, change the account used for the ONMSi Server service:
use rftsmngr account.
. Services (Local)
ONMSISERVER Name e Description  Status Startup Type  Log On As. ~
OFM_Monitor_Agent The OFMM... Running _IManual Local Syste,
Stop the service ONMSi_HAS, Running ONMSISERVER Properties {(Local Computer) -
Restart the service ONMSi_HAS_WatchDog Running |1
% ONMSiApache Apache/24.... Running || | General| LogOn |Recovery [ D
Description: %, ONMSiMapDatabase - Post... Running
The UEIMS\ service —’ % ONMSISERVER The ONMSi ... Running fg e
;, OpenDj The OpenDJ.. Running OLee
/, Optimize drives Helps the c...
% Oracle CORETECH VS5 Writ... Running @ This accourt [frsmgd | [ gowse
%+, OracleJobSchedulerCORETE...
%, OracleMTSRecoveryService Password
+ OracleOraDb11g_homelClr... Confirm password
" OracleOraDb11g_homelTN Running
OracleServiceCORETECH Running
Performance Counter DLL ...  Enables rem...
Performance Logs & Alerts Performanc...
%, Plug and Play Enablesac.. Running =
Portable Device Enumerator... Enforces gr...
% Power Mznages p..  Running
%, Print Spooler This service ... Running
/4 Printer Extensions and Notif... This service
Problem Reports and Soluti... This service ...
Remote Access Auto Conne... Creates a co...
Remote Access Connection... Manages di...
Remote Desktop Configurat... Remote Des.. Running oK | [ Camcel | [ Mooy |
£J Remote Desktop Services  Allows user.. Running
. Remote Desktop Services U... Allowsther.. Running Manual Local Syste...
Remote Procedure Call (RPC) The RPCSS.. Running  Automatic Network S.
Remote Procedure Call (RP In Windows. Manual MNetwork S.
Remote Registry Enables rem... Automatic (T... Local Service
Resultant Set of Policy Provi... Providesan... Manual Local Syste... hd
" Bxtended f Standard

iv Refresh the display of the ONMSi application to display the list of aliases
available in the File parameter and select one.

b Inthe Retention Period parameter, define the number of days after which
the report(s) generated are automatically deleted from the directory.

— In Content window, define report contents.

» Select the Template
» Select the Format of the report file: XLS / XLSX / PDF / CSV...

» Configure the other parameters to be included in the report, different according
to the templates selected (Language / Title / Filter / CSV Delimiter...)

4 Click on Save to save the new report in the list.

Launching the report

1 From the System dashboard, click on More > Reports.
2  Select the report which must be generated.

3 Click on Execute to launch the report
4

Once completed, click on the link of the Latest execution date column to open the
corresponding report.
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Figure 105 Reports available
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2

PRI
prét |

Active alarms report /T~

Last update

September 9, 2015 2:48
September 9, 2015 4:36
September 14, 2015 5:37
September 9, 2015 5:05
September 14, 2015 7:40
September 14, 2015 3:33
September 15, 2015 9:0
September 14, 2015 3:31
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00:0:52 0.00060185 _ Major
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00:0:13 0.00015045 _ Major

fovigin Iare vper L iSpeciic probien il oaacizton b obabie e ot ot

500( Communication

Coaves Qualty of Service
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Asancason FIBER_CUT Fiber cut
Missing autotest
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Low drive partition space  E: 64% (21.G8)

Attenuation ATTENUATION  Attenuation
Attenuation ATTENUATION _ Attenuation
Module compatibility 1

Measurement cycle stopped
Heartbeat
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5 Select if the file must be opened or saved onto the PC.
6 Click on Ok
7  Open the file on the PC.

Figure 106 Example of report open in Excel™

meshold crossed
Add a comment

Threshold crossed
Threshold crossed

JuEll

Other
Other
Other U
Other
] Qi
|EEm 1005 ( v )

User Manual

700NMSI0302 Rev. 003

Page 97



Chapter 12 Tables and Reports Management
Generating reports

Page 98 User Manual ~ 700NMSI0302 Rev. 003



System settings

This chapter provides a description of all possible actions to manage your ONMSi
system.

Topics discussed in this chapter include the following:

*  “Configuring and launching a manual purge” on page 100
*  “Configuring an automatic purge” on page 100

*  “Users” on page 101

e “Configuring e-mail/sms alert profiles” on page 108

e “Configuring Desktop alert profiles” on page 111

e “Additional Attributes” on page 112

*  “Downloading a schematic” on page 114

*  “Scripts” on page 115
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Configuring and launching a manual purge

It is strongly recommended to launch a purge of the system, when the user is notified

of a critical alarm «Database size has exceeded max threshold».

Once System Settings page is opened:

1 Click on Server > Manual system purge

2 If necessary, modify the starting date of the purge or click on the blue cross to

deleted the date currently displayed.

3 Select or deselect the elements of the system to be purged:
Alarms / Audit logs / Autotests / PON.

4 Click on Launch system purge to start the process.

Figure 107 Manual system purge

System settings

Server Manual purge of the system

Addresses
Launch system purge

2013-09-03
e

Manual system purge —»

Automatic system purge
Advanced maintenance v

™

¥ Users 7

You will be asked to log in: enter login and password in the dialog box.

CAUTION
The user must have the system purge permission to launch the process.

A\

Configuring an automatic purge

Once System settings page is opened:
1 Click on Server > Automatic system purge

2 Click on Edit to modify the purge date for:
Alarms / Audit logs / Autotests / PON / Budgets.

3 Click on Save to define the date of the automatic purge for each element.

Figure 108 Automatic system purge

System settings

Server Automatic purge of the system Save Cancel

2 years
2 years
2 years
1year

2 years

EEEEE]
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NOTE
> The automatic purge is done at midnight.

Configuring server advanced parameters

From the System Settings screen, the parameters for advanced maintenance
processes for servers can be configured.

Once System settings page is opened:

1 Click on Server > Advanced maintenance.

Figure 109 Advanced maintenance parameters for the Server

System settings ElSave Cancel

W Advanced maintenance

Addresses. ——

Manual system purge The index used by the search wil be cleared and all the objects will be read from the database to build a
new index fTom Scratch: this may take a while, during which the Search wil not be usabie.
Automatic system purge

Recompute severities

Advanced function: reset the severity of allthe resources and recompute them from the active Recompute allthe severtiss

Advanced maintenance

¥ Users alarms. You wil need to reload your page when the process ends.
Session Daily OTU autotest
LDAP =) Al day

Specify a period
Password policy

Autotest report generation: to be used by the support center for troubleshooting Autotest ID:
v POM

Dally server autotest

Time of the test: | 20|

System configuration

Field application
Heasursments settings
~  Pointto point

Advanced function: change advanced system properties by uploading a file containing their new values.
Landmark & optical events

2 Click on Edit and configure the parameters / click on the buttons wished to
perform the maintenance operation required.

3 Once configured completed, press Save to keep the modified configuration.

Users

The Users page allows to define parameters for Session, LDAP and password policy.

Defining the session duration

Once System settings page is opened:
1 Click on Users > Session
2 Click on Edit to modify the time.

3 Click on Save to save the time of inactivity, in minutes, after which the user is
disconnected.
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Figure 110 Session duration

Session

Lo

[
w

n duration in min

Configuring the LDAP

CAUTION

= save

Cancel

3 30

LDAP configuration details must be given by a person familiar with the directory

Once System settings page is opened:
1 Click on Users > LDAP.
2  Click on Edit to modify the LDAP parameters.

Figure 111 LDAP parameters

System settings

Server

4

Addresses
Manual system purge
Automatic system purge:

Advanced maintenance

<

Users
Session
LDAP
Password policy
¥ PON
Field application
Measurements seftings
*  Point to point
Landmark & optical events
Monitoring
¥ Alers
Fiters
Formatting
Deskiop alert profies
Media
Alarm download templates.
Seripts
Report templates

Additional attributes

LDAP

Use a LDAP directory

LDAP Server

Base DN

LDAP manager

The LDAP manager is the user who will bind to the LDAP server to perform the searches.

Manage

anager password

LDAP user

1

The following pa

Rela

save Cancel

emealdap
389

dc=jdsu,dc=net

Test authentication

ds\cord5778

rameters allow to search and authenticate an user using the LDAP.
ou=UserAccounts,dc=ds

sAMAccountName

cn

description

(&(objeciClass=person)(objcciClass=user))

10000 ms

LDAP attribute ONMSi label

mobile telephone number

LDAP attribute

ONMS label

mail mail

Select the parameter Use a LDAP directory to use LDAP to add users (the LDAP

option is not activated by default).
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LDAP Server configuration

1 Enter/modify the parameter of the server used for LDAP:
— Host: Server address (IP address or host name)
— Port: Port Number of the LDAP server connection
— Base DN: Base of the domain name

2 Press Test connection to confirm the connection of ONMSi with LDAP server
has succeeded.

LDAP Manager configuration

 LDAP Manager is an account able to read the directory.

1 Enter/modify the parameter of the LDAP manager:
— Manager DN: Manager domain name
— Manager password: Password to access to the domain

2 Press Test Authentication before going to LDAP User

LDAP User configuration

Contact your IT to complete the LDAP user fields.

Configuring the password policy

The password policy available in ONMSi allows to add restrictions and control the
quality and relevance of user passwords for the System, as well as the repeated erro-
neous access to the application.

* Users having the «Manage Security» privileges are not concerned by the Pass-
word Policy.

* APl users should have the privilege of his policy in order to avoid problems when
the password expires.

Once System settings page is opened:
1 Click on Users > password Policy.
2 The password policy is not enabled by default.

3 Click on Enable the password policy to active it.
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Figure 112 Password Policy

System settings

Hanual system purge.
Automatic system purge olicy allows to control the qualty and the relevance of the user password, as wellas the repeated (LRI R AT TrCNCITI
o

pplication

Advanced maintenance

v

1:ABCDEFGHUKLMNOPQRSTUVIWXYZ
1.0123456789
V@K (=<

Contr
idie period

Point to point

Landmark & optical events.
Honitoring
T Aerts 2

Fiters

Formatiing

Deskiop alert profiles. Vaidation by dictionary

Media

config/wordist txt

Alarm download templates

4 Click on Edit to modify the defined parameters.

Remarks on durations syntax on the right of the screen:

In the configuration of the right panel, some durations have to be specified

e Syntax is: positive integer + unit

e Units are: w (weeks), d (days), h (hours), m (minutes), s (seconds), m (millisec-
onds)

* Example: one week, one day and twelve hours is: 1wl1d12h

Password quality

This window allows to configure the validations. Each type of validation can be enabled
and is independent from the others.

Validation of length

e Choose the minimum and the maximum length of the passwords.
* If value is O there is no limitation.

Validation by character set

e Acharacter set indicates a list of characters and the minimum required characters
from this set to be in a password

. If the number is 0, the character set is optional
* Acharacter can not be in more than one character set
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¢ Unclassified characters allowed: to allow or not password to contain characters
which are not in the defined sets.(if not enable, password with characters outside
of the sets will be rejected).

* Example: “Pass1@” — ok
“pass1@” — Nok

Validation of repeated characters

* To allow or not repeated characters in a password (defined number of consecu-
tive characters)

*  Value of 0 means no limitation
* Case sensitive: if enable, only the same capitalization is checked

+ Example: “pass” — ok
“passS” — Nok

Validation of unique characters

* To define how many unique characters should be in the password
e Value of 0 means no limitation
* Case sensitive: if enable, only the same capitalization is checked

* Example: “pasSword” — ok
“pasS” — Nok

Validation by dictionary

e The dictionary file contains a list of words forbidden to be used as passwords
*  You can put a complete path: C: /workshop/policy/wordlist.txt

or the default embedded LDAP path: (/rfts apps/opendj/)config/word-
list.txt

e The text file can be with one word per line

* Case sensitive: if enable, password is rejected if it is in the same capitalization
than in the text file

* Text reversed: it checks the password in the both ways. If “System0” is entered,
“OmetsyS” will be tested

Password history

This window allows to prevent users from using the same password multiple times.

e Size of the history: maximum number of passwords save in the history. When a
password is changing, it is compared to the current password and to the history. If
value is zero, there is no password history

¢ Retention duration: maximum time for a password to be saved in the history. If
value is zero, there is no time limitation

¢ Minimum password age: minimum time for changing a password again.
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Account lockout

This window allows to controls account lockout on authentication failures or idle period.

Lockout duration: an account is locked for this duration after too many authenti-
cation failure.If value is zero, the account stay locked until an administrator resets
the password

Authentication failure count: number of authentication failure allowed, after that
the account is locked

Authentication failure expiration: after this duration, the failure count is
restarted to O

Idle period: after this duration, an account without any activity is locked

Password expiration

This window allows to enforce users to change password, based on aging.

Maximum password age: maximum duration a password wan be used before it
has to be changed.If value is zero, it never expires

Before expiration warning: server notifies a user to change the password during
this time (before the password expires). If value is zero, there is no notification

Grace login count: number of grace login allowed for a user to change his pass-
word (after password expiration). If value is zero, no grace login is allowed. Pass-
word has to be changed by an administrator.

Advanced configuration

This window allows to define if the authentication failures must be hidden or reported
to users.

For a higher level of security, it's recommended to hide these details (check box
selected).

Point to Point Configuration

The Point to Point menu allows to modify the parameters for monitoring and results.

Point to Point General configuration

1
2

Click on Point to Point in the System settings window

The current configuration for Fiber Index, Optical event Thresholds and Link
provisioning is displayed.

Click on Edit and modify the wished parameters.

Click on Save to save the new configuration.
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Figure 113 Point to Point: general configuration

System settings

Deskop akrt profiles

Wedia

times the puise length
times the acquisiion range

[ElSave Cancel

Landmarks & optical events configuration

1 Click on Point to Point in the System settings window

2 Click on Landmarks & optical events.

The current configuration for Scale Factor, Slack and Association parameters is

displayed.
Click on Edit and modify the wished parameters.

4 Click on Save to save the new configuration.

Figure 114 Configuration for Landmarks and optical events

System settings
Loap * Landmark & optical events

Password policy Scale factor-

Acceptable range of the scale factor.
v PON

1000 | Max ac
aceeptable it of the scale factor deviafion.

Field appiication
Acti

Measurements setiings

~ Point to point

Landmark & optical events. Shack

Honitoring Acceptable limi o the slack at start and end of cable.

A 2000 m Default sisck leng 10.00 m

Fiters.

Formatting

Deskiop alert profies ing landmark table gener

Media N} Landmark name

lue used during slack compensation and/or landmark table generation from optical events

from optical events.

PEdit

Monitoring configuration

1 Click on Point to Point in the System settings window

2  Click on Monitoring.

The current configuration for noise margin and Default thresholds is displayed.

3 Click on Edit and modify the wished threholds: Attenuation / Fiber length exten-
sion / New peaks / Existing peaks / Peaks after splitter / ORL.
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4 Click on Save to save the new configuration.

Figure 115 Configuration for Monitoring

System settings Esave Cancel

Fied appication First marker varition (48) Budget variation (48)

e s

Configuring e-mail/sms alert profiles

Different profile can be created to receive alarms by e-mail and/or sms.

Defining Escalation

Escalation

Once System settings page is opened:
1 Click on Alerts

2 Click on Edit to define the Escalation parameters.

Figure 116 Escalation parameters

Alerts =] 5ave Cancel

E=zcalation
Mever escalate
®) Escalate if the alarm iz not acknowledged or cleared

ol&| day| o3| hr| 303 mn

Mone E

Descriptio E=calation not prevented by a reply message

The escalation can be activated and configured for each user.
3 Define the escalation parameter:

Never escalate: whatever is the alarm status

or

Escalate if the alarm is not acknowledged or cleared.

In this case, the escalation users (defined for each user) will be alerted if all of the

following conditions are true:
» The specified delay (after the initial alert) has elapsed
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* The alarm is not cleared
* The alarm is not acknowledged
The alert is not already escalated

None of the alerted contacts have replied to the received e-mail or SMS

(requires incoming media defined) with the proper emission code

Note: Comments are never escalated.

4 Click on Save to save the escalation configuration.

Defining filters for the e-mail notifications

From the System settings screen > Alerts sub-menu, some filters can be applied on

e-mail alerts.

Once System settings page is opened:
1 Double-click on Alerts > Filters

2 Click on New to create a new filter for the alert
or

Select one existing filter and click on Edit to modify the current filter parameters.

Figure 117 Alerts > Filters

Filters

Always notify

Stress alert fiter

Save Cancel

Fitter for email notifications-
Never notify
Always notify
=) Advanced fiter
F Advanced alarm fiter [ =]
‘Accepts an alarm event, depending on the alarm and alarm event

@

Indeterminate

Fiter for SMS naifications.
&) Never notify
Always notify
Advanced fiter

3 Select if the user must be
¢ Never notify: in case of alarm, no e-mail will be sent

severity, an e-mail is sent.

Always notify; in case of alarm, whatever is the kind of alarm and whatever is the
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¢ Advanced filter: allows to configure the conditions for sending a notification by e-
mail:

—  Filter: select if the filter is an Advanced alarm filter or a Wavelength alarm
filter

— If Wavelength alarm filter is selected, select first the wavelength of the test
for which notifications will be sent.

—  Select or not the notification parameter: Notify acknowledged events / Notify
comment events / Notify injection QOS alarms

— Select the Severity from which a notification will be sent

— Select or not the Notified Alarm Type: Quality of Service (PON) / Quality of
Service (Link) / Other.

4 Click on Save to save the new profile / the modifications of the existing profile.

Configuring the e-mail format

From the System Settings page ,you can define the e-mail format (template to be used,
language, information included in the e-mail...).

Once System settings page is opened:
1 Double-click on Alerts > Formatting.

2 Click on Edit to modify the current format parameters.

Figure 118 Alerts > e-mail Formatting

Formatting B save Cancel

Email

Default Alert Template Iz‘

Attempts to show what is the most sensible data in the alarm event or the alarm
Date Format | 1970-12-31 23:59 []

English |Z|

fix |OMNMSi Alarm

3 Select the Template to be used:

— Run Alert Template; Shows the raw content of the alarm event without much
interpretation

— Default Alert Template: Attempts to show what is the most sensible data in

the alarm event or the alarm
wnzanms 5]

4 Select the Date Format
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Select the Language of the e-mail: English / French / German / Vietnamese.
Enter the Subject of the e-mail.

In the Content parameter, select the information to be contained in the e-mail.

0 N O O

In the Attachments parameter, select the type of file(s) to be attached to the e-
mail: Geographical file / PDF file / Trace files.

9 Click on Save to save the e-mail format.

Example of e-mail: formatting parameters and e-mail view

Figure 119 Example of e-mail according to formatting configured

Formatting B ormsi Gidsu.com
Em:

Template Default Alert Template ¥ Objet: ONMSi Alarm #1763 on LINK ‘test arelete

Description Attempts to show what is the most sensible data in the alarm event or the alarm

Date Format  [1970-12-3123.59 v 3]

Language Engish v

o EM—YJ New CRITICAL alarm #1763 on LINK 'test arelete’
Subject @ONMSA Alarm ) Fiber cut
Content GPS coordinates OTDR distance: 3036.29m

Deviation from reference (dB):
At fault location: N/A

Monitoring test First marker: -0.02

Include additional attributes Link loss: N/A

Hyperiink Localization:

i From S1: 1946.96m

Emission code e
Event dale GPS:45°26'49.51"N 4°25'43.05"E

Attachments (~ Geographical fle Monitoring test: testl
POF fe v hitp://onmsi-test-main/pe rmalink/alarms/1763

Localization

¢ - Date: 2014-09-1613:17
fHince Snt Emission Code: [#3579156]

Configuring Desktop alert profiles

Different profile can be created to receive only specific alarm on PC.
See “Alarm Desktop alert” on page 85 to get information on desktop alerts.
Once System settings page is opened:

1 Click on Desktop alert profiles

2 Click on New profile to create a new profile for the desktop aler notifications.
The dialog box to create a new profile displays.
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Figure 120 Create a new profile

Desktop alert profiles

Name Default
Always notify v
H otify

Desktop alert profile Sa e Cancel

Notification fiter

Indeterminate [
v

w

Enter a Name for the profile

4 Select the alarm types for which a notification will be received: Quality of service
(Link) / Quality of service (PON) / Other

5 Select the Minimum severity from which an alert will be received.

6 Inthe parameter Notify clearing events, select if an alert must be received when
events are cleared.

7 Click on Save to save the current profile.

Modify an existing profile

1 Select the profile to be modified in the first window.

2 In the second window; click on Edit to modify some parameters.

3 Follow instructions from step 4 to step 7 on page 112 to apply new paramters to
profile.

Profile by default

The profile defined by default can be modified pressing the Set as default button, as
soon as you are not in edition mode.

This profile is then automatically applied to any new user created.

Additional Attributes

For the main objects of the application, one (or more) extra user-defined column can
be added.

This allows the user to add his own customized information concerning an object of the
System.
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NOTE

> For PON and Central Office, there is one Attribute pre-created called External Key

used during Data Import.

Configuring an object with additional attributes

Once System settings page is opened:

1 Click on Additional Attributes.
The following screen displays.

Figure 121 Additional Attributes configuration screen

System settings

Server

Additional attributes

Manual system purge

Automatic system purge

Advances d maintenance:

Users.

Session
LDAP
Password policy
PON
Field application
Measurements settings
Point to point
Landmark & optical events
Monitoring
Alerts.
Fiters
Formatting
Desktop alert profiles
Wedia
Alarm download templates
Scripts.
Report templates.
Additional atfributes.

Schematic and map

2 Select the Object type for which an attribute must be added in the scrolling list.
3 Click on New
4 In the Detail window on the right of the screen, define the different characteristics

of the attribute (Name, Type, Mandatory or not...)

5 Once correctly configured, click on Save button.

(=2}

Create as many attributes as required

N

In the Additional Attributes window, click on Up/Down buttons to move the attri-
butes upwards/downwards, in the order to be displayed on the dashboard.
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Figure 122 Additional Attributes created (for OTU)

o [=]

OEDEDED oo B Eait

Always display Name Technician name

Instalied by Text pe Text
©! Technician name Text -

Installed on Date

Displaying and completing the attribute

To check the attributes have been correctly added to the selected object:
1 Open the dashboard of the object concerned by the attribute.

2 Inthe upper part, check the attribute has been added

3 Click on Edit to complete the field of the attribute.

Figure 123 Additional Attribute in the Object dashboard (for OTU)

oTU [Elsave Cancel Context

OTU Steph B

otu-8000e-£982
Si W]

Running installed & [Vias

2015 Sep 5
M TWTFSS
3112 3 456

78 911 f1281]

14 15 16 17 18 19 20
||21 22 23 24 25 28 27 ||
‘ 28 29 30 2 3 4 ‘

Downloading a schematic

In the ONMSI, the picture to be defined as schematic, in oder to visualize the network
and localize the OTUs in alarm, can be downloaded from the System Settings page.

Once System settings page is opened:

1 Click on Schematic and Map.

2 In the new right window, click on Browse and select on the PC the picture to be
used as schematic.

Click Ok to confirm the selection

4 Click on the icon . to display the schematic on the right of the screen.
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Figure 124 Schematic added

Latestaufotest 2015 Sep 23 17:54:25 Latest heartoeat

Performance

Link1  Synchronization os(1)

0s(85)

Link?  As often as possible

2015 Sep 24 11:50:01

2015 Sep 24 11:44:48
2015 Sep 24 11:50:04

OTU dashboard - OTU Steph B Schematic
D e armm azm | 2,
Alarm ®View OTU DEdit  Context ™
R R [+
OTU Steph B Domain  Domain D2 -
o1U-8000e-4992 °® =
iy
v heratrioutes © 7S
Running
Activity
g:?ﬁ monitoring l‘:‘. Link1 E -+, 1550nm-30 HZSU—STU km - 64 (1] Acquisition in progress

(-] i)

— 2305

7480

43°39148.25N, 5°27.45.38°W

Refer to “Adding an OTU to a schematic” on page 75 to get information on the use of

schematic with OTU.

Scripts

From the System settings window, a table of scripts can be displayed and downloaded

into Excel or PDF.

Once System settings page is opened:

1 Click on Scripts.
The Scripts table displays.

Figure 125 Scripts

System settings

Server

Desktop alert profiles
Media

Alacz gownload templates
REpor templates
Additional attributes

Schematic and map

Alert nofific ation
fiter

Alert notific ation
fiter

Alert receipt handler =

Alert templats
Alert template

Dynamic
Appiication

Scripts
¥ Users
* PON
»  Pointto point Type Name
Alarm download
> Alerts template Default Formatter

Advanced alarm fiter

Wavelength alsrm fiter
Default handiing of alert
eceipts

Raw Alert Template
Default Alert Template

Standard PON Field
Appiication

Description

Formats an alarm with default content

Accepts an alarm event, depending on the alarm and alarm svent
Accepts an alarm event, depending on the alarm, the alarm event, and the
wavelength of the test

Finds a string like [#123458] in the subject then in the body and extracts
123458 as the receipt D

Shows the raw content of the alarm event without muc h interpretation

Attempts to show what is the mest sensible data in the alarm event or the
alarm

Allows binding a measured peak to a home, possibly by running two
measurements

Class name

DefaultAlarmExportTemplate alarm_export_templates.py

DefaultAlarmFilter

‘WavelengthAlarmFilter

DefaultRec eiptHandler
RawAlerfTemplate

FineAlertTemplate

FiekiApp

| Refresh ] ~ore ]

Module

notfic ation_rules.py
notfic ation_rules.py

alert_receipt_handlers.py
alert_templates.py

alert_templates.py

fiekd_app.py

2 Click on Refresh to refresh the scripts; this can take few minutes.

3 Click on More and download the scripts on the PC (see “Downloading data from a
table / list” on page 92)
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ONMSIi System Requirements

This chapter provides a general description of the ONMSi requirements for installation
of the equipment.

Topics discussed in this chapter include the following:

“‘ONMSi Server ” on page 118

“ONMSi Web Client” on page 118

“ONMSi Network ” on page 118

“High availability (option)” on page 118

“Optical Fiber Mapping (option)” on page 119

“Alert notification (option)” on page 119

“SNMP Interface (option)” on page 119

“Web service Interface (option)” on page 120

“Access from a mobile phone via internet” on page 120
“Light Directory Access protocol (LDAP)” on page 120

User Manual  700NMSI0302 Rev. 003

Page 117



Chapter 14 ONMSi System Requirements

ONMSi Server
ONMSi Server
e OS: 64-bits Windows Server 2012 R2 or Windows Server 2008 R2 SP1 Standard
or Entreprise (US or French version)
Very Large system . Small System
PON or more than 50 Medium System_ Less than 50
. Up to 50 test units . .
test units monitored fibers
CPU 2.4GHz, 8 Cores 2.4GHz, 6 Cores 2.4GHz, 4 Cores
RAM (GB) 16 16 8
. Raid 1 Raid 1 1 x 300GB (SATA:
Hard Disk (0S, | , 58 RAID1 2 x 300GB RAID1 7K2RPM)

Application and
Database)

(Write intensive SAS
SSD)

(SAS: 15KRPM)

Hard Disk for

1x 1000 GB (SAS

1x 1000 GB (SAS

1x 1000 GB (SATA:

Backup 7K2RPM) 7K2RPM) 7k2RPM)
*  Backup: Viavi does not support data recovery if the backup hard disk is not used
* The server must be dedicated to ONMSi software
* Virtual machine can be used. Consult us for compatibility and configuration
e [P Ports: 80/HTTP (in/out) or 443 (HTTPS if required), 22/SSH (in/out).
ONMSi Web Client
¢ Internet Explorer 9 Minimum, 11 or above Recommended
*  Firefox 10 or above
e Google Chrome 16 or above
e JavaScript and cookies enabled
*  Memory: At least 1 GB RAM (at least 2 GB RAM for Vista or Win 7)
e [P Port: 80/HTTP (out)), (or 443 (HTTPS if required)),
¢ Recommended display resolution 1680 x 1050
ONMSi Network

¢ OTU network bandwidth: Min: 1Mb/s, Recommended: 2Mb/s

High availability (option)

¢ Primary network:
+ Bandwidth: Min: 10Mb/s, Recommended: 100Mb/s
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e Backup network for automatic failover:

« Bandwidth: Min: 2Mb/s, Recommended: 20Mb/s
e |IP Ports: 1521 (in/out); 873 (in/out); 624 (in/out) in case IPMI is used
* ICMP (Ping) must be enabled.

Optical Fiber Mapping (option)
e Client station:
— OS: Windows XP, 7
—  Memory: 2 GB RAM for XP (4 GB RAM for Win 7)

— P Ports: 1521(out), 4446(out), 5000(in/out), 5001(in/out), 1098(out),
1099(out), 80O/HTTP

¢ Maps formats: shape files; open street maps. (Consult Viavi for other formats).

Alert notification (option)

SMS Alert:

e Modem
— USB port available on the server
— GSM Modem (Tested with GenPro 30e)
—  Other wireless protocol need to be qualified.
—  SIM card with a valid subscription

Other wireless protocol need to be qualified

* SMPP 3.3 and 3.4 supported if SMS server is available
e Consult Viavi for SMS by Web services
e E-mail:

—  Alert Notification: SMTP Server (Microsoft Exchange is not supported if it is
configured with “Integrated Windows Authentication” or NTLM)

—  Alert acknowledgement (not mandatory): POP Server

— TCP Ports out: configurable (typically 25 for SMTP and 110 for POP, or 465
for SMTP over SSL and 995 for POP over SSL)

SNMP Interface (option)

e SNMP V2C or SNMP V3
*  Documentation available at: http://<myserver>/docs
* |IP Ports: 161 (in/out), 162 (in/out)
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Web service Interface (option)

*  WebService SOAP/REST
¢ Documentation available at: http://<myserver>/docs

Access from a mobile phone via internet

e The server must be accessible from an internet public address.

Light Directory Access protocol (LDAP)

e LDAPV3

* Port: 389

*  Tested with Active Directory and Open LDAP
e  SSL Encryption on demand
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Application Programming Interfaces

This chapter described the content you will find in the Online Help of the ONMSi concerning the
API (Application Programming Interfaces).

Topics discussed in this chapter are as follows:

*  “Content of the Online Help for SNMP API” on page 122
e “Content of the Online Help for Web Services API” on page 124
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Content of the Online Help for SNMP API

To access the Online Help for SNMP API:

1
2

3

4

Click on «?» in the shortcut panel

Click on Online Help m—

In the Home page of the Online Help, in Table of

Contents, click on the link 10 Application Program-
ming Interfaces (APIs).

The content of the chapter 10 displays 10. Application Programming
Interfaces (APIs)

. . Following APIs are available to programmatically control ONMSi:
Click on the link SNMP API.
Nel ervic

b Ser

es API

The SNMP API provides the following chapters:

1

General SNMP principles
1.1 Overview
1.2 SNMP network

1.3 Management Information Base (MIB)

ONMSi SNMP setup

2.1  SNMP user setup
2.1.1 Create an ONMSi user
2.1.2 Setup the SNMP user privileges
2.1.3 Register the user to be API notified

2.2 Update SNMP configuration files

2.2.1 jdmk.acl (V2 and V3)
2.2.1.1 acl (V2)
2.2..1.2 trap (V2 and V3)

2.2.2 jdmk.uacl (V3)

2.2.3 jdmk.security (V3)

2.2.4 snmp.properties (V2 and V3)
2.2.4.1 snmpEnabled (mandatory for V2 and V3)
2.2.4.2 password

2.2.5 Multiple manager support

2.3 Open SNMP ports in the firewall

ONMSi MIB
3.1 Files
3.2 Main nodes

3.3 The service concept
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Content of the Online Help for SNMP API

3.3.1 Data
3.3.2 Functions

3.4 I'm alive trap

3.5 Alarm event synchronization
3.5.1 Alarm event sequence number
3.5.2 Alarm event trap loss detection
3.5.3 Re-sending lost alarm event traps
3.5.4 Full alarm event re-synchronization

Cook book

4.1 Running a PON test
4.1.1 Finding a PON
4.1.2 Starting a PON test
4.1.3 Receiving the PON test result

4.2 Running a test on demand on a link
4.2.1 Finding a link
4.2.2 Finding a monitoring test on the link
4.2.3 Starting a monitoring test

4.3 Alarm event synchronization
4.3.1 Synchronization problem detection
4.3.2 Synchronization fix

SNMP testing

5.1 Testing tool setup
5.1.1 SNMP v2
5.1.2 SNMP v3

5.2  Working with the MIB
5.2.1 Get operation
5.2.2 Set operation

5.3 Receiving Traps
5.3.1 SNMP v2
5.3.1.1 Trap viewer setup
5.3.1.2 Trap reception
5.3.2 SNMP v3
5.3.2.1 Trap viewer setup
5.3.2.2 Trap reception
5.3.3 Tips
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Content of the Online Help for Web Services API

To access the Online Help for Web Services API:
1 Click on «?» in the shortcut panel

2 Click on Online Help ' —

3 Inthe Home page of the Online Help, in Table of

Contents, click on the link 10 Application Program-
ming Interfaces (APIs).

The content of the chapter 10 displays 10. Application Programming
Interfaces (APIs)

4 CIiCk on the Iink Web Services APl . Fo\\:):i:\i:ljlps[are available to programmatically control ONMSi:
® Web Services API

The Web Services API provides the following chapters:

1 API Principles

2 Terms & Definitions

3  Web Service API

4 Web Service Data

5 Network considerations: Proxy, HTTPS and SSH tunneling

6 Server to client notification

7 Web Service API version history

8 Web Service Tester (WSTester)

SOAP Web Service API

The button SOAP [EEI1 allows to display the following content for SOAP AP

1 SOAP Web Services
1.1 Data and Services
1.2 Generating Java classes from WSDL
1.3 Authentication
1.4 Getting hold of a service

1.5 Event types, APl users and alarm event filtering
1.5.1 Operation events
1.5.2 Sequential alarm events
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1.5.3 Getting again lost alarm events
1.6 Finding objects
1.7 Additional Attributes

2 Running repetitive tasks without pain
2.1 Getting hold of a service - revised
2.2 Waiting for a specific event
3 PON cook book
3.1 Running a PON test
3.2 Running a Home test
3.3 Getting the history of the tests on a PON
3.4 Changing the termination type for a home
3.5 Assigning a reference peak to a home
3.6 Changing the state of a peak
3.7 Changing the reference of a peak
3.8 Creation of PON and Home elements into ONMSi
4 Point to point cook book
4.1 Enable/disable link monitoring
4.2 Start a test on demand on a link
4.3 Changing alarm states
Rest Web Service API

The button REST allows to display the following content for SOAP API:

1

REST Web Services
11 Authentication
1.2 Main resources
1.3 Simple API call

1.4 Event types, APl users and alarm event filtering
1.4.1 Operation events
1.4.2 Sequential alarm events
1.4.3 Getting again lost alarm events

1.5 Finding objects
1.6 Additional Attributes
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2 Running repetitive tasks without pain

21
2.2
2.3

Simple API call - revised
XML management

Waiting for a specific event

3 Reference guide

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

OTUs

Links

Monitoring Tests
Central Offices
PONs

Homes

Alarms

Events

4 PON cook book

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8

Running a PON test

Running a Home test

Getting the history of the tests on a PON
Changing the termination type for a home
Assigning a reference peak to a home

Changing the state of a peak

Changing the reference of a peak

Creation of PON and Home elements into ONMSi

5 Point to point cook book

5.1
5.2
5.3
5.4

Enable/disable link monitoring
Start a test on demand on a link
Changing alarm states

Alarm event synchronization
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Software License Terms

These Software License Terms apply to any quote, order, order acknowledgment, and invoice, and any license
or delivery of Software by Viavi Solutions Inc. or any of its subsidiaries or affiliates ("Viavi"), in addition to Viavi's
General Terms, which are incorporated by reference herein and are either attached hereto, or available at

www.viavisolutions.com/terms or on reques.

1.SCOPE AND DEFINITIONS. The definitions in
Viavi’'s General Terms shall apply in addition to the
following definition:

"Authorized Users" means officers, employees and
independent contractors of Customer, who are bound
by enforceable written obligations to (i) treat the Soft-
ware and Documentation of Viavi as Confidential
Information (as set forth in Viavi’'s General Terms);
and (ii) use such Software, Documentation and Confi-
dential Information only on behalf of Customer and
only in accordance with these Software License
Terms. These Software License Terms do not apply to
Firmware as defined in the General Terms.

“Arieso Software” means any Arieso software product,
module or modules identified in a relevant order form,
and (where applicable) all future corrections, modifica-
tions, updates and new versions provided under this
Agreement from time to time for use in conjunction
with such software. Except were expressly stated
otherwise, Arieso Software forms part of the Software
under these Software License Terms.

“End User” means a customer of Customer to whom
Customer is permitted to distribute a copy of the Soft-
ware.

“EULA” means the “Viavi Software and Data End User
License Agreement” that is presented to End Users as
part of the local installation of the Software or as part
of the web-based/remote access to the Software

2.NO SALE. Software and Documentation (and any
copies thereof), are licensed only, not sold. Viavi
reserves all rights, except as expressly granted in
these Software License Terms

3. LICENSE.

3.1 License Grant. Subject to the terms and condi-
tions of this Agreement, Viavi grants Customer a non-
sublicensable, non-exclusive, non- transferable,
limited license to permit Authorized Users and End
Users to use copies of the Software in accordance
with the applicable Documentation, within the scope of
the applicable License Model(s) (“License Models”)
described in Section 3.2 (License Models) and solely
for Customer’s internal business purposes. Viavi's
license grant is conditioned upon Customer’s contin-
uous compliance with these Software License Terms
and, if Customer violates any of these limitations or
restrictions or any other terms of this Agreement, the
license grant will automatically and immediately expire
without notice from Viavi. Customer acknowledges
that the license descriptions in this Section 3.1 and in
Section 3.2 (License Models) define the scope of
rights that Viavi grants to Customer and that any
usage of the Software outside the scope of that
license grant and the scope of any statutory rights
constitutes an infringement of Viavi’s and/or its licen-
sors’ Intellectual Property and/or Proprietary Rights as
well as a material breach of these Software License
Terms.

3.2 License Models. Any license grant under these
Software License Terms is subject to the limitations
defined in this Section 3.2 as applicable to Customer’s
License Model(s). Unless Viavi expressly specifies or
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agrees otherwise in a duly signed writing, all Software
shall be governed by a Standard License (see Section
3.2.1 (Standard License)).

3.2.1. Standard License. Unless Viavi expressly spec-
ifies in writing that one or more additional or different
License Models apply per Subsections 3.2.2
(Licensed Hardware) through 3.2.4 (Time Limit) below,
Customer may install the Software on computers
solely in accordance with one of the following options:

(i) Single User License. Unless Viavi specifically
describes in writing a license for the Software as
a “multi-user license”, Customer may install and
permit Authorized Users and/or End Users to
install and use one (1) copy of the Software on
either (i) one (1) stand-alone computer or (ii) one
(1) Product, neither of which may be connected to
a network in a manner that allows more than one
(1) Authorized User to access, manipulate or
otherwise create or use a copy of the Software.
Customer may not use the Software other than on
one (1) computer or Product.

(ii) Multi-User License. If Viavi identifies a license
for the Software in a duly signed writing as a
“multi-user license”, then Customer may install
and permit Authorized Users and/or End Users to
install and use copies of the Software on stand-
alone computers or Products, provided that the
Software is installed for no more than the
maximum number of Authorized Users and/or
End Users specified by Viavi. Each Authorized
User or End User may not use the Software other
than on one (1) computer or Product. The
maximum number of Authorized Users and End
Users for the “multi-user” license shall be two (2),
unless Viavi specifies another number in writing.

3.2.2 Licensed Hardware. Except in respect of Arieso
Software, if Viavi in writing identifies a certain
computer or Product (“Licensed Hardware”) on which
the Software may be used, then Customer may install
and permit Authorized Users and/or End Users to use
the applicable Software only on such Licensed Hard-
ware. Customer may migrate the Software to a
different computer or Product only if (i) Customer gives
thirty (30) days’ prior written notice to Viavi; (ii)
Customer does not upload or use the Software on the
Licensed Hardware after installing it on the destination
computer or Product; and (iii) Customer removes all
copies from the Licensed Hardware within two (2)
weeks after installing it on the destination computer or
Product, which will thereafter become the Licensed
Hardware for purposes of these Software License
Terms. Installation of the Software on such different

destination computer or Product terminates
Customer's license to use the previous installations of
the Software.

3.2.3 Server-Client Architecture. If Viavi identifies Soft-
ware in a duly signed writing as a “server software
product” (“Server Software”) then Customer may
install and host one (1) copy of the server portion of
such Software on a single server. Customer may
install and permit Authorized Users and/or End Users
to install and use copies of the client portion of such
Software on computers in accordance with one of the
following options:

(i) Floating Licenses. If Viavi specifically describes a
license for Server Software in writing as a “floating
license,” Customer may install and permit Authorized
Users to install and use the client portion of such Soft-
ware on a reasonable number of computers soley in
connection with the use of the Server Software and on
the condition that no more than the maximum number
of concurrent Authorized Users and End Users speci-
fied by Viavi may use the client or have access to the
server portion of the Software at any one time. If Viavi
does not specify in writing a different maximum
number of concurrent Authorized Users for a floating
license, the maximum number of concurrent Autho-
rized Users shall be one (1).

(i) Node-Locked Licenses. Unless Viavi specifically
describes in writing a license for Server Software as a
“floating license,” Customer may install and permit
Authorized Users and/or End Users to install and use
the client portion of such Software solely in connection
with the use of the Server Software and only on one (1)
computer for each authorized node (“Authorized
Customer Computer”). All activities related to the oper-
ation of the client portion of the Software must be
performed on the same Authorized Customer
Computer. The maximum number of Authorized
Customer and End User Computers shall be one (1),
unless Viavi specifies another number in writing.

(iif) Arieso Licenses. If Viavi specifically describes in
writing a license for Server Software as an Arieso Soft-
ware license, Customer may use the Server Software
on the condition that: (1) no more than the total
number of Authorized Users and/or End Users speci-
fied by Viavi may access the Server Software, and (2)
no more than the maximum number of concurrent
Authorized Users and/or End Users specified by Viavi
may access to the Server Software at any one time. If
Viavi does not specify in writing different numbers of
maximum total and concurrent Authorized Users and
End Users for this license, the maximum total and
concurrent numbers of Authorized Users and End
Users shall be one (1). If expressly specified in writing

Page 128 User Manual

700NMSI0302 Rev. 003



Appendix B Software License Terms

by Viavi, the license for such Server Software may
also be limited to one Customer cellular/wireless
network having the specified number of nodes and/or
wireless technology.

3.2.4 Time Limit. Subject to Customer’s ongoing
compliance with the terms and conditions of this
Agreement, including, without limitation, the payment
of all fees or charges related to this Agreement, the
term of the license(s) contained herein shall either a)
continue for the Viavi-specified period for any limited
duration license, at which point such license shall
automatically expire at the end of such period, or b) if
no period is specified by Viavi, continue until termi-
nated in accordance with Section 6.1 below. Notwith-
standing the foregoing, Viavi has the right to revoke
Customer’s license(s) at any time due to Customer’s
non-payment.

3.3 Copies. Except as expressly specified herein or
agreed otherwise in writing, Customer may duplicate
each item of Software that Viavi delivers only by (i)
permanently installing one (1) copy on a computer
(provided that Customer keeps the original copy that
Viavi delivered only as a back-up copy, separately
from any actively used Software; keeps records of
such original copies indicating the location of its
storage; and provides such records to Viavi upon
request), and (ii) temporarily uploading such copy of
the Software into the working memory of the computer
on which it has been installed to the extent necessary
for using the Software in accordance with the appli-
cable Documentation and License Models. Customer
may not create any other copies of the Software,
unless Viavi expressly permits additional copies in
writing.

3.4 License Key Management.Viavi may, at its sole
discretion, use or combine license management
programs with any Software, which automatically
monitor and enforce license restrictions and limita-
tions, provided that such precautions shall not relieve
Customer of its primary responsibility to ensure
compliance with these Software License Terms.
Customer expressly agrees to be fully responsible for
compliance by all Authorized Users with these Soft-
ware License Terms and all End Users with the EULA,
to take all actions reasonably requested by Viavi to
protect the rights of Viavi in the Software and Docu-
mentation, and to indemnify and hold Viavi harmless
against any loss resulting from any breach of these
Software License Terms by any Authorized User and
from any breach of the EULA by an End User or any
other individual or entity that Customer caused,
enabled or allowed to use the Software in any manner
not authorized under these Software License Terms

3.5 License Restrictions. To the extent permitted by
applicable law, Customer agrees not to (i) translate or
create any derivative works based on the Software or
Documentation or modify or alter the Software or
Documentation in any manner whatsoever; (ii) sell,
sublicense, lease, rent, loan, assign, convey,
distribute, or otherwise transfer the Software or Docu-
mentation to any third parties; (iii) copy or use the Soft-
ware or Documentation for any purpose or in any
manner not expressly permitted in these Software
License Terms; (iv) use the Software outside the
permitted scope of the applicable License Model(s);
(v) use the Software or Documentation, in any format,
for or in the interest of any third party other than by
Authorized Users; (vi) disclose the results of any
benchmark test of the Software to any third party,
without Viavi's prior written approval; or (vii) permit or
encourage any third party to do any of the foregoing.
Customer acknowledges that the structure, organiza-
tion and source code of the Software remain confiden-
tial trade secrets of Viavi and its licensors. Customer
shall cooperate with Viavi, and shall render all reason-
able assistance requested by Viavi, to assist Viavi in
preventing and identifying any use of, or access to, the
Software and Documentation, by Authorized Users,
End Users or otherwise, in violation of these Software
License Terms. Any computer(s) and/or server(s)
contemplated herein shall only contain one (1) single
core, single central processing unit (CPU) per such
computer or server. Additional fees may be applicable
for multi-core/multi-CPU computers and servers. For
greater clarity, no source code shall be licensed under
these Software License Terms (except as set forth
under the terms of any applicable Specific License(s)
(defined below))

3.6 Specific Licenses. To the extent that Customer
acquires from Viavi any Software that is accompanied
by or made available subject to end user license terms
(other than the EULA) and/orotherterms(in shrink-
wrap,click-throughor other format), either from Viavi or
originating from third party licensors ("Specific
Licenses") (i) Customer shall agree to such Specific
Licenses vis-a-vis the licensor specified in such
Specific Licenses; (ii) to the extent such Specific
Licenses conflict with Section 3.1 (License Grant)
through 3.5 (License Restrictions), the Specific
Licenses shall take precedence with respect to the
software (or portion thereof) subject to such Specific
Licenses; and (iii) Customer's right to use the software
(or portion thereof) subject to such Specific Licenses
will be defined and restricted as set forth in such
Specific Licenses. Original software developed by
Viavi is not subject to Specific Licenses, including
open source software licenses. Terms of these Soft-
ware License Terms that are different from applicable
Specific Licenses are offered by Viavi alone.
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4. AUDIT. Upon reasonable notice, Viavi or its
agent(s) may inspect Customer's facilities (including
computers) and records to verify Customer's compli-
ance with these Software License terms and payment
for all Software licensed (including applicable support
fees) to Customer. Customer will keep records
regarding its use in sufficient detail to permit this veri-
fication. Customer shall fully cooperate with such
audit, and grant all required assistance and dial-in
and/or on-site access to all networks, records, mate-
rials and equipment. If, after an audit, it is determined
that Customer has underpaid any amounts due, Viavi
will invoice Customer for and Customer will pay the
amount of the underpayment plus interest from the
date payment was due. If the underpayment is more
than five (5%) percent of the amount properly due,
Customer will also pay Viavi inspection expenses.
Viavi's rights and remedies under this Section 4 shall
be in addition to and not in lieu of any other rights or
remedies that are available to Viavi at law or in equity

5. LIMITED WARRANTY AND DISCLAIMERS.

5.1 Limited Warranty. Viavi warrants that on the
Delivery Date, the Software will substantially conform
to Viavi's specifications in the applicable Documenta-
tion, subject to the limitations and exclusions in
Section 5.1.1 (Excluded Causes) through Section
5.1.3 (No Warranties for Updates).

5.1.1 Excluded Causes. Customer has no warranty
rights with respect to defects or non-conformities
caused by or related to (i) use of the Software with
hardware or software that was not expressly specified
in writing by Viavi as suited for use with the Software;
(i) Customer's failure to follow Viavi's operating
instructions; (iii) failure to implement all updates,
upgrades, and other new releases of Software made
available to Customer (provided, for the avoidance of
doubt, that Viavi is not obligated to make available any
such new releases outside the scope of a separate
maintenance agreement); (iv) changes to the
Customer environment, in which Software was
provided; or (v) acts or omissions of persons other
than Viavi or its authorized representatives.

5.1.2 Modifications. Customer has no warranty rights
with regard to any Software (i) that has been modified
by someone other than Viavi, unless such modifica-
tions were directed or approved by Viavi in writing and
made in conformance with all specifications and
instructions provided by Viavi in such writing; (ii) that
Viavi modified in accordance with Customer's request,
specifications, or instructions, unless Viavi agreed in a
duly signed writing that the modified Software would
be covered by the limited warranty specified in Section
5.1 (Limited Warranty); or (iii) third party products

5.1.3 No Warranties for Updates. Viavi does not
extend any warranties under these Software License
Terms for any updates that Viavi may make available
under Viavi's Software Maintenance Terms. Any
warranties for any updates are exclusively and finally
provided for under Viavi's Software Maintenance
Services Terms, if applicable.

5.2 Exclusive Remedies. If the Software materially
fails to conform to the limited warranty set forth in
Section 5.1 (Limited Warranty), Viavi shall, at its sole
discretion (i) repair or replace the non-conforming
Software to remedy the non-conformity identified by
Customer in accordance with Section 5.3 (Warranty
Period); or (ii) issue a credit to Customer equal to the
amounts paid for the Software in exchange for return
of the non-conforming Software, in which case all
licenses granted to Customer under these Software
License Terms for such Software shall automatically
terminate. This Software warranty does not obligate
Viavi to provide any on-site repair or on-site replace-
ment of Software. At Viavi's discretion, repair of the
Software may be made in later releases of Software
and may require the purchase of additional software or
hardware at Customer's expense. THE REMEDIES
EXPRESSLY PROVIDED IN THIS SECTION 5.2
(EXCLUSIVE REMEDIES) WILL BE CUSTOMER'S
SOLE AND EXCLUSIVE REMEDIES AND SHALL BE
IN LIEU OF ANY OTHER RIGHTS OR REMEDIES
CUSTOMER MAY HAVE AGAINST VIAVI WITH
RESPECT TO ANY NONCONFORMANCE OF
SOFTWARE.

5.3 Warranty Period. Unless Viavi expressly specifies
or agrees on a different warranty period in a duly
signed writing, the Limited Warranty period set forth in
Section 5.1 shall be ninety (90) days and begin on the
Delivery Date. Customer shall have no warranty
claims under Section 5.1 (Limited Warranty), unless
Viavi receives from Customer, during the warranty
period and within thirty (30) days of the date on which
Customer noticed or should have known about the
warranty breach, (i) a written notice describing the
warranty breach in reasonable detail ("Warranty
Claim™"); (ii) remote and physical access to the affected
Software as well as information in sufficient detail to
enable Viavi to reproduce and analyze the failure.

5.4 Disclaimer. EXCEPT AS SPECIFIED IN
SECTION 5.1 (LIMITED WARRANTY), VIAVI MAKES
NO EXPRESS REPRESENTATIONS OR WARRAN-
TIES WITH REGARD TO ANY SOFTWARE. TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, VIAVI DISCLAIMS ALL IMPLIED WARRAN-
TIES, CONDITIONS, AND REPRESENTATIONS,
INCLUDING, BUT NOT LIMITED TO, ANY WARRAN-
TIES OR CONDITIONS OF MERCHANTABILITY,
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SATISFACTORY QUALITY, FITNESS FOR A
PARTICULAR PURPOSE, AND NON-INFRINGE-
MENT, REGARDLESS OF THE LEGAL THEORY ON
WHICH SUCH IMPLIED WARRANTY, CONDITION
OR REPRESENTATION MAY BE BASED,
INCLUDING, WITHOUT LIMITATION, CONTRACT,
COURSE OF DEALING, USAGE, OR TRADE PRAC-
TICE AND, WITHOUT LIMITING THE FOREGOING,
MAKES NO WARRANTY THAT THE SOFTWARE
WILL BE ERROR-FREE, THAT ITS PERFORMANCE
OR OPERATION WILL BE UNINTERRUPTED, OR
THAT THE SOFTWARE WILL PERFORM ON ANY
HARDWARE OR WITH ANY SOFTWARE, EXCEPT
AS EXPRESSLY CERTIFIED AS INTEROPERABLE
BY VIAVI IN THE APPLICABLE DOCUMENTATION.
THE SOFTWARE IS NOT FAULT-TOLERANT AND IS
NOT DESIGNED, MANUFACTURED, ORINTENDED
FOR USE OR RESALE AS SOFTWARE FOR USE IN
HAZARDOUS ENVIRONMENTS REQUIRING FAIL-
SAFE PERFORMANCE IN WHICH THE FAILURE OF
THE SOFTWARE COULD LEAD DIRECTLY TO
DEATH, PERSONAL INJURY, OR SEVERE PHYS-
ICAL OR ENVIRONMENTAL DAMAGE.

5.5 U.S. Government End Users. The Software is
made available to non-Department of Defense (DOD)
agencies of the United States Government with
RESTRICTED RIGHTS and its supporting documen-
tation is provided with LIMITED RIGHTS. Use, dupli-
cation, or disclosure by the United States Government
is subject to the restrictions as set forth in subpara-
graph "C" of the Commercial Computer Software -
Restricted Rights clause at FAR 52.227-19 or any
successor clause. In the event the sale is to a DOD
agency, the Government's rights in software,
supporting documentation, and technical data are
governed by the restrictions in the Technical Data
Commercial Items clause at DFARS 252.227-7015
and DFARS 227.7202 or any successor clauses. The
Software is a trade secret of Viavi for all purposes of
the Freedom of Information Act or its successor legis-
lation or any other disclosure statute, regulation or
provision and in all respects is and shall remain propri-
etary to Viavi or its licensors. The U.S. Government
must refrain from changing or removing any insignia or
lettering from the Software or from producing copies of
the Software and manuals (except one copy of the
Software for backup purposes). Use of the Software
shall be limited to the facility for which it is acquired. All
other U.S. Government personnel using the Software
are hereby on notice that use of the Software is subject
to restrictions that are the same as, or similar to, those
specified above

6. TERMINATION.

6.1 Termination for Cause. Without limiting Section
3.1 (License Grant) with respect to the automatic
termination of license rights for specific Software, Viavi
may terminate - at Viavi's sole discretion either all or
specific - licenses to Software granted hereunder, by
giving written notice, effective immediately, if within ten
(10) days of Viavi's delivery of a reasonably detailed
written request to cure, Customer has not cured all
breaches of payment obligations, license limitations
and restrictions, including, but not limited to, the
License Models, or any other substantial obligations
under these Software License Terms or the Agree-
ment. Upon such termination, Customer shall immedi-
ately pay all outstanding fees, cease use of all
Software and related Documentation, return or delete,
at Viavi's request and sole discretion, all copies of the
Software and Documentation in Customer's posses-
sion, and certify compliance with all foregoing obliga-
tions to Viavi in writing. These termination rights are in
addition to any other rights and remedies that Viavi
may have at law or inequity

6.2 Survival. Viavi's General Terms and these Soft-
ware License Terms, except Sections 3.1 (License
Grant), 3.2 (License Models), 3.3 (Copies) and 5.1
(Limited Warranty) shall survive termination of any or
all licenses granted hereunder.
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ONMSI Toolkit

This chapter provides a description of the ONMSi toolkit

Topics discussed in this chapter are as follows:

e “Introduction to ONMSi toolkit” on page 134

*  “Configuring the System” on page 135

e “Dashboard description” on page 136

*  “Backup and Restore the Database” on page 137
e “Using the OTU Toolkit” on page 137

*  “High Availability Solution” on page 141
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Introduction to ONMSi toolkit

The ONMS:i toolkit is installed on the ONMSi server, after the ONMSi application.

This toolkit allows to:

e  Start and Stop ONMS:i services.

¢ Backup/Restore Database.

* Display the Dashboard, to check if everything is working correctly.
e Performs OTUs operations.

¢ Send Trap notifications or e-mails if it has been configured.

The ONMS:i Toolkit can send alarms directly to ONMSi for following issues:

e Backup problem
e Synchronization problem
e Partition size problem

Other issues are sent by email and/or snmp traps.

1 To launch the ONMSi toolkit, double-click on the Viavi ONMSi Tool icon

Figure 126 ONMSiTools

2 Viavi ONMSiTools [_[O]x]

Corfig Services Database Ot HAS Alarms  About

stop DashBoard Backup Failover otu Quit
4t L]
it tiia i i to it bic i =

‘serverl ipmi_sddress value eupty!!!'
Ritietielitisble bl litisbis iy

EEEEAREE AR R AR

'server? ipmi_address value empry!!!'

Ritietielitiibic bl litisbis i

[Feb-03-2016 13:52:26] Checking Backup repository

[Feb-03-2016 13:52:26] (This could take a uhile)

[Feb-03-2016 13:52:27]

[Feb-03-2016 13:52:27] DB C: S9GB  SCSI ViMware Virtusl disk SCSI Disk Device
[Feb-03-2016 13:52:27] BCKP D:  99GB  $CSI VlMware Virtual disk SCS3T Disk Dewice
[Feb-03-2016 13:52:27]

[Feb-03-2016 13:52:27] bekp_used:29.0, bokp availiss

[Feb-03-2016 13:52:27] Backup repository successfully checked

[Feb-03-2016 13:52:27] Starting ToolRit

[Feb-03-2016 13:52:34] veluster-1b amawer: <lms

[Feb-03-2016 13:52:34] vcluster-1 answer: <lms

[Feb-03-2016 13:52:34] vcluster-2 answer: <lng

[Feb-03-2016 13:52:34] veluster-2b answer! <lus
[Feb-03-2016 13:52:34] Checking veluster-1 TK ssh server

[Feb-03-2016 13:52:35] Checked wvcluster-1 TK ssh server: True
[Feb-03-2016 13:52:35] Checked vcluster-lb TK ssh server: Trus —
[Feb-03-2016 13:52:35] Drive D: Size: 93GB Capacity: 40% Remaining: 59GB
[Feb-D3-2016 13:52:35] Checked vcluster-2 TK ssh server: True

[Feb-03-2016 13:52:35] Checked vcluster-2Zb TK ssh server: True

[Feb-03-2016 13:52:35] Checking veluster-1 OTU ssh server >
4

* All the functions are accessible via the Menu bar.
*  The main actions are available using buttons under the menu bar.
*  The unauthorized operations are greyed, and depend of the server role.

2 To start or stop the ONMSi services, use the Start/Stop button.
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Configuring the System

At first use, configure the system from the ONMS:i toolkit:

1 Click on Config.

2 Select Main Settings.

The following screen displays:

Figure 127 Main Settings

¥ ¥iavi ONMSiTools

onfic Services  Dat:
Main Gettings q
"

Test email
Test snmp trap

{re)Install sshd

Quit

||+ viavi oNMSiTools Config M= E3
Cluster
ibra ntsh :vrealarm|5

faloveractiveservices [

maintenance_geriod_mn |60

o

emailhb_feriod_mn |720

Backup

dh_recovery_file_dest D :dbrecoveryarsa

full_days [~ mon [~ tue [~ wed [~ thu [~ fri I sat ¥ sun
time [12:12

retention_days [15

Server1

ipmi_scidress |

address [volustar-1

address1 [voluster-1h

Server2

ipmi_acidress |

address0 |velustar-2

address1 |vc\ uster-zb

/8606080 80 006 06

O 6 6 600

Smtp
host |erneare|ay .ds.jdsu.net
SMtp_username |
mtp_password |
clomain |@stu .com
acmin_toaddrs |Jhondoe@waw .com
tailover_tosddrs |
Db_Misc

®

archivetrsfoeriod_mn |1

QK | Cancel Apply

3  Enter the wished parameters for Cluster / Backup / Server / Smtp.

(minimum 5)

Number of events before sending an alarm

Primary and Standby servers hostname or IP
address

=)

Primary and Standby servers second host-

Select to perform a failver if remote active
service is not launched

name or IP address, mandatory if autofailover
option

Period for maintenanceneeded reminders (in
mn)

Enter SMTP server address

Period for ONMSi Toolkit «I'm Alive» notifi-
cations (in mn)

Server username, if authentication is required

Database and customized files backup
repository, on another disk than Database

Server password, if authentication is required

Days for which a full backup is performed (at
least one)

Domain to append to the sender:
machine@domain.com

Daily backup time (format 24h)

Email address of the administrator(s). Sepa-
rate the addresses with comma. Test the
address using the menu Config. > Test email.

Number of days to keep the database back-
ups (min 15)

Email address of the system user(s) in case of
failover. Separate the addresses with comma.

©O0 © ©6 06060 0 0

Primary and Secondary server ipmi address
in case of autofailover

® 0 6 & 8 ® O O

Standby database synchronization period (min
5mn.)
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4 Press Apply, then Ok to validate the configuration.

5 SNMP configuration has to be made directly in configuration file, like other
secondary elements.

Click on Config. > Edit and select ONMSi_HAS or ONMSi_HAS_misc.

Figure 128

[_[O0x]

% Viavi ONMSiTools

Config Services Database Obu HAS Ala
Main Settings
Tesk email

Testsnmp trap |

(re)install sshd

it 16:35] rsymcxn
TART ramr

ot

To test the SNMP trap, click on Config > Test snmp trap.

Dashboard description

Click on the Dashboard button f' to display a general description of the server(s).

DashBoard

Figure 129 Dashboard

% Viavi ONMSiTools DashBoard
Role active || Part C Felb 03 2016 14:04:36
Mode cluster || Part. D, 13200
Canfig autofailover Lok
J
Server Role(s) Server State(s) Remate misc
veluster2 active || normal [ERH || Remote HAS senice [ok |
veluster-1 passive || nomal 6K || Time sync Lok
J
Nt e luster-2 active 5 fuster-2 Common Services on loca server
ONMSi Server RN || Jerich W6RN | oTusshd (1) Lok
Version 28509 || Opend] RN || Tisshe @) [ok |
oTU(s) || ONMSiSener [ok |
OFM_Monitor_Agent Lok
Hetwork()
Address meas. BW net Tsshd OTusshd
—lacal
M: veluster2 Lok Lok Lok
Bekp veluster2b Lok Lok
— remot
Main 22.96Mbis Lok Lok Lok
Bekp (used) 32.14Mbis Lok Lok
1PMI Power: UNKN.
LocalDatabase Remote Database Backun
State open || State MoUNTED || (Next) bkp time ot00
Mode prmaRY || Mode sTanoeY || Full day(s) sun
Incamation a3 || Incamation 3 || Ful [ok |
Resetlogs_id 02408844 || Resetlogs_id snz4eses || Archivelog [ok |
Sequence 284 || Sequence 284 || ControlFile [ok |
Status WGRN || status Lok
om sty
oTu# Period(mn) Alive Common Failed Status
local
" 30 7 (B354%) 7 (B354%) 4 (36.36%) Lok
emo
" 30 7 (B354%) 7 (B354%) 4 (3.36%) Lok

This screen allows to get a full overview of both servers, in case of HAS system.

Automatic refreshment is done every 1 minute.
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Backup and Restore the Database

Performing a manual Backup

At any time, a manual backup of the database can be performed via the ONMSi Tool:

1 Click on Backup button ?
2 Inthe dialog box, click on Yesp to confirm the start of the backup.
The Backup process starts.
Once completed, a dialog box informs you the backup has succeeded.

3  Click Ok to close the dialog box.

The database backup and ONMSi configuration files are stored in the directory
dbrecoveryarea/corectech in the destination defined in the Main settings
screen, in the parameter db_recovery_file_dest (see Figure 127 on page 135).

Restoring the database
1 Inthe ONMSIi Toolkit, click on Database

2 Click on Restore to restore as much as possible:

Click on Restore selected to select a defined restoration: select the restore from
the list opened and click on OK.

3 Inthe dialog box open, click on Yes to confirm the restoration of database and
customized files.

4 Click Ok to close the dialog box.

Using the OTU Toolkit

From the ONMS:i toolkit, you can manage the OTU(s) declared in ONMSi.
Click on the Otu button E to open a list of OTU operations:

Otu
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Figure 130 OTU operations

OTU Operations:

Display the OTU(s) versions

Reboot the OTU(s)

Update the OTU(s)

Transfer the update files on the OTU(s)
Download the OTU(s) logs

Delete all the alarms on the OTU(s) drive

Test the remote access to the OTU(s)

Test the OTU(s) hard disk
Only for the OTU 80000e

[0]4 Exit

Testing the remote access to the OTU(s) installed

From the OTU operations window:
1 Click on CheckAccess > Ok.
2 Select the OTU to be tested

3 Click on OK.

The OTU Operation Report displays. Faulty and successful operations are listed.

Figure 131 Remote OTU tested

0T 0PERATIONS WITH ERRORS: |

SUCCESSFULL 0T 0PERATIONS:

Involved Otu(s):
10.33.17.11

+ 10.33.17.11

: True
: 32.13M/s
iy revne bu dom  : 32.13Mb/s

sH;I

Downloading the logs files for an OTU

From the OTU operations window:

1 Click on Getlogs.
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2
3

Select the OTU for which logs must be downloaded.
Click on OK.

The OTU Report displays. A file containing the OTUs logs file is generated in: \RFTS-
_SCRIPTS\cluster\log\otu\snapshots\[OTU name or IP]\get-snap-
shot.SN.YYYYMMDDHHMM. tar.gz.

Figure 132 Getlogs

Updating the OTU

Transferring the update files

Transfer the update files in prevision of a future update of the OTU(s):

1

2
3
4

In the OTU operations, click on Transfer button.
Select the OTU(s) for which the update files must be transferred.
Click on OK.

In the new dialog box, select the Release to be transferred for the selected
OTU(s).

The .tar file must be in \RFTS_ SCRIPTS\Release OTU.
Click on OK.

Check in the report if the transfer is valid.
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Figure 133 Transfer update file

ey Py #" Otu Operation rej B
4 select Dtu(s) Hi=] E3 7 Select release [_[O] x Ctemm it P
10.33.17.73 |~ 4 #already on 10.33.20 2408222 |~ Thu Jan 03 11:40:28 Romance 3tandard Time 2013 =
10,53.20, 240 b3, 22 bar Processed 1 Otu(s) Transfer Operation
10.33.20.244 otuU-2, 5% kar Processed Oru(s):
jobu-5000e-4932 8 #to be bransferredssfd REsAR00ESSaae
ot-2, 54 . kar
T OPERATIONS WITH ERRORS:
Dtu_gés'tar Mo failed Otw opezaticn
oCu-3, JLar
tu-3.22 kar N
b sl s e e SUCCESSFULL OTU OPERATIONS:
jobu-Slyz-3.50.kar gz zzzfg;;:;;éfv B
LI lobu-Sky2-3,51 kar.gz N
ar.gz + stu-s000s-4s82
[clickan an item or add newane |+ ) e
Frone | Frombist| ol | ST -
4| release_hardware ;T s000e

O | Cancel | fal’s Cancel | _>

TTNZekv2-2.91.tar.gz’, 'otu-8kv2-2.93.tar.gz’, 'otu-

Updating the OTU(s)

The OTU(s) can be updated via the ONMSi Toolkit

The update file will be transferred if it is not present on the OTU.
In the OTU operations, click on Upgrade button.

Select the version to be installed on the OTU(s).

Click on OK.

In the new dialog box, select the part to be updated.

Click on OK.

O O A WON -

Check in the report if the update is valid. There is no report when updating more
than one OTU.

Figure 134 Updating the OTU(s)

' Otu Operation report: [=]

Highiight
Thu Jan 03 14:16:58 Romance Standard Time 2013 o

Processed 1 Otu(s) Upgrade Operation

Processed Otu(s):
otu-8000e-4992

OTU OPERATICNS WITE ERRCRS:
o
Select release |- (O] x] No failed Otu operation

SUCCESSFULL OTU OPERATIONS:

Involved Otu(s):
otu-8000e-4992

otu_host : otu-3000e-4992
otu_server : 10.33.20.154
selzcted ocperation  : Upgrads_Completion
otu_hardware : OTU 8000e
otu_runmode : normal
selzcred_release : otu-8kv2-3.0.tar.gz

select release release_hardware : OTU 8000
selected_version i 3.00

ﬂ CLDE‘I selected module : Normal

upgrade_from i etu
upgrade_launched : True
perarion au £u1) : Tro

otu_versions :
ot : 3.00
Rescue : 3.00

=
|L|
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High Availability Solution

The High Availability Service menu on ONMSi Toolkit allows to manage the server(s)
and the failover for ONMSi backup server:

¢ Display the server status
e Activate the standby server

*  For the Failover, switch to On demand mode or to Automatic mode (license
required)

* Upgrade the standby server to the same ONMSi version as the main server
* Rebuild standby database if unable to synchronize automatically.

NOTE

Do not forget to configure HAS information on ONMSi, when installing the standby
server: see “Main and Backup server” on page 14.

Fail over main points and Pre-requisites

Main points
. 2 independent physical networks between servers (mandatory in automatic
mode)
e  Automatic or manual failover (licnese required)
. Uses OTUs visibility to failover, (only in automatic mode)
*  Automatic database synchronization
. Automatic standby reconstruction
. One single server active at same time
. Notification by email or snmp trap

Pre-requisites

e 2 identical servers

For more information on pre-requisites and configuration of servers, refer to
Chapter 14 “ONMSi System Requirements”.

Activities

Main service (ONMSIi_HAS) activities
* Database status (every 1 min)
¢ ONMSI Server heart beat (every 1 min)
¢ OTUs reachability for automatic mode (every 30 / 4 min)
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e Database synchronization (as defined in main Settings screen - see Figure 127
on page 135)

*  Networks status

o In automatic mode, checking failover conditions
*  Sending notification through email or snmp traps
e Database backup

WatchDog service (ONMSi_HAS WatchDog) activities

e Checking if main service is running

*  (Re)launching main service if needed.

* (Re)booting server if needed

*  Sending email or snmp trap notifications

Monitoring principles

* Running a periodic Heart Beat batch on both servers:
—  Every minute
— Local and remote net (ping)
— Local and remote ssh status
— Remote IPMI status - only if used (for Automatic mode only)
— Main application (ONMSi) heartbeat
— ONMSI Active services
— Local and remote Database status
— Remote main service alive status

* 30 minutes cycling, faster on issues (configurable)
— OTUs health (OTU alive status) evaluation (every 4 minutes after failure)
— Both server’s common OTUs evaluation

Fail-over conditions in automatic mode

Failover conditions are regularly checked on standby server (every 1 minute)

Without network and no common OTU:

* Fail over if passive server sees more than 60% of OTUs
¢ ONMS:I server stopped on current active server

With network and local OTU visibility fail over when:

* Main application no more answering on active server
* OTU SSH status False on active server
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Failover is triggered after a configurable number of successive failures (>10 by default)

Failover is triggered only if current active server is or can be deactivated (no dual acti-
vated servers).

Failing-over process in automatic mode

Try to softly deactivate faulty server (stopping active services)
In case of failure try a soft shutdown (ssh shutdown)

In automatic mode, in case of failure try it the hard way (IPMI power-off) — Only if
IPMI is used

If deactivation succeeded try to activate machine:
— Activate and update database and launch active services
— Launch a full backup

If activation failed, go into «maintenance_needed» mode

If deactivation succeeded previous active server automatically configured as
standby server

Email or snmp trap notifications for main steps

Maintenance issues

Sometimes a server issue can't be solved, in that case the server goes into a ‘mainte-
nanceneeded’ state with periodic (configurable) reminder email notifications.

The main ‘maintenanceneeded’ issues are:

— Cannot open active database (leads to a failover)

— Local db incarnation younger than remote one, but remote server seems to
be active

— Giving up rebuilding stby database, too much failures: 5

— Activation aborted due to other server's visibility and deactivation failure
—  Local backup server activation failure

— An active service already started or unknown state on another server

In that state applications are not launched

Restarting the ‘ONMSi_HAS'’ service can help solve the problem.

NOTE
Do not hesitate to contact Viavi in case of problem or doubt.
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Server's Status

Different server status are available:

localdbcheck server checks his db (at startup or temporary not reach-
able)

remotedbcheck server checks remote db (at startup or temporary not
reachable)

noremotenet_ cannot ping other server on either network links (deacti-

vates himself and waitsfor net coming back)

normal passive server: syncs regularly with main server’s db,
ready to failover

active server:runs ONMS applications

degraded passive server: would not failover due to ssh or less than
60% OTUs visible

active server: stops active services for same reasons
failingover standby server becomes active
rebuildingstby standby server makes a full db sync

maintenance_needed cannot solve ‘maintenancereason’ pb alone (service
restart can help)

Activating the passive server

Alarms

In case of problem on main server, the manual activation of the passive server may be

required.
1 In the ONMSi toolkit, click on FailOver button !\‘

FailOver
2 Inthe dialog box, click on Yes to confirm you want to failover to passive server.

3  Follow the steps described in the Dashboard.

The Alarms menu allows to consult the local or remote issues detected by the ONMSi
toolkit.

Click on Alarms > Show events to display all
the events active on local server.

Click on Alarm > Remote events to display all

i About
the events active on remote server. Alarms  Abou
Show events

Click on Alarms > Clear active events to

Clear active events E’
delete all the alarms on the local server. Clear ONMSi Toolkit evants
Otu

Show remote events
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Click on Alarms > Clear ONMSi Toolkit events to delete all the alarms sent to the
ONMS..

Test email: allows to test the e-mail configured in the Main Settings screen (see “Main
Settings” on page 135).

Test snmp trap: allows to test the snmp trap, configured in the Main Settings screen
(see “Main Settings” on page 135).

User Manual ~ 700NMSI0302 Rev. 003 Page 145



Appendix C ONMSi Toolkit
Alarms

Page 146 User Manual ~ 700NMSI0302 Rev. 003



IndeXx

A

About ONMSi 9
Account lockout 106
Action list 9

Add Trace 34
Additional attributes 112

Alarm 109
acknowledge 79, 82
attenuation 60
clean 80
clear 82
delete 82
details 78, 79
download pdf 80
history 81
ID 28, 80
list 78
OTU on schematic 76
pdf 80
peak 63
purge 100
section 73
severity 79
table 82, 83
viewer 10, 78

Attenuation 24, 32, 59, 60, 94
Audit log 100

Authentication 38, 39, 42, 103, 106
Automatic fail-over 14

B

Backup 118
Backup server 14
Bandwidth 118, 119
Both end measurement 65
Budget 22
data download 57
graph 26
time slot 66
variation 60

Cc

Connection test 17
Contact details 45
Contextual help 9, 11
CPU 118

D

Dashboard 30
system 8

Desktop Alert
disable 88

Desktop alert 45, 85
configure 87
display 87
installation 86
profile 111
remove 88

Detection 54, 55

Domain
add 48
copy a link 51
delete otu 51
remove otu 50

Domain role 40, 41

Download 92
alarm 80
alarm table 84

E

E-mail 38, 44, 85, 108, 109, 110
formatting 110

Escalation 108

Events table 33

Excel 7, 44, 57, 84, 92, 94, 97, 115
landmarks table 69

F

Fail-over 14
Fiber Length extension 60

700NMSI0302 Rev. 003 Page 147



Index

Filters 30, 34, 82, 83, 110
audit log 7
e-mail 109

First Marker (FM) 22, 24, 31
Formatting 110

G
Geographical file 73

H
History 81

Inventory report 93

IP Address
OTU 16

IP address 7, 14, 103
server 6

IP Port 118, 119

K
KLM 73

L

LAN 14

Landmarks 66—72
association 71
force association 71
table ??—70

Last Marker (LM) 22, 24, 31

LDAP 39—40, 102—103
Manager 103

Localization 54, 55

Main server 14
Manual fail-over 14
Marker A & B 32
Modem 119

N

Notification 38, 44, 56, 85, 87, 106, 110
Notifications 39

(o)

Online help 9

Optical events 32
landmarks 70

ORL 64, 65
OTDR 2, 22, 54, 58, 63, 73, 81
reference trace 24

OTU 50
add 16—17
add to schematic 75
connection test 17
delete from domain 51
ping test 17
recall test 17
remove from domain 50
run test 16
test connection 16

P

Password 6
expiration 106
history 105
policy 103, 104
quality 104
system 6
user 38, 43

PDF 7, 80, 84, 92, 111, 115
Peak 61—63

Ping test 17

Ports association 22, 23
Purge 100

Q

Quick search 9

R

RAM 118
Rebuild (OTU) 17
Recall test 17
Refresh

config. (OTU) 17
Report

create 94

excel 97

execute 96
templates 94

Ringtone 87

S

Scale factor (Landmarks) 72
Schematic 114
OTU 75
Section 10
Server
address 13—14, 87
backup & main 14
IP address 6
LDAP 103
name 6
system 6
Severity 79
Slacks (Landmarks) 72

SMPP 119

Page 148 User Manual

700NMSI0302 Rev. 003



Index

Splitting section (Landmarks) 72
Sub-domains 49
Synchronization 66—??

System dashboard 48

System role 40—41

T

Table
configuration 92
download 92
events 33
landmarks 67—70

TCP Ports 119

Test
connection 16
on demand 59
purge 100
schedule 57
stop 58

Time slot 66

Trace
add 34
color 34
multi- 34

Trace Browser 30
Trace viewer 30

U

User
add 38
alerts 39
API 103
connected 46
contact details 38
details 38
disconnect a 46
domain 40
domain role 42
LDAP 39—40, 102—103
password 6, 43
preferences 9
session duration 101
system 40
system role 42

V4
Zoom 24, 31

User Manual

700NMSI0302 Rev. 003

Page 149



Index

Page 150 User Manual  700NMSI0302 Rev. 003






VIAVI

700NMSI0302

Rev. 003, November 2016 E ﬁIEI
English ] :

Viavi Solutions

North America: 1.844.GO VIAVI / 1.844.468.4284
Latin America +52 55 5543 6644

EMEA +49 7121 862273

APAC +1512 201 6534

All Other Regions:  viavisolutions.com/contacts
email TAC@viavisolutions.com



	ONMSi
	Notice
	Copyright
	Trademarks
	Ordering information
	WEEE Directive Compliance

	Table of Contents
	About This Guide
	Purpose and scope
	Assumptions
	Technical assistance
	Recycling Information
	Conventions

	Chapter 1 ONMSi Overview
	Introduction
	ONMSi Benefits
	ONMSi Features
	ONMSi Architecture

	Chapter 2 ONMSi login and general view
	Pre-requisite
	Log-in
	Audit logs

	General User Interface
	Text colors
	Shortcuts panel
	Tree view
	Description of the objects in the Tree

	Alarm viewer
	Keyboard shortcuts


	Chapter 3 Setting the Server address
	Setting up the server address

	Chapter 4 Adding an OTU
	Adding an OTU
	Testing the connection and refreshing the configuration
	Configuring the OTU
	Associating OTU address to server
	Launching an Autotest of the OTU
	Moving the OTU
	Replacing an OTU


	Chapter 5 Monitoring a link
	Optical Link monitoring principle
	Provisioning the link
	Reference trace display
	Changing the reference trace

	Landmark setting
	Checking long term degradation

	Chapter 6 Displaying the alarms
	Alarms view

	Chapter 7 Trace Viewer
	Opening a trace using the Trace Browser
	Trace display
	Zooming on trace
	Positioning Markers
	First and Last markers
	A & B markers
	Optical events

	Trace details
	Displaying the events table
	Changing the trace color


	Multi-trace display
	Adding trace(s)
	Multi-traces display
	Changing the active trace and the trace color
	Trace and events table



	Chapter 8 Managing users
	Adding a user
	Adding a «standard» user
	Creating a user with LDAP

	Defining the system and domain roles for the user
	System and Domain roles principle
	Creating a System or Domain role
	Assigning System roles to a user
	Assigning Domain roles to a user

	Changing the current user preferences
	Changing the user password
	Changing the excel version to be used
	Modifying the notification address
	Displaying desktop alert

	Displaying the connected users

	Chapter 9 Managing domains
	Domain principle
	Creating a domain
	Adding sub-domains
	Copying an OTU to another domain
	Removing an OTU from a domain
	Deleting an OTU
	Copying a link to a domain


	Chapter 10 Advanced Monitoring
	Advanced Setup
	Localization distinct from detection
	Fault distance change notification
	Downloading budget data
	Scheduling a test
	Stopping the test / all tests and forbid any shoot on the link

	Performing a test on demand

	Advanced Monitoring
	Modifying the attenuation thresholds
	Alarms on test attenuation

	Fiber length extension
	New peaks
	Existing peaks
	ORL
	Both end measurement
	Cable Documentation
	Activating the Cable documentation function
	Activating the Association landmarks and optical events
	Completing the landmark table
	Creating a landmark table from a trace
	Create a landmarks table from an Excel file
	Associating Landmark and Optical Event
	Splitting section

	Associating a geographical file to a link
	Adding an OTU to a schematic
	Adding an OTU to the schematic
	Displacing the OTU on schematic
	Centering the OTU on schematic
	Displaying the dashboard of an OTU alarm from the schematic



	Chapter 11 Alarms management
	Alarms Display
	Alarms Viewer
	Alarms details

	Actions on alarms
	Changing the alarm severity
	Acknowledging an alarm
	Clearing an alarm
	Downloading a pdf file of the alarm (detail view)
	Alarm History (detail view)
	Injection alarm

	Deleting an alarm (detail view)

	Actions on table display
	Filtering the alarms in the table
	Configuring the alarms table
	Downloading the alarms table
	Other actions on table

	Notification by e-mail of an alarm
	Alarm Desktop alert
	Installing the extension in Google Chrome TM
	Configuring the desktop alerts
	Display of the desktop alerts
	Disabling or removing the Desktop Alert extension


	Chapter 12 Tables and Reports Management
	Downloading data from a table / list
	Configuring the table
	Downloading the data from a table

	Inventory Report
	Generating reports
	Displaying reports templates
	Creating a report
	Launching the report


	Chapter 13 System settings
	Configuring and launching a manual purge
	Configuring an automatic purge
	Configuring server advanced parameters
	Users
	Defining the session duration
	Configuring the LDAP
	Configuring the password policy
	Password quality
	Password history
	Account lockout
	Password expiration
	Advanced configuration


	Point to Point Configuration
	Point to Point General configuration
	Landmarks & optical events configuration
	Monitoring configuration

	Configuring e-mail/sms alert profiles
	Defining Escalation
	Defining filters for the e-mail notifications
	Configuring the e-mail format

	Configuring Desktop alert profiles
	Additional Attributes
	Configuring an object with additional attributes
	Displaying and completing the attribute

	Downloading a schematic
	Scripts

	Chapter 14 ONMSi System Requirements
	ONMSi Server
	ONMSi Web Client
	ONMSi Network
	High availability (option)
	Optical Fiber Mapping (option)
	Alert notification (option)
	SNMP Interface (option)
	Web service Interface (option)
	Access from a mobile phone via internet
	Light Directory Access protocol (LDAP)

	Appendix A Application Programming Interfaces
	Content of the Online Help for SNMP API
	Content of the Online Help for Web Services API
	SOAP Web Service API
	Rest Web Service API


	Appendix B Software License Terms
	Appendix C ONMSi Toolkit
	Introduction to ONMSi toolkit
	Configuring the System
	Dashboard description
	Backup and Restore the Database
	Performing a manual Backup
	Restoring the database

	Using the OTU Toolkit
	Testing the remote access to the OTU(s) installed
	Downloading the logs files for an OTU
	Updating the OTU
	Transferring the update files
	Updating the OTU(s)


	High Availability Solution
	Fail over main points and Pre-requisites
	Main points
	Pre-requisites

	Activities
	Main service (ONMSi_HAS) activities
	WatchDog service (ONMSi_HAS_WatchDog) activities

	Monitoring principles
	Fail-over conditions in automatic mode
	Failing-over process in automatic mode
	Maintenance issues
	Server’s Status
	Activating the passive server

	Alarms

	Index


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile ()
  /CalRGBProfile ()
  /CalCMYKProfile (Japan Color 2001 Uncoated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings true
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages true
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth 8
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /FRA <>
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [566.929 822.047]
>> setpagedevice


