
Application Note

Strategies for 
Managing WiFi 
Networks
Create a robust WiFi network with WiFi Advisor™

Managed WiFi services are a rapidly growing revenue source for residential service providers. 
Resolving customer WiFi problems helps improve customer relationships and the customer 
experience and provides the opportunity to upsell broadband services. 

· A more robust home WiFi network can support the services customers expect like video, 
voice and video telephony or gaming—while a poorly-functioning WiFi network taints and 
throttles the customer experience

· Educating the customer reduces customer frustration because once educated, they can 
often assist with self-triage in their home WiFi network

This application note provides strategies for improving the customer 
experience and reducing customer complaints. 

Why is WiFi Vulnerable to Intermittent 
Problems? 

A Dynamic Ecosystem and Rapidly Changing Utilization Demands

The WiFi network is a dynamic ecosystem. The physical bandwidth in 
the air on any given channel is shared by resident client devices and 
those on a neighbor’s network. Mobile clients are moving around in 
the residence and the traffic is ratcheting up and down based on user-
application activity. Neighboring network traffic that shares a channel 
impact capacity and throughput speeds. Intermittent problems are 
common as clients, applications, and the numbers of users change.

It is important to avoid the crowd. Imagine what would happen if we 
all tried to enter a freeway at the exact same time. Collisions would 
ensue or traffic speeds would slow down. WiFi is similar. If all the drivers 
ahead drive below the speed limit, all the cars that follow must slow 
down also. Older WiFi devices transmit and “talk” slowly, and slow WiFi 
speeds are just like slow drivers: old devices with old 802.11 protocol 
standards slow everyone down by consuming capacity in the network.

Coverage and Physical Signal Loss and Interference

WiFi signals travel through the air and physical barriers such as 
mirrors, metal duct work, or dense building materials can block signals. 
Distance from the antenna causes a reduction in signal strength or 
signal attenuation between the access point (AP) and the client. As 
users migrate around a residence with a mobile device, the line of 
sight to the antenna is constantly changing. Additionally, an AP only 
has so much reach to provide coverage in a residence. Figures 1 and 2 
illustrate these issues.
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Figure 1. WiFi signal strength is attenuated by  
distance and intervening structures/materials

Figure 2. 802.11g with 2.4 GHz reach vs. 802.11a with  
5 GHz reach (both with PHY rates of 6 – 54 Mbps)

Noise on the Channel

Noise emitters such as alarm systems, baby monitors, and microwaves 
can disrupt WiFi transmissions by robbing bandwidth from the 
intended WiFi signal. 

What’s more, adjacent channels can interfere with one another 
much like when one hears two radio programs at once. 2.4 GHz WiFi 
channels bleed over into neighboring channels due to the width and 
spacing of the channel plan. Adjacent channel energy from Ch. 2 and 4 
can’t be managed by the 802.11 protocol for a transmitter in Ch. 3 and 
is treated as noise. 

In Figure 3, each SSID represents a different WiFi network within 
three neighboring networks. One can imagine what this simplified 
picture would look like in a densely-populated high-rise building in a 
metropolitan city such as New York, Shanghai, or Paris.

Figure 3. Adjacent channel interference

Troubleshooting and Mitigating Chronic 
Complaint Cases with WiFi Advisor
WiFi Advisor helps locate problems and identifies the ideal physical 
location, channel, and WiFi band for a WiFi AP.

Figure 4. WiFi Advisor

Typical chronic complaints include: a customer that can’t connect or 
frequently disconnects, slow speeds, and delayed and pixelated video 
services. 

The first step is to ensure that the router/access point is powered 
on, operational, and is connected to the broadband service at the 
appropriate service level. 

 y Replace equipment if it is faulty 

 y Fix broadband service if required

 y Ensure equipment firmware is up-to-date
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The next step is to establish where WiFi problems are occurring. If the 
answer is “everywhere”, use the WiFi Advisor SmartChannel Wizard to 
assess noise in the environment:

1. Launch the WiFi Advisor SmartChannel Wizard and select the customer’s 
AP for analysis.

2. When the SmartChannel Wizard Summary screen has populated, on 
the left hand portion of the screen select the Trend Graphs option 
underneath the More selection.

3. With Trend Graphs running, assess the noise level and utilization due to 
noise % in multiple locations throughout the house. 

Figure 5. SmartChannel Wizard Trend Graphs

 If high noise (> −70dBm) and/or high utilization due to noise (>25%) 
is everywhere (or nearly everywhere), see Strategies for Solving Noise 
Issues below.

 If noise seems within normal parameters, see Strategies for Solving 
Channel Utilization/Capacity Issues below. If the customer is experiencing 
slow service without connection problems, channel-utilization issues are 
likely in play rather than SNR-related issues.

If the answer is “only in locations A, B and C,” and all other locations 
are working fine, the issue is likely to be SNR related (either RSSI and/
or noise):

1. Launch the SmartChannel Wizard and select the customer’s AP for 
analysis.

2. When the SmartChannel Wizard Summary screen has populated, on 
the left hand portion of the screen select the Trend Graphs option 
underneath the More selection.

3. With Trend Graphs running, visit each of the problematic locations 
indicated by the customer and assess the RSSI, noise, and SNR of the AP 
at each location.

Figure 6. SmartChannel Wizard Trend Graphs

 If poor SNR is noted (for example, less than 15 dB), determine if the 
SNR degradation is due to low RSSI (less than −70 dBm) or high noise 
(greater than −70 dBm).

 If RSSI is too low, then proceed to Strategies for Solving WiFi Coverage 
and Signal Strength Issues below.

 If noise is too high, see Strategies for Solving Noise Problems below.

Strategies for Solving WiFi Coverage and 
Signal Strength (RSSI) Issues
For all of the recommendations below, use the WiFi Advisor’s 
SmartChannel Wizard Trend Graph to assess the effectiveness of any 
changes.

1. Move or reposition the AP to a closer or more centralized location that 
will help improve RSSI to the affected locations. 

 Improving signal strength in one location frequently comes at the 
expense of signal strength elsewhere. Be careful to balance the reach 
of the AP as much as possible. Some rules of thumb for smart AP 
placement include:

 y A central location is usually better—avoid placing the AP in a corner 
of the house or along an exterior wall as this greatly limits the useful 
radiation pattern of the AP

 y Do not place the AP on the floor or behind furniture—higher, 
unobstructed placement is better

 y If the AP permits adjustment, vertical antenna orientation is normally 
preferred
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2. Remove or circumvent typical signal path obstructions such as:

 y Metal objects like file cabinets, shelving, appliances, duct work, or 
large mirrors

 y Dense building materials like brick, stucco, stone, concrete, concrete 
with re-bar, fireproof concrete, walls with metal studs, wire mesh in 
plaster walls, bullet-proof glass

 y Items with high water content like fish tanks, radiators, flower pots 
and water coolers, and people

 For example, moving an AP placed in the kitchen as little as 4 feet so 
that it is no longer blocked by a refrigerator can have a huge impact on 
an AP’s ability to reach other locations in the home.

3. Update old wireless equipment. Modern multi-antenna, multi-stream, 
beamforming AP designs can greatly assist with coverage and reach issues.

4. If the coverage issue is with a 5 GHz network, consider using the greater 
reach of the 2.4 GHz band to solve the customer problem. This may 
involve configuring the client devices in use in the problem locations 
to use 2.4 GHz only, or creating a unique, 2.4 GHz-specific SSID to help 
ensure that dual mode clients will connect only on 2.4 GHz.

5. If problematic locations are at opposite ends of the AP, such that 
movement of the AP in any given direction will result in one of the 
problem locations getting further from the AP, or if the space to cover 
is simply too large for a single AP, then additional equipment may be 
required, such as:

 y MoCA, Ethernet, or PLT to wireless extenders

 y Wireless repeaters — however, note that most wireless repeaters will 
use twice the WiFi channel utilization to move data to and from a 
device served by the repeater vs. serving the same device directly 
from the main AP; placing high utilization devices such as streaming 
video devices on the repeater’s WiFi network then presents the 
possibility for WiFi channel utilization problems

 y A wired connection for devices such as smart TVs, set-top boxes, 
computers, or streaming video players using CAT 5/6 Ethernet

Strategies for Solving Noise Issues
Use the SmartChannel Wizard to determine if noise is an issue (this 
may be location specific).

1. In the SmartChannel Wizard, select the band and BSSID of interest. 
When the Summary screen results populate, observe the noise value. 
If noise is greater than −70 dBm, then launch the Trend Graphs screen 
under the More selection. Keep in mind that −60 dBm is greater than 
−70 dBm and −80 dBm is less than −70 dBm.

Figure 7. SmartChannel Wizard Trend Graphs

2. Use the Utilization and Utilization Due to Noise graphs to help hone in 
on the type of noise potentially in play. 

 Low to moderate levels of noise could be due to WiFi activity on strong 
adjacent channels. This is most easily seen using the BSSID View in the 
WiFi Advisor Single Ended Troubleshooting application. Move your AP to a 
channel that optimizes the combination of adjacent and co-channel AP’s.

Figure 8. WiFi Advisor BSSID view

 The Channel View in the WiFi Advisor Single Ended Troubleshooting 
application provides relative channel scoring and recommendations, which 
can be used to confirm that the currently selected channel is sufficient.
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Figure 9. WiFi Advisor Channel view

 High Utilization along with high noise is a good indicator that there is 
a non-802.11 interferer in the channel. Use the Spectrum Analyzer to 
investigate further as discussed below.

3. If non-802.11 interference is suspected, detect, locate, and mitigate the 
noise source using the Spectral Graph under the More selection in the 
SmartChannel Wizard. Alternatively, use the Spectrum Analyzer view in 
the Single Ended Troubleshooting application.

 Normal WiFi spectral activity has a more or less rectangular shape, or 
envelope, due to the nature of the many overlapping (and roughly equal 
power) OFDM carriers that comprise WiFi communication in a channel. This 
assumes OFDM modulation typically used by modern 802.11 standards.

Figure 10. Normal 802.11 spectral activity

 Non-802.11 interference sources that are the most damaging to WiFi 
frequently have two fundamental characteristics:

 y They tend to have very sharp or spiky signatures, in contrast to the 
generally rectangular envelope of the OFDM haystack

 y They tend to stay put in a channel, or migrate very slowly across 
multiple 802.11 channels—by not hopping rapidly across multiple 
channels (as Bluetooth does), their damage is felt continuously by 
WiFi devices using that particular channel; channel hopping and 
digital sequence spread spectrum strategies employed by some non-
802.11 wireless devices have a lesser effect on 802.11 performances

 For example, the spectral signatures in Figure 10 are obviously non-
802.11 interferers that can greatly impact WiFi communications.

Figure 11. Microwave signature in Spectral view

Figure 12. A/V transceiver signature in Spectral view
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4. Once a non-802.11 interferer is identified, one has several options for 
mitigating their effect:

 y Remove the interferer (if permitted and within the customer’s control )

 y Move the AP to a channel not affected by the non-802.11 
interference (this may require getting permission)

 y Move to another band 

 y Move WiFi devices and the interferer further apart to minimize 
impact (the attenuation of RF energy is mitigated by the square of 
the distance)

5. As a method of last resort, install a wired connection (CAT 5/6 Ethernet 
direct, MoCA to Ethernet bridge or PLT to Ethernet bridge) to the 
location(s) most strongly affected by the interference. There are a few 
obvious limitations to this strategy:

 y Only devices with Ethernet ports will be helped in this manner—
these are normally fixed in location and not mobile

 y Wireless extenders or repeaters won’t help here unless the channel or 
band of these devices is changed to avoid the interference as noted 
above—steps that would be more effective if applied to the main AP 
in the first place

Strategies for Solving Channel Utilization/
Capacity Issues
If there appears to be sufficient SNR (high signal and low noise) at 
each location of interest to the customer, yet there are still issues with 
slow speeds and buffering video over WiFi, then a crowded channel is 
a likely source. If SNR is suspect, use the strategies in the previous two 
sections to help improve coverage and reduce noise.

1. Begin by using the SmartChannel Wizard to analyze your customer’s BSSID 
and channel. Launch the SmartChannel Wizard and select the band and 
BSSID of interest. When the Summary screen results populate, observe 
the Channel Utilization value. If Channel utilization is high (> 50%), 
then utilization is the likely culprit.

Figure 13. High channel utilization shown in  
SmartChannel Wizard Summary screen

2. Using legacy security settings can greatly limit the speed of a WiFi 
network even if the equipment in place is new. If the security type listed 
in SmartChannel Wizard is shown as WEP or WPA, then configure the AP 
to WPA2-AES. If the AP can’t be configured this way, it is old and should 
be replaced with more modern equipment.

3. Observe the Co-channel and Adjacent Channel statistics in the 
SmartChannel Summary screen. 

Figure 14. SmartChannel Wizard Summary screen

 If there is a high degree of co-channel occupancy, either APs or stations 
such as clients, then it may be wise to move to a different channel with 
lower co-channel occupancy. The BSSID view in the WiFi Advisor Single 
Ended Troubleshooting application provides an easy way to visualize the 
co-channel and adjacent channel APs, but only the SmartChannel Wizard 
gives insight to the number of stations or clients resident in the channel.

4. The SmartChannel Wizard Co-channel and Adjacent Channel statistics 
also indicate the count of legacy equipment in the channel. Identifying 
and removing/replacing legacy equipment can help to mitigate channel 
utilization problems. 

 Legacy gear operates at slower PHY rates than modern equipment. Even 
if legacy gear is associated to a neighbor’s AP, if that slow AP and its 
slow clients are in a customer’s channel, they will impact the customer’s 
WiFi network performance when they transmit. Because a WiFi channel 
is half-duplex, only one device can talk on the channel at a time.

 The Device List view in the SmartChannel Wizard provides a list of all 
APs resident in the same channel as the BSSID under analysis. This view 
also shows details related to each observed station (client) associated 
with each of the APs in the channel. The clients listed underneath the 
customer’s AP are the customer’s clients, and the information provided 
in the Wizard can help determine clients that are using slow PHY rates, 
have low client signal strength, and/or high utilization. 
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Figure 15. SmartChannel Wizard Device List 

 An alternate strategy for accommodating legacy gear if gear cannot be 
upgraded is to place them onto a separate AP. If the customer has their 
own AP, then old clients can be added to this AP and they will not affect 
the main WiFi network utilization as long as:

 y The alternate AP is placed on a different channel than the main WiFi 
network

 y The alternate AP is spaced at least 10 feet away from the primary AP 
(further is better)

5. If there is a WiFi repeater being used in the house of the type that 
doubles the channel utilization for traffic to/from a client served by 
that repeater, then replacing the repeater with Ethernet, MoCA, or PLT 
to wireless extender would provide the same extension of WiFi service 
without the channel utilization penalty.

6. If the primary reason for utilization issues stems from an overcrowded 
band, and there is no alternate channel in that band that appreciably 
improves the problem, then moving the network to a different band 
may be an acceptable course of action. Normally, this strategy is applied 
when the 2.4 GHz band is overwhelmingly crowded and the 5 Ghz band 
is relatively clear. There are two potential drawbacks to this strategy:

 y Not all of the customer’s clients may have the ability to move to the 
new band

 y Moving from 2.4 GHz to 5 GHz band may result in coverage issues 
in 5 GHz that were not present in the 2.4 GHz network because the 
higher frequency 5 GHz signals are attenuated more rapidly than 
2.4 GHz signals, resulting is a smaller coverage pattern for 5 GHz 
networks vs. 2.4 GHz networks

For More Information
Learn more about WiFi and upcoming educational events at  
www.viavisolutions.com/wifi. For WiFi Advisor specifications, 
download the data sheet.

http://www.viavisolutions.com/sites/default/files/technical-library-items/wifiadvisor-ds-maa-nse-ae.pdf
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