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Notice

Every effort was made to ensure that the information in this manual was accurate at the 
time of printing. However, information is subject to change without notice, and VIAVI 
reserves the right to provide an addendum to this manual with information not available at 
the time that this manual was created.

Copyright/Trademarks 

© Copyright 2023 VIAVI Solutions Inc. All rights reserved. No part of this guide may be 
reproduced or transmitted, electronically or otherwise, without written permission of the 
publisher. VIAVI Solutions and the VIAVI logo are trademarks of VIAVI Solutions Inc. 
(“VIAVI”). All other trademarks and registered trademarks are the property of their 
respective owners. 

Copyright release 

Reproduction and distribution of this guide is authorized for US Government purposes 
only. 

Terms and conditions

Specifications, terms, and conditions are subject to change without notice. The provision 
of hardware, services, and/or software are subject to the VIAVI standard terms and 
conditions, available at www.viavisolutions.com/en/terms-and-conditions.

Federal Communications Commission (FCC) Notice 

This product was tested and found to comply with the limits for a Class A digital device, 
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable 
protection against harmful interference when the equipment is operated in a commercial 
environment. This product generates, uses, and can radiate radio frequency energy and, 
if not installed and used in accordance with the instruction manual, may cause harmful 
interference to radio communications. Operation of this product in a residential area is 
likely to cause harmful interference, in which case you will be required to correct the 
interference at your own expense.

The authority to operate this product is conditioned by the requirements that no 
modifications be made to the equipment unless the changes or modifications are expressly 
approved by VIAVI.

http://www.viavisolutions.com/terms
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WEEE and Battery Directive Compliance

VIAVI has established processes in compliance with the Waste Electrical and Electronic 
Equipment (WEEE) Directive, 2002/96/EC, and the Battery Directive, 2006/66/EC.

This product, and the batteries used to power the product, should not be disposed of as 
unsorted municipal waste and should be collected separately and disposed of according 
to your national regulations. In the European Union, all equipment and batteries purchased 
from VIAVI after 2005-08-13 can be returned for disposal at the end of its useful life. VIAVI 
will ensure that all waste equipment and batteries returned are reused, recycled, or 
disposed of in an environmentally friendly manner, and in compliance with all applicable 
national and international waste legislation.

It is the responsibility of the equipment owner to return equipment and batteries to VIAVI 
for appropriate disposal. If the equipment or battery was imported by a reseller whose 
name or logo is marked on the equipment or battery, then the owner should return the 
equipment or battery directly to the reseller.

Instructions for returning waste equipment and batteries to VIAVI can be found in the 
Environmental section of the VIAVI web site at www.viavisolutions.com. If you have 
questions concerning disposal of your equipment or batteries, contact the VIAVI WEEE 
Program Management team.
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About This Guide

This prefix explains how to use this manual. Topics discussed include the following:

• “Purpose and Scope” on page viii
• “Assumptions” on page viii
• “Related Information” on page viii
• “Conventions” on page ix
• “Technical Assistance” on page xii
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Purpose and Scope
The purpose of this guide is to help you successfully use the Medusa Labs Test Tools Suite 
features and capabilities. This guide includes task-based instructions that describe how to 
install and troubleshoot the Medusa Labs Test Tools Suite. Additionally, this guide includes 
terms and conditions of the licensing agreement.

Assumptions
This guide is intended for novice, intermediate, and experienced users who want to use 
the Medusa Labs Test Tools Suite effectively and efficiently. We are assuming that you 
have basic computer and mouse/track ball experience and are familiar with basic 
telecommunication concepts and terminology.

Related Information
This is the installation guide for the Medusa Labs Test Tools Suite. It provides basic instruc-
tions for installing and setting up the Medusa Labs Test Tools Suite and contact information 
for the VIAVI Technical Assistance Center (TAC).

Use this guide in conjunction with the following information:

• The Medusa Labs Test Tools Suite User’s Guide which provides detailed instructions 
for using the Medusa Labs Test Tools Suite.
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Conventions
This guide uses typographical and symbols conventions as described in the following 
tables.

Table 1 Text formatting and other typographical conventions 

Item(s) Example(s)

Buttons, keys, or switches that 
you press or flip on a physical 
device.

Press the On button.
– Press the Enter key.
– Flip the Power switch to the on position.

Buttons, links, menus, menu 
options, tabs, or fields on a 
PC-based or Web-based user 
interface that you click, select, 
or type information into.

Click Start.
– Click File > Properties.
– Click the Properties tab.
– Type the name of the probe in the Probe Name 

field.

Directory names, file names, 
and code and output messages 
that  appear in a command line 
interface or in some graphical 
user interfaces (GUIs).

$NANGT_DATA_DIR/results (directory)
– test_products/users/

defaultUser.xml (file name)
– All results okay. (output message)

Text you must type exactly as 
shown into a command line 
interface, text file, or a GUI text 
field.

– Restart the applications on the server using the 
following command:
$BASEDIR/startup/npiu_init restart

Type: a:\set.exe in the dialog box. 

References to guides, books, 
and other publications appear in 
this typeface.

Refer to Newton’s Telecom Dictionary. 

Command line option 
separators.

platform [a|b|e] 

Optional arguments (text 
variables in code).

login [platform name] 

Required arguments (text 
variables in code).

<password> 
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Table 2 Symbol conventions 

This symbol indicates a note that includes important supplemental 
information or tips related to the main text.

This symbol represents a general hazard. It may be associated with either a 
DANGER, WARNING, CAUTION, or ALERT message. See Table 3 for more 
information.
This symbol represents an alert. It indicates that there is an action that must be 
performed in order to protect equipment and data or to avoid software damage 
and service interruption.

This symbol represents hazardous voltages. It may be associated with either a 
DANGER, WARNING, CAUTION, or ALERT message. See Table 3 for more 
information.
This symbol represents a risk of explosion. It may be associated with either a 
DANGER, WARNING, CAUTION or ALERT message. See Table 3 for more 
information.
This symbol represents a risk of a hot surface. It may be associated with either 
a DANGER, WARNING, CAUTION, or ALERT message. See Table 3 for more 
information.
This symbol represents a risk associated with fiber optic lasers. It may be 
associated with either a DANGER, WARNING, CAUTION or ALERT 
message. See Table 3 for more information.
This symbol, located on the equipment, battery, or the packaging indicates 
that the equipment or battery must not be disposed of in a land-fill site or as 
municipal waste, and should be disposed of according to your national 
regulations.
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Table 3 Safety definitions 

Term Definition

DANGER Indicates a potentially hazardous situation that, if not avoided, will 
result in death or serious injury. It may be associated with either a 
general hazard, high voltage, or other symbol. See Table 2 for more 
information.

WARNING Indicates a potentially hazardous situation that, if not avoided, could 
result in death or serious injury. It may be associated with either a 
general hazard, high voltage, or other symbol. See Table 2 for more 
information.

CAUTION Indicates a potentially hazardous situation that, if not avoided, could 
result in minor or moderate injury and/or damage to equipment.
It may be associated with either a general hazard, high voltage, or risk 
of explosion symbol. See Table 2 for more information.
When applied to software actions, indicates a situation that, if not 
avoided, could result in loss of data or a disruption of software 
operation.

ALERT Indicates that there is an action that must be performed in order to 
protect equipment and data or to avoid software damage and service 
interruption.
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Technical Assistance
If you require technical assistance, 
call 1-844-GO-VIAVI (1-844-468-4284) or 
e-mail TechSupport-Medusa@viavisolutions.com. 

For the latest TAC information, go to 
http://www.viavisolutions.com/en/services-and-support/support/technical-assistance.

http://www.viavisolutions.com/en/services-and-support/support/technical-assistance 
http://www.viavisolutions.com/en/services-and-support/support/technical-assistance
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Chapter 1  Introduction to Medusa Labs Test Tools 
Suite Installation

This chapter provides a general description of the Medusa Labs Test Tools Suite, system 
requirements, and licensing information. Topics discussed in this chapter include the 
following: 

• “Medusa Labs Test Tools Suite” on page 2
• “System Requirements” on page 3
• “License Server” on page 3
• “Licensing Types” on page 4
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Medusa Labs Test Tools Suite
The Medusa Labs Test Tools Suite performs data integrity testing, generated signal quality 
stressing data patterns, and enterprise application simulation. 

The suite consists of three sets of tools:

• I/O Tools Pain, Maim, and Sock—
– Pain is a synchronous I/O tool designed to issue a single pending I/O per worker 

thread. 
– Maim is an asynchronous I/O tool that uses a single worker thread to issue 

multiple I/Os at once.
– Sock is a TCP and UDP traffic generator. Each thread opens its own socket 

connections. 
• Catapult Test Tools Automation—Catapult is the target discovery tool that acts as 

a shell for the I/O tools. You use Catapult to discover targets available to the host 
system and pass these targets to the other Medusa Labs Test Tools for I/O testing. 
Catapult can be used to launch tests on remote systems and verify test results. 
Additional features in Catapult facilitate test scripting and automation.

• FindLBA and GetKey Utilities—
– FindLBA is for use when debugging data corruption issues in tests on file 

systems or logical devices. It is useful in cases where the logical block address 
(LBA) reported in the 
I/O tool error logs is not accurate because the tools are not directly referencing 
areas of the physical media. You can use FindLBA in conjunction with a protocol 
analyzer to identify the actual LBA corresponding to a file offset reported by 
Medusa Labs Test Tools. The FindLBA tool sends a periodic “poll” of 
consecutive reads to a specified offset, which you can identify in a protocol 
trace. FindLBA is most useful when you need help finding I/O command that 
resulted in data corruption in a protocol trace capture. 

– GetKey is used for remote license checkouts. A system with network access to 
a license server can perform a license checkout for another system that does not 
have network access. This utility is particularly useful for temporarily using 
Medusa Labs Test Tools at an offsite location.

This software installation guide covers the steps to install and run the Medusa Labs Test 
Tools Suite. For more detailed operating instructions, see the Medusa Labs Test Tools 
Suite User’s Guide that you received with the software.
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System Requirements
Medusa Labs Test Tools are designed to utilize system resources as efficiently as possible. 
However, performance and stress testing is by nature resource intensive. Specific system 
requirements vary with the architectures under test. Generally, in order to achieve full 
duplex wire speed levels of throughput with data integrity checking on topologies such as 
Fibre Channel and Gigabit Ethernet, an enterprise class system is desired. We 
recommend the following as a minimum for the hardware:

– 1 GHz or greater processor
– 1 GB or greater RAM

Medusa Labs Test Tools takes advantage of multiple processors.

See the Medusa Labs Test Tools Suite User’s Guide for additional information about 
system limitations, memory utilization, processor utilization, PC Bus limitations, and 
operating system restrictions.

License Server
The Medusa Labs Test Tools Suite uses a license server to issue license keys and enforce 
product licensing policies. The license server software is distributed with Medusa Labs 
Test Tools but you must install it separately. The license server runs as a Microsoft1 
Windows service. Refer to Figure 1.

Installation instructions are included with the license server software. Medusa Labs 
provides the USB security dongle required to activate the license manager installation. 
It is best to install the license server software on a dedicated machine before installing 
Medusa Labs Test Tools on the systems where you will run Medusa Labs Test Tools.

1.Microsoft and Windows are registered trademarks of Microsoft Corporation in the United States and/or other coun-
tries.
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Figure 1 Medusa Licensing Model 

Licensing Types
Medusa Labs Test Tools are licensed on a “per seat” subscription basis. This means that 
the tools are licensed for a period of time (usually one year). A certain number of “seats” 
are licensed under the subscription. A seat is any client system that is currently running 
Medusa Labs Test Tools. You can use the license seats on any system, but concurrent 
usage is limited to the number of seats purchased. This methodology allows you to use the 
tools where they are needed, without being restricted to particular systems. When the test 
is finished, the seat can be checked back in to be used by other client machines. 

License usage is regulated by a license server that issues license keys in response to 
checkout requests by client systems, up to the number of seats purchased. The license 
server software is provided for on-site installation of the license server. Medusa Labs 
provides a USB security dongle which is a HASP security device that is plugged into the 
USB port to enable the license server.
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Chapter 2  Installing Medusa Labs Test Tools Suite

This chapter describes how to install Medusa Labs Test Tools Suite. The topics discussed 
in this chapter are as follows:

• “Before Installing Medusa Labs Test Tools” on page 6
• “Step 1. Download the Software” on page 7
• “Step 2. Install the License Server” on page 8
• “Step 3: Install the Medusa Labs Test Tools Suite” on page 12
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Before Installing Medusa Labs Test Tools  

The installation is a three-step process.

1 First, download the software from the VIAVI Solutions web site. Refer to “Step 1. 
Download the Software” on page 7.

2 First, install the License Server. Refer to “Step 2. Install the License Server” on 
page 8.

3 Next, install the Medusa Labs Test Tools software. Refer to “Step 3: Install the 
Medusa Labs Test Tools Suite” on page 12.

Firewalls
In Medusa Labs Test Tools 6.0.1 or later, the application dynamically manages the firewall 
rules. This means that under most situations, it is no longer necessary to disable the 
firewall for the application.

However, sometimes this automatic firewall management may not be possible due to site 
policies or specific user configurations. In such cases, you will need to provide manual 
firewall configurations if you want to use the Medusa Labs Test Tools networking features, 
such as remote testing.

In Windows, the preferred method is to add the Medusa Labs Test Tools executable files 
to the firewall exceptions. The executable files to be added to the exception list to allow 
incoming network connections are the "<install_dir>\Test Tools\bin\*.exe" files.

In Unix, application-based rules are generally not available and the firewall rules must be 
port-based. Because Medusa Labs Test Tools uses dynamic ports, it is difficult to define a 
port-based rule. Therefore, if the new dynamic rule management feature of the application 
is not possible on your system, the firewall may need to be deactivated.

However, under typical default conditions, the new dynamic firewall rule management 
feature should be sufficient for hands-off operation.

Important
The Medusa Labs Test Tools Suite uses a license server to issue license keys and 
enforce product licensing policies. The license server software is distributed with the 
application but you must install it separately. The license server runs as a Windows 
service.
Installation instructions are included with the license server software. Medusa Labs 
provides the USB security dongle required to activate the license manager installation. 
We recommend that you install the license server software on a dedicated machine 
before installing Medusa Labs Test Tools on the systems where you will run the 
application.
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Step 1. Download the Software
When you received your shipment that includes the USB security dongle, there was also 
a Thank You card in the shipment that advised you to download the software from the 
Medusa Labs Test Tools Suite website. 

When you go to this website, click on the Software Downloads tab and you will see the 
following Medusa Labs Test Tools software selections:

Medusa Labs Test Tools: License Server Installation Files (Individual Software Installer)   
Medusa Labs Test Tools: Linux Installation Files (Individual Software Installer)           
Medusa Labs Test Tools: Software (Complete Software Package)                                     
Medusa Labs Test Tools: Windows Installation Files (Individual Software Installer) 

The links lead to a page with additional details. Please follow the instructions provided on 
the page to gain access to the Medusa Labs Test Tools Secure FTP (SFTP) server. 

NOTE

The Literature tab which is accessible from this website allows you to access these 
manuals:

1 Medusa Labs Test Tools Suite Installation Guide (this document)
2 Medusa Labs Test Tools Suite User’s Guide

https://www.viavisolutions.com/en-us/products/medusa-labs-test-tools-suite#resources_software_downloads
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Step 2. Install the License Server
The Medusa License Management Server (MLMS) is a hardware/software combination.

Platform Support
The MLMS should install and function on all Windows operating system platforms 
(32-bit and 64-bit CPUs) listed below and supported by the USB security dongle. 

– Windows 8.1
– Windows 10
– Windows Server1 2003 R2 (with Service Pack 2)
– Windows Server 2008 (with Service Pack 2)
– Windows Server 2008 R2
– Windows Server 2012
– Windows Server 2012 R2
– Windows Server 2016 Datacenter Edition
– Windows Server 2016 Standard Edition

Installation

1 Make sure the USB security dongle is not plugged in.

2 Install the MLMS software using one of the two installer executable files provided:
– Medusa License Manager 1.3.2 (x86).exe on 32-bit systems
– Medusa License Manager 1.3.2 (x64).exe on 64-bit systems
The only parameter that you may change during installation is the installation 
directory.  

There may be a pause of about 30 seconds while the USB security dongle driver 
software is installed.

1.Windows Server is a registered trademark of Microsoft Corporation in the United States and/or other countries.

NOTE
The version number 1.3.2 is not permanent and is incremented as required.
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3 After the MLMS software installation has finished, plug in the USB security dongle.

4 The USB security dongle must be programmed. 
This process is described in “Programming the USB Security Dongle” on page 9.

Installed Items

The MLMS software installation process installs the following:

1 USB Security Dongle
This is the hardware protection key for MLMS. The MLMS will not function without 
the USB security dongle.

2 License Server
The MLMS software is installed and executed as a Windows Service. The registered 
display name is Medusa License Manager Service in the Windows Service Control 
Manager application. 
The short name is mlms, which can be used from the command line. For example, 
you can:

Start the service by entering: net start mlms 
Stop the service by entering: net stop mlms

3 Utilities
The general utility program, mlmadmin.exe, is included. Its uses are outlined in 
“Administration” on page 10. This program is also installed as a part of Medusa Labs 
Test Tools.

Programming the USB Security Dongle 

The USB security dongle must be programmed before the MLMS can manage the 
licenses. This must be done when:

• The MLMS is first deployed for the first time. 
• Each time the customer license expires and is renewed.
• If more seats are purchased.

1 Create a USB security dongle ID file: mlmadmin –getid <idfile name> 
This generates an encrypted ID file named idfile (The file name is an example 
only). In general, a name that can easily identify the deployment site, such as 
customer name, should be used.
For example: mlmadmin -getid server.id  

NOTE
The USB security dongle must be plugged in while the ID file is created. 
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2 Send the ID file and any Sales Order number as an email attachment to the license 
team at the following email address: medusalabs.licenses@viavisolutions.com.

3 The license team will create a USB security dongle update file that matches the ID 
file that you provided and will send the file to you as an email attachment. 
The update file is named: dongleupdate.dat

4 Plug in the USB security dongle and program it using the command: 
mlmadmin -update dongleupdate.dat 

The license operations (check-in, check-out) should be functional from client 
machines.

Administration

Display the current MLM server state:  mlmadmin -reportserverstate

Display the current MLM client state:  mlmadmin -reportclientstate

This utility shows the currently deployed license state of the server (number of seats and 
expiration dates) and each client system with a checked-out license. 

Migrating the MLM License Server

To migrate the MLM License Server to a different machine requires the following backup/
restore procedure in order to avoid having a corrupted server state. This procedure must 
be performed directly at the old and new license server systems because it requires 
physically removing and plugging in the USB security dongle.

At the current license server system:

1 Open a command window. 

2 Stop the MLM License Server by running: net stop mlms

3 Unplug the USB security dongle.  

4 Backup the MLM License Server state by running: mlmadmin -backup 
This creates the mlms.backup file. 

5 Copy the mlms.backup file to the new system.

NOTE
The USB security dongle must be plugged in while it is being programmed.

WARNING
Do not plug the USB security dongle back in on any system until this backup/restore 
procedure is completed.
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At the new license server system:

1 Install the MLMS software on the new system.   

2 Open a command window. 

3 Use cd to open the directory where the mlms.backup file from the old system was 
copied. 

4 Restore the MLM License Server state by running: mlmadmin -restore

5 Plug in the USB security dongle. 

6 Start the MLMS service in the new system by running: net start mlms

7 Make sure the Medusa Labs Test Tools client machines are configured to use the 
new MLM License Server.

WARNING
Do not plug the USB security dongle back in on any system until this backup/restore 
procedure is completed.
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Step 3: Install the Medusa Labs Test Tools Suite
The procedure to install Medusa Labs Test Tools differs based on the operating system 
that you are using. Select the correct procedure from the procedures listed below. 

If you are installing Medusa Labs Test Tools on operating systems running:

• Windows operating systems:
Install Medusa Labs Test Tools using the procedure for the appropriate mode:
– “Installing Medusa Labs Test Tools on Windows” on page 13
– “Installing Medusa Labs Test Tools on Windows in Silent Mode” on page 14

• Other operating systems, start installing Medusa Labs Test Tools. Depending on your 
operating system and preferred mode, continue at the appropriate section:
– “Installing Medusa Labs Test Tools on Linux” on page 15
– “Installing Medusa Labs Test Tools on Linux in Silent Mode” on page 20

Additional Windows Information
The Medusa Labs Test Tools Suite for Windows operating systems uses a Windows 
installation wizard with a self-extracting archive program. 

• Run "Setup_x86_7.4.0.<build_number>.exe" for 32-bit Windows.
• Run "Setup_x64_7.4.0.<build_number>.exe" for 64-bit Windows.

Alternatively, you can bypass the Windows installation wizard by installing Medusa Labs 
Test Tools in silent mode.  

Microsoft .NET Framework

Microsoft .NET Framework 3.5 is included in the Medusa Labs Test Tools software and will 
be installed if it is not already on the system.    

Important
Make sure to uninstall the previous version of Medusa Labs Test Tools before you 
upgrade the Medusa Labs Test Tools Suite for Windows operating systems. 

NOTE
Microsoft .NET Framework 3.5 is not supported on Windows 2003 Server for Itanium 
processors and the Medusa Labs Test Tools 6.0 (and higher versions) Graphical User 
Interface (GUI) cannot run without .NET Framework 3.5. Therefore, for Itanium sys-
tems, you must upgrade to Windows 2008 Server (or higher) to use the GUI version of 
Medusa Labs Test Tools 6.0 (and higher versions). The command-line only interface of 
Medusa Labs Test Tools 6.0 (and higher versions) can still be run using Windows 2003 
Server for Itanium processors.
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Installing Medusa Labs Test Tools on Windows
1 Select Install Test Tools from the Medusa Labs Test Tools Welcome Window.

The license agreement is displayed.

2 Select I accept the terms in the License Agreement and click Next to continue 
with the installation.

3 Note the License Manager Server Information dialog box information and 
ensure the Port number is set to 5033. See Figure 2.
This version of Medusa Labs Test Tools uses the Medusa License Manager server 
(that was installed previously in “Step 1. Download the Software” on page 7) for 
issuing and enforcing product license policies. You can check out and check in the 
license keys directly in a TCP/IP network or off-line with a remote checkout. 

Figure 2 License Manager Server Information Dialog Box  

4 Choose the setup type. You are provided the following choices:   

5 If you selected Typical, go to the next step. 
If you selected Custom, make your selections in the Custom Setup window and click 
Next to proceed.

Typical Installs all Medusa Labs Test Tools program features in the 
default installation folder.

Custom
Installs only the command line version of Medusa Labs Test 
Tools, allows you to choose if the graphical user interface ver-
sion is also installed, and designate the installation folder.
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The setup program is ready to install Medusa Labs Test Tools on your machine at 
this point. If you want to change any of the settings you specified in the previous 
steps, click Back to review or modify the settings.  

6 Click Install to start the installation process.
When the installation process begins, a progress bar displays to indicate activity.
The setup program performs the following actions (where: <install_dir> is the 
installation directory you have chosen).

- Copies the Medusa Labs Test Tools executable files into the 
<install_dir>\Test Tools\bin subdirectory.

- Copies the documentation and license agreement files into the following 
subdirectory: <install_dir>\Test Tools\docs

- Creates the necessary Registry entries.
- Creates the license manager configuration file (which you can edit with a 

text editor at any time):
<install_dir>\Test Tools\config\MedusaTools.cfg

- Makes new system environment variable entries necessary for the proper 
operation of Medusa Labs Test Tools.

- Registers the Medusa Labs Application Agent Service:
<install_dir>\Test Tools\bin\maagent.exe
and starts the service. (The agent service must be running for Medusa Labs 
Test Tools to operate properly; therefore, the proxy runs as a service and 
automatically starts during each system reboot.)

7 Click Finish in the final dialog box to close it. After installation, the Medusa Labs Test 
Tools suite will appear in the Windows Control Panel add/remove programs applica-
tion as Medusa Labs Test Tools.

Installing Medusa Labs Test Tools on Windows in Silent Mode
The options for the Medusa License Manager are MLM_SERVER and MLM_PORT.    

To use the Medusa License Manager, manually run the Windows setup program in the 
\windows directory on the CD using the /qb switch.

NOTE
This is your final opportunity to cancel the installation process.

Important
Make sure to uninstall any older versions of Medusa Labs Test Tools before you 
upgrade to the Medusa Labs Test Tools Suite for Windows operating systems.
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For example:
Setup_x86_7.4.0.<build_number>.exe /qb MLM_-
SERVER=<server_name> MLM_PORT=<port> MLTT_DEFAULT_-
CHECKOUT=<days>

where, you use:
• The appropriate setup command from the following list whose name represents the 

architecture of your target system: 
– Setup_x86_7.4.0.<build_number>.exe for 32-bit Windows
– Setup_x64_7.4.0.<build_number>.exe for 64-bit Windows 

• <server_name> is the name of the license server
– <port> is the port to connect to the license server (the default is 5033).

• <days> is the number of days that the license will be checked out (the default is 5)

Medusa Labs Test Tools is installed in the standard installation directory, C:\Program 
Files\Medusa Labs without further user intervention. 

Before Running Medusa Labs Test Tools on Windows
When the application is successfully installed, the test machine environment is properly 
configured to run Medusa Labs Test Tools. However, if you have any currently running 
console sessions, you will not have the proper environment to run the application. You 
must open a new Command window to run the application.

Installing Medusa Labs Test Tools on Linux
The Medusa Labs Test Tools Suite for the Linux1 the operating system is distributed as a 
TAR archive file with an installation script. 

• Extract "linux-x86_7.4.0.<build_number>.tar.gz" for 32- and 64-bit x86 Linux.
• Extract "linux26-arm_7.4.0.<build_number>.tar.gz" for Linux for 32- and 64-bit ARM 

processors

To install the software, execute the setup.sh script and follow the on-screen directions that 
guide you through the installation process described in the following example. In this 
example, the pound symbol # represents the shell prompt where you enter commands. 
The actual shell prompt might differ on each system. 

1 Log on as a root user.

2 Execute the setup.sh script from the directory where it resides:
# ./setup.sh

1.Linux is a registered trademark of Linus Torvalds.
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If you are not logged in as the root user, the setup script will prompt for the root 
password: 
This program must be run as root user. Please enter the root password.
Password: 
Enter the root password to continue. (This step is not necessary if you are already 
logged in as root.)
The installation process begins by displaying the welcome screen shown in Figure 3.

Figure 3 Medusa Labs Test Tools Installation Welcome Screen  

At each step of the installation process, you can enter:
p to return to the previous step
c to proceed to the next step 
x to cancel and exit the installation process 

Then press Return or Enter. 
If you cancel the installation process, the setup program makes no change to the 
system.

3 Enter c and press Return to continue with the installation.
To install and use the software, you must agree to the terms and conditions of the 
End User License Agreement. The setup program displays the license agreement 
text. Use the more page command by pressing the space bar to scroll through the 
text or press q to end the display. At the end of the license agreement text, you can 
accept or decline the license agreement (Figure 4).
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Figure 4 End User License Agreement Screen   

4 Enter c to accept the license agreement and continue. 
You can choose to cancel the installation, leaving the system untouched. The setup 
program does not allow you to continue the installation process if you do not accept 
the license agreement.

5 Specify the installation directory where to install the software. 
The various components of the software are installed in the test_tools subdirectory 
within the in cify (Figure 5).

Figure 5 Installation Directory Screen  
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6 If you want to choose a different installation directory, type the absolute path name of 
the directory and enter c to continue to the next step (Figure 6).
If you have installed the license management server, you can provide the license 
manager configuration parameters now. Alternatively, you can proceed without 
specifying the information and edit the configuration file later. See the “Editing the 
License Server Configuration” on page 21 for more about editing the license server 
configuration. 

Figure 6 License Manager Information Screen

The license management provider to use should be set. To set the Medusa License 
Manager, use medusa. 
The “Server” field should be set to the host name or IP address of the machine 
running the license manager server. 
You can change the “Port” number, the TCP/IP server port the license manager uses, 
only if you change the default port number on the license manager server. 

7 Enter c to continue. 
Or you can enter:

1 to change the server name
2 to change the port number
3 to change the default license checkout days

The setup script prompts you to enter the new setting and returns you to this step 
after changing the setting. 
The setup program is now ready to install Medusa Labs Test Tools on your machine. 
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8 To install the software, enter c. 
If you wish to change any of the settings you specified in the previous steps, enter p 
to return to previous steps and review or modify the settings. This is also the final 
opportunity to cancel the installation process (Figure 7).

Figure 7 Confirm Installation Settings Screen

While the setup program is installing the software, it displays the current progress.
During this step, the setup program performs the following actions (where: 
<install_dir> is the installation directory you have chosen).

- Copies the Medusa Labs Test Tools executable files into the following subdi-
rectory: 
<install_dir>/test_tools/bin

- Copies the documentation and license agreement files into the following 
subdirectory:
<install_dir>/test_tools/docs

- Creates the license manager configuration file (which you can edit with a 
text editor at any time):
<install_dir>/test_tools/config/MedusaTools.cfg

- Installs the startup script to run the Medusa Labs Application Agent daemon 
in /etc/init.d and /etc/rc3.d directories and starts the daemon. (The agent 
must be running for Medusa Labs Test Tools to operate properly; therefore, 
the agent runs as a daemon and automatically starts during each system 
reboot.)

- Adds entries to login startup scripts 
(for example, profile  .cshrc, etc.) for the root user.
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When the installation completes, the setup program displays the final status 
message (Figure 8). 

Figure 8 Installation Complete 

9 Close the terminal window to log out and complete the installation.

Installing Medusa Labs Test Tools on Linux in Silent Mode
Unattended installation allows you to specify the installation parameters as command line 
parameters in order to install Medusa Labs Test Tools without interacting with the installa-
tion script as shown above. 

• Extract "linux-x86_7.4.0.<build_number>.tar.gz" for 32- and 64-bit x86 Linux.
• Extract "linux26-arm_7.4.0.<build_number>.tar.gz" for Linux for 32- and 64-bit ARM 

processors.

Run in unattended mode with the ‘-s’ option: ./setup.sh -s [other options...]  

NOTE
The option key and option values are separated by space.
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The options are:  

Before Running Medusa Labs Test Tools on Linux
After you have successfully installed Medusa Labs Test Tools, the test machine environ-
ment is properly configured to run the application. However, any currently running terminal 
session will not have the proper environment to run the application. Either log out and log 
back in, or start new shells as root user and run the tools. You might need to add 
<install_dir>/test_tools/bin to your path if your login shell is something other than sh, 
bash, csh, or tcsh. 

Editing the License Server Configuration
If you skipped configuring the license server manager information, obtain the proper 
license server configuration information and edit the following file before running Medusa 
Labs Test Tools:

Windows: <install_dir>\Test Tools\config\MedusaTools.cfg

UNIX: <install_dir>/test_tools/config/MedusaTools.cfg

-s Runs the installation script in unattended mode
-p Ignores the -d, -l, -c, and -w options (if they are specified) and 

uses the existing or default settings instead
-d <path/directory> Defines the full path to the installation directory
-l <server name/IP address> Identifies the name or the IP address of the license server
-c <integer> Sets the default number of days to check out licenses 
-w medusa Identifies the name of the license provider
Note: Any unspecified –d, -l, -c, -w will result in using the existing setting for the option or a 
default value.
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3

Chapter 3  Using Medusa Labs Test Tools Suite

This chapter describes how to launch, update, and troubleshoot Medusa Labs Test Tools 
Suite. It also provides additional information for accessing command line help. Topics 
discussed in this chapter are as follows:

• “Launch Medusa Labs Test Tools” on page 24
• “Updating Remote Systems” on page 27
• “Troubleshooting” on page 29
• “Getting Help” on page 30
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Launch Medusa Labs Test Tools
To launch Medusa Labs Test Tools in a command line environment:

1 Open a new window or shell (a command window in Windows or terminal window in 
UNIX).

2 Type of the name of the tool with the command line switch you want to use and press 
Enter.
You can type -h to view a list of the available switches, for example:

pain -h

Refer to the Medusa Labs Test Tools Suite User’s Guide, Chapter 4, “Using the 
Command Line Switches” for more information.
The tools will automatically attempt to check out a license if one is not found on the 
system.

To launch the Medusa Labs Test Tools Graphical User Interface (GUI) application by:

• Double-clicking the Medusa Labs Test Tools shortcut icon on the desktop.
-or-

• Clicking the Windows Start menu and then choosing Programs\Medusa Labs Test 
Tools\Medusa Labs Test Tools.

Checking Out a License
It is best to perform a checkout from a single instance of one of the I/O tools on the 
command line before beginning any scripted testing. If any errors occur during the 
checkout process, the error messages are displayed on the console. If the checkout is 
successful, the license duration and expiration date/time is displayed on the console.

Network Checkout

If Medusa Labs Test Tools does not find a valid key on the client system, the tools 
automatically attempt to contact the license server and checkout a license key. The default 
checkout time is five days, unless you changed this during installation. You can override 
the default checkout time by using the –Z (case sensitive) switch on the Medusa Labs Test 
Tools command line. Use this switch with a numeric value to indicate the length of the 
checkout in days as shown in the following examples.

Examples:

Checkout for 10 days:  pain –Z10 
Checkout for 7 days:  maim –Z7
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If you finish using the tools on a system before the checkout time limit is reached, 
you can check in the license early by using the –Z switch alone as shown in the 
following example.

Example:

pain -Z

The license key is returned to the license server and becomes immediately available for 
another system to use.

For more information about using switches, refer to the Medusa Labs Test Tools Suite 
User’s Guide, Chapter 4, “Using the Command Line Switches”.  

Remote Checkout

When a client system is unable to contact a license server and perform a checkout 
directly, you can use the remote checkout approach. You can also use remote checkouts 
to temporarily share Medusa Labs Test Tools with a third party for reproducing test 
scenarios. Any Windows system with network connectivity to the license server can 
perform a remote checkout with the GetKey utility. 

1 Run one of the I/O Test Tools (Pain or Maim) on the client system. 
When a checkout attempt fails, the tools automatically generate a system fingerprint 
file in the config directory. The file is named after the system host name, with a .dat 
extension, for example: myhost.dat.
You can also generate a license .dat file using the menu bar in the Medusa Labs 
Test Tools GUI. In the File menu, select the Generate License .dat File... selection.

2 Transport the .dat file from the client system to the networked system running the 
GetKey utility, with access to the license server. 
You can do this using any available method, including: floppy, USB flash drive, peer 
to peer network, etc. If you are an off-site user, you can also e-mail this file for 
checkout from another location and the license key can be e-mailed back. 

3 Run the GetKey utility on the networked system to perform a checkout for the client 
system. The path to the configuration file is passed to GetKey with the -f switch. 
You specify the number of days for the checkout with the -z switch 
(for example: getkey -fmyhost.dat -z3).

4 GetKey will contact the license server and request a license checkout. If successful, 
it will create a file in the current directory with the same name as the fingerprint file, 
with a “.lic” extension (for example, myhost.lic.)

Important
Hardware changes or system date/time changes may invalidate a checked out license. 
To avoid invalidating a checked out license, check in your license prior to making these 
system changes, then check out the license once your changes are complete.
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5 You must take this file back to the client system to install the license code.

6 On the client system, run one of the I/O tools (Pain or Maim) with the license switch 
used to install the authorization code. The syntax of this switch is: 
-Z#file_name, where file_name is the location and name of the authorization 
code file created with GetKey.
Example:

Pain -Z#c:\temp\myhost.lic

7 The tool will install the license and display the checkout time available. You can now 
use any I/O tool for the checkout duration.

As an alternative to steps 6 and 7, you can install a license using the menu bar in the 
Medusa Labs Test Tools GUI. To do so, in the File menu, select the Install License From 
File... selection.

Checking In a Remote License
You wish to check in a remote license (typically a license for an isolated system that 
does not have network access to the license server) rather than waiting the license to 
expire. To check in a license for another system: 

1 From the remote (isolated) system that has the checked-out license, enter 
getkey -r to create a license return file named 'hostname.ret' to check in a 
license to the MLM license server by a proxy machine.

2 Physically move the 'hostname.ret' file from the remote system to your proxy 
system.

3 On the proxy system, enter getkey -r<return_file> to check-in the license 
for the other system. 
If <return_file> is a directory, such as -r. for the current directory, then 
getkey processes every file in that directory with the '.ret' extension.
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Updating Remote Systems
Medusa Labs Test Tools give you the ability to update remote systems from Medusa Labs 
Test Tools Graphical User Interface.

To update a remote system:

1 Open Medusa Labs Test Tools.

2 Go to File > Update Remote Systems. This will open the Update Remote Systems 
dialog box.

Figure 9 Install Updates Dialog Box 

3 Click Browse to search for the installation files to update the remote system. 
Available installers will be displayed in the Installers to use panel.

4 Select the installer to use. The Systems to update panel will be automatically 
updated with compatible remote systems. 

5 Click Update to begin the updating process.

If you want to update a remote system residing on a different subnet from your local 
system, you need to connect to the remote subnet first. The remote system on the other 
subnet must also have a compatible installation of Medusa Labs Test Tools.

NOTE
Please note that remote systems that are incompatible with the installers will be 
excluded automatically. For example, Windows systems will not be listed if you have 
selected Solaris installers only. Also, those systems already having the same or newer 
Medusa Labs Test Tools version installed will be grayed out. 
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To connect to a different subnet:

1 Close the Install Updates dialog box.

2 Right-click anywhere on the Targets area and select Connect to Remote Subnet 
from the context menu. The Specify Remote System dialog box appears.

3 Enter the hostname or IP address of a system on the remote subnet.

4 Click Connect to connect to the remote system.
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Troubleshooting

Windows Data Execution Protection

The Windows Data Execution Protection feature may prohibit Medusa Labs Test Tools 
services from running. The tools need a service called maui.exe to run on Windows 
systems. You may be prompted by Windows to allow the service to run after initial 
installation.

Software Firewalls

Windows or other firewalls may prevent the remote testing features or licensing from 
running. We recommend disabling software firewalls on your test systems.

Ping to Check Server

Make sure that the server is online and responds to a ping. If the server answers a ping, 
but checkouts still fail, there might be an issue with a firewall or proxy server on the network 
that is blocking the request. 
Medusa Labs Test Tools and the license server communicate over TCP/IP, using port 5033 
for the Medusa License Manager.

Ensure that your network configuration allows this traffic to pass.

Check License Server Service

Make sure that the following service is running on your license server system:

Medusa License Manager Service

If the server responds to a ping, but checkouts still fail, it is possible that the service is 
stopped.

Check Server and Port Values

Medusa Labs Test Tools read license server information from the configuration file 
MedusaTools.cfg in the application’s installation directory. 

• Using the Medusa License Manager, make sure that MLM_SERVER and 
MLM_PORT values are correct. The server name should be a host name that 
resolves to the system running the license server and the default port is 5033 as 
shown below:

MLM_SERVER=10.23.13.2;
MLM_PORT=5033;
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Check Server Dongle

The USB security dongle provided with the license server software must be attached for 
the license server to function. Make sure the provided driver for the USB security dongle 
is correctly installed. Run mlmadmin -reportserverstate to see that the USB 
security dongle is attached and visible.

Check System Time

Ensure that system time and date is accurate on both the client and server systems. 
Changing the system time while a license checkout is in progress on a system may cause 
the license to be invalidated on that system.

Check System Name

Each server running Medusa Labs Test Tools must have a unique name. Licensing failures 
may be the result of duplicate system names on the network.

Running a Test
When you enter a test tool name and command line switch, then press Enter, you run a 
test. If no command line switches are specified, the tools will begin running with default 
settings to one or more files that will be created in the current working directory. By default, 
Medusa Labs Test Tools run until you manually stop them or an unrecoverable error 
occurs. For more information, refer to the Medusa Labs Test Tools Suite User’s Guide, 
Chapter 4, “Using the Command Line Switches.”

Stopping the Application
Use one of the following methods to stop running an instance of Medusa Labs Test Tools:

• Using the keyboard, press Ctrl+C simultaneously.
• In the GUI, use the mouse to click Stop or Stop All.

Getting Help
Help is available online after you launch the application in the command line. To view a 
list of the available Medusa Labs Test Tools switches, type the name of the Test Tool and 
-? or -h, then press Enter. For example:

pain -? -or-  pain -h 

The Medusa Labs Test Tools Suite User’s Guide is available using the GUI’s Help menu.
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